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7.5 IP MAC  

VPN IP & MAC

IP ̢

MAC IP IP ̢ 
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MAC  

MAC DHCP IP

IP ̢ IP 0.0.0.0 ñ

MAC ò ̢  

 

IP MAC  

MAC IP̢ ñ

IP MAC ò IP IP

IP IP ̢ 
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IP    

1. MAC DHCP IP

IP 0.0.0.0 ̢ 

2. IP

IP ̢ PC

IP̢ 

IP MAC : PC MAC( )  ̢

: 12

̢ 

: ̢ 

: ̢ 

: ̢ 

: 

̢ 

IP MAC : User IP

IP ̢ 

MAC : MAC ̢ 

IP MAC  

MAC

̢ MAC ̢ VPN

MAC ̢

MAC IP ̢ 

 

: 12 ̢ 

 ̢ 

: IP & MAC ̢ 

 ̢ 

 ̢ 

: ̢ 
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7.6 IP  

IP IP IP ̢ IP

IP IP

IP ̢ ñ ò ñ (QoS)ò

ñ ò IP IP

̢ 

 

 

: IP ̢ 

 IP ̢ 

 IP ̢ 

 IP IP ̢ 
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IP  IP IP IP IP

̢ 

 ̢ 

IP  ̢ 

 ñ ò ̢ 

 ñ ò ñ ò

̢ 
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̡QoS  

QoS Quality of Service IP

̡ ̢

̡ ̡

̢ 
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8.1 (QoS) 
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8.1.1  

 

WAN QoS

̢ IP WAN1

WAN2 ̢ 512Kbit/Sec

WAN1+WAN2=1024Kbit/Sec 50 IP

1024Kbit/50=20Kbit 20kbit/Sec ̢ 

 

 

 kbit / KB  

1KB=8kbit̢ 

8.1.2 QoS  

QoS ( )

̢ 

 ( ) -   

IP IP ̢

̢ ̢ 
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QoS WAN ̢ 

 
QoS IP

All(TCP&UDP)1~65535̢ FTP

FTP Port21~21

̢ 
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IP  
? IP IP

192.168.1.100  100 192.168.1.100 IP ̢

IP 192.168.1.100  150

192.168.1.100 150 ̢

VPN User IP 0 192.168.1.0  

0 IP ̢ QoS Class C

̢ 

IP IP̢ IP ñ5.4 

IP ò ̢ 

 
 IP                                

 IP                                  

(Server in LAN ) Server VPN

Server ̢                                        

(Server in LAN ) VPN

̢ 

 & 

 (Kbit/Sec) 

̢           

 ̢

 kbit /

KB  1KB=8kbit̢ 

 
ñ ò QoS ñ ___:___ ___:___ò

24 19 00 24 00  ñ / /

/ / / / / ò QoS

̢ 
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IP  

IP ( )

̢ 

IP   

IP (Mini

Max.Rtae)  (IP )

(IP ) ̢ 

̢ FTP

FTP

FTP ̢ 

 
̢ 

 
̢ 

 &  
QoS

̢

BT e-mule IP

̢ 

 
̢ 

 
ñ ò

̢ 

 
ñ ò ̢ 

 
ñ ò

̢ 

 

ñ ò ̢ ñ ò

ñ ò ̢ ñ ò ñ ò ̢

ñ ò ̢ 
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ftp 50kbit ? 

1̡2̡3̡4 ñ FTP[TCP /21~21òIP

0.0.0.0 0( ) ̢ 2 kbit/sec FTP 2kbit/sec

̢ 50kbit/sec FTP 50kbit/sec ̢ ñ IP

ò FTP FTP 50kbit/sec̢

ñ ò ̢ 
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IP 512Kbit IP IP ? 

IP IP ̢ 1̡2̡3̡4 ñNo 

Check Port[TCP&UDP /0~0òIP 192.168.1.2 254( ) ̢

2 kbit/sec IP 2kbit/sec ̢ 512kbit/sec IP

512kbit/sec ̢ ñ IP ò IP

2kbit/sec ̢ ñ ò ̢ 

 

IP192.168.1.100-150 1M ftp

512Kbit ? 

1̡2̡3̡4 ñNo Check 

Port[TCP&UDP /0~0òIP 192.168.1.100 150( ) ̢

2 kbit/sec IP 2kbit/sec ̢ 1024kbit/sec IP

1M/sec ̢ ñ IP ò IP

2kbit/sec ̢ ñ ò ̢ 
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1̡2̡3̡4 ñ FTP[TCP /21~21òIP 0.0.0.0

0( ) ̢ 2 kbit/sec FTP 2kbit/sec ̢

512kbit/sec FTP 512kbit/sec ̢ ñ IP

ò FTP FTP 50kbit/sec̢

ñ ò ̢ 

QoS

̢ FTP IP ̢

FTP 512kbit/sec̢

IP  1M FTP 1M

FTP 512kbit  

 

8.1.3 QoS 

QoS IP IP ̢

̢    
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QoS:  QoS̢ 

___% QoS  

% QoS

60% ̢ 

IP

 :  

IP ̢ 

IP

 :  

IP ̢ 

IP

, IP

 

IP

 / 

 

 ñ ò

̢ 

 IP

̢ 

 

 

8.1.4  

̢    



 
Gigabit SSL VPN   

 

 

 76 

 

:  ̢ 

 ̢ 

( 24 )  24

̢  ɼ ɽ

̢ ̢

ñ ò̡  ñQoSò̡  ñ QoSò

̢ 

( ) :  ñ ò̡  

ñQoSò̡  ñ QoSò ̢ 

 ñ ò ̢ 

 ñ ò

̢ 

 ñ ò

̢ 

 

8.1.5 IP  

QoS  IP

̢ 



 
Gigabit SSL VPN   

 

 

 77 

 

 ̢ 

IP /  IP IP ̢ 

 ̡ ̢ 

 ̢ 

 ̢ 

 ̢ 

 ñ ò ̢ 

 ñ ò

̢ 
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8.2  

̢ P2P

BT̡ ̡emule ̢

P2P ̢ 

̢ 

 

 

 

 ̢ 

IP

 ̢ BT P2P

BT P2P  ̢

IP

 

 

IP  
5

5

̢ 

IP  
5

5

( )

̢ 
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 ñ ò QoS ñ ___:___

___:___ò 24 19 00 24 00  

ñ / / / / / / / ò QoS

̢ 

 ñ ò ̢ 

 ñ ò

̢ 

 

IP  

IP

IP ̢ 

 

 ̢ 

IP  IP IP ̢ 

 ̢ 

 ̢ 

 ̢ 

 ñ ò ̢ 
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 ñ ò

̢ 
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̡  

̢ 

9.1  

 ̢

̢ 

 

 

 ̢ ̢ 

SPI

: ̢

̢ ̢ 

DoS : DoS  SYN Flooding  Smurf  LAND  Ping of Death  

IP Spoofing ̢ ̢ 

: 

VPN  ICMP

ping VPN WAN IP ping

̢ 

:  

VPN IP (WAN 

IP) ( 80 )̢ 

Multicast

 ̢  
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ARP  ARP ARP

̢

̢ 
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: TCP-SYN-Flood̡

UDP-Flood ICMP-Flood̢ 

̢ ñ ò

15000pakets/Sec

̢ IP

2000pakets/Sec

IP 5

̢

̢ 

̢

15000pakets/Sec

̢ IP

2000pakets/Sec IP

5

̢

̢ 

IP IP /  ̢ 

IP IP /  ̢ 
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: ñ ò ̢ 

: ñ ò ñ

ò ̢ 
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9.2  

VPN

̢

IP ̡ IP ̡IP

̢ 

9.2.1  

̢ VPN

 

VPN   

* LAN WAN -All traffic from the LAN to the WAN is allowed  

* WAN LAN -All traffic from the WAN to the LAN is denied  

* LAN DMZ -All traffic from the LAN to the DMZ is denied  

* DMZ LAN -All traffic from the DMZ to the LAN is denied 

* WAN DMZ -All traffic from the WAN to the DMZ is denied 

* DMZ WAN -All traffic from the DMZ to the WAN is denied 

VPN

  

* HTTP LAN VPN   ( VPN )̢ 

* DHCP LAN VPN   ( VPN IP )̢ 

* DNS LAN VPN   ( DNS )̢ 

* Ping LAN VPN   ( VPN )̢ 
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̢VPN 1-2-3é̢

̢ 

 ̢ 

 ̢ 

 ̢ 

 ̢ 
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9.3.2  

 

:  ( ) BlockFTP̢  

:  ̢ 

 ̢ 

: ̢ 

: 

̢

ñ ò  ̢

: : ̢ 

: ̢ 

: ( LAN  WAN1  WAN2

) ̢ 

IP : IP ( )

IP ̢ 

IP IP̢ IP ñ7.6 

IP ò ̢ 

IP : IP ( )

IP ̢ 
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: ̢

8 00 17 00 24 ̢ 

: ñ ò 24 ( )

̢ 

é é  é é  24 08 00  18

00 ( 8 6 )̢ 

: ñ ò

̢ 

: ñ ò ̢ 

: ñ ò

̢ 

1 TCP 135-139 ? 

TCP 135-139 ( )  

 

TCP135-139 

( ) 

IP ( ) 

IP ( ) 
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2 IP 192.168.1.200 192.168.1.230 80 ? 

:  

TCP 80 

( 80 ) 

IP 192.168.1.200 192.168.1.230 

IP ( 192.168.1.200 192.168.1.230 80 ) 
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9.3  

VPN

̢ 

 

  

www.sex.com ̢ 

http://www.sex.com/
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: ̢ 

: ̢ 

: www.playboy.com̢ 

IP /  IP IP ̢ 

: ñ ò ̢ 

: ̢ 
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ñsexò VPN

ñsexò ̢  

: 
̢ 

IP /  IP IP ̢ 

: 
̢ 

: 
̢ 

: 
ñ ò ̢ 

: 
ñ ò ñ

ò ̢ 

 

̢ 

ñ ò  
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   ̢ 

: www.playboy.com̢ 

: ̢ 

: ̢ 

IP 

IP IP ò ò IP ̢ 

 

IP /  IP IP ̢ 

: IP IP ̢ 
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: IP IP

̢ 

 

 

ñ ò 24 ̢ ñé éò

̢

 

: 24 ̢ 

é é: 24 08 00  18 00 ( 8

6 )̢ 

: ñ ò

̢ 
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̡  

Web/FTP

 NA

IP IP ISP IP

Web/FTP ̢ 

10.1 DMZ/  

 

10.1.1 DMZ  

VPN PC IP DMZ WAN1 WAN2 IP

PC WAN PC

PC ̢ 

ñDMZ ò IP ñ0ò 

̢ 
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ñ ò  ̢ ñ ò 

̢ 

10.1.2  

WEB̡FTP̡Mail

VPN IP WWW 80

IP ̢ 192.168.1.2 80

 

http //220.130.188.45 ( VPN IP ) 

VPN IP 192.168.1.2 80 ̢ 

IP  

 

 WWW

80(80~80)  FTP 21~21  

IP  IP 192.168.1.100̢  

 ̢ 

 

̢ 

 ̢ 

http://220.130.188.45/
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ñ ò

 

 

 
BT ̢ 

 
TCP UDP̢ 

 
̢ 

 
100 ̢ 

 
̢ 

 
ñ ò ̢ 

 
ñ ò

̢ 

 
̢ 
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10.2  

̢ 

 

10.2.1  

RIP Routing Information Protocol RIP I / RIP II ̢
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( ) ̢RIP 

Ф

 

RIP

̢

̢  

 

 NAT ̢ 

RIP

 

ñ ò RIP ̢ 

 

None  RIPv1  RIPv2  Both 

RIPv1 and v2 ̢ 

 

 None  RIPv1  

RIPv2-Broadcast  RIPv2-Multicast  ̢ 

10.2.2  

̢

Multi-WAN WAN̢

WAN ISP

ISP ISP

WAN ̢ ̢ 
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 IP ̢ 

 ̢ 

 VPN

2 1̢( 15)̢ 

 WAN LAN ̢ 

 ̢ 

 ̢ 

 ̢ 

 ñ ò ̢ 

 ñ ò

̢ 
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10.3 NAT   

ISP ( ADSL IP) ISP IP ̢VPN

VPN WAN ATU-R( ) IP IP

VPN IP

IP̢ 

ñWEB ò IP

IP IP  

 5 IP 210.11.1.1 6 210.11.1.1 VPN WAN1

IP One to One NAT  

210.11.1.2Ą  192.168.1.3 

210.11.1.3Ą  192.168.1.4 

210.11.1.4Ą  192.168.1.5 

210.11.1.5Ą  192.168.1.6 

 

 

WAN IP NAT IP ̢ 
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 NAT : NAT  ñ ò  ñ ò ̢ 

IP : IP IP ̢ 

IP : IP IP̢ 

IP : IP ̢ 

: NAT ̢ 

: NAT ̢ 

: ñ ò ̢ 

: ñ ò

ñ ò ̢ 
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NAT  LAN  IP

̢ NAT

̢ 

10.4 DDNS-  

 ñDDNSò QnoDDNS.org.cn̡Dyndns.org 3322.org

IP ( IP ) ̡ VPN

̡ IP̢ ADSL PPPoE Cable Modem WAN IP

ISP DDNS ñqno. QnoDDNS.org.cnò DDNS

Ping QnoDDNS.org.cn VPN IP̢

qno. QnoDDNS.org.cn WEB̢

www.qno.cn/ddns̡www.dyndns.org  www.3322.org

 

DDNS VPN WAN

DDNS IP ̢ 

 

ñ 1ò ñ ò 1 DDNS WAN

DDNS ̢ 
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DDNS  QnoDDNS.org.cn̡Dyndns.org 3322.org (

)̢ 

 DDNS ̢QnoDDN

abc.qnoddns.org.cn̢ 

 DDNS ̢ 

  DDNS abc.QnoDDNS.org.cn

abc.dyndns.org̢ 

 WAN ISP IP ISP

IP ̢ 

 DDNS ̢ 

 ñ ò ̢ 
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 ñ ò

̢ 
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10.5 MAC  

ISP MAC ( ) ISP IP

Cable Mode ̢ ISP (MAC

00-xx-xx-xx-xx-xx) VPN MAC ISP IP  

 

ñ 1ò ñ ò 1 MAC

ISP MAC ñ ò

ñ ò ̢ 

MAC WAN MAC ̢ 
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̡  

̢ 

̢ 5.2

̢ 

11.1  

VPN  ̢ DNS Ping ̢ 

 

 

 

www.abc.com ̢

̢ 

 

 

Ping- /  

 

http://www.abc.com/
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IP 168.95.1.1 

̢ 
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11.2  

VPN  Web ̢ ̢ 

ñ ò ̢ 

 

 

̢ 

VPN ̢ 
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11.3  

 

  

VPN ñ ò  

ñconfig.expò ñ ò ̢ 

  

VPN

VPN ñconfig.expò

̢ 
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11.4   

VPN ñ (Reset)òñ )ò 

̢ 

 

  

ñ ò

̢ 
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ñ ò  

̢ 

 

VPN ( VPN

VPN 11.3 )̢ 
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̡VPN  

12.1. VPN VPN  

 

 

12.1.1. VPN  

VPN VPN (PPTP/IPSec+QnoKey ̡

IPSec VPN )  GroupVPN-VPN ̢  
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: IPSec QnoKey ̢ 

 

VPN  

 

: VPN VPN 

̢  
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VPN Tunnel Status : 

òVPN ò VPN : 

 

/ ̡

__/__ ̡

 

VPN

VPN

(3 5 10 20 All)  

Tunnel No.  VPN VPN   

:   

- Connected  

- Hostname Res olution Failed  

Resolving Hostname  

- Waiting for Connection  

-Manual IPSec

-Manual  

:  VPN XXX Office

 

: VPN ( VPN )

 

Phase2 

Encrypt/Auth/Gro

up:  

(DES/3DES) (MD5/SHA1) Group 

(1/2/5)  

(Manual) IPSec Phase 2 
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DH  

:  VPN  

:  VPN  

:  VPN IP VPN

IP  

:  ñ ò

ñ ò ñ ò VPN  

:  (Edit)  

(Edit)  

̢  

 

__ _̡_

 

 

  

VPN :  

VPN (GroupVPNs)  VPN ̢  

 

:  GroupVPNs  

:  VPNGroups  

Phase2 

Encrypt/Auth/Grou

p:  

(DES/3DES) (MD5/SHA1) Group 

(1/2/5)  

(Manual) IPSec Phase 2 DH
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:  VPN  

:  VPN  

:  (Detail List)  

IP  

:  -Connect 

 

:  (Edit) (Edit) 

 ̢ 

  

 

12.1.2. VPN  

VPN ̢ 

VPN 2 VPN Internet  

VPN VPN VPN ̢  

 

Gateway to Gateway :  

ñ ò VPN VPN ̢ 
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(Client to Gateway): 

ò ò  VPN ̢ 

 

10.1.2.1.  

 

VPN VPN ̢  

:  VPN VPN Tunnel  

:  XXX Office

 

: VPN ( VPN )

̢ 

VPN : VPN  

:  VPN ̢ 
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(Local Group Setup)  : 

 

( Local Security Gateway Type )

( Remote Security Gateway Type) ̢ 

 

 :  

IP 

IP + Domain Name(FQDN)   

IP + E -mail (USER FQDN)   

 IP + Domain Name(FQDN)   

 IP + E -mail (USER FQDN)   

( Local Security Gateway Type )

( Remote Security Gateway Type)  ̢

(1) IP:  

IP  IP

VPN WAN IP

̢  

 

(2)  IP + Domain Name(FQDN) :  

IP+ IP

VPN WAN IP

̢ 
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FQDN Internet

 vpn.server.com ̢ IP

VPN ̢ 

 

(3) IP + E -mail (USER FQDN) :  

IP  IP

VPN WAN IP

̢ 

 

(4) IP + Domain Name(FQDN) :   

IP VPN  

VPN  VPN VPN VPN  

VPN VPN ; 

VPN ̢ 

 

(5)  IP + E -mail (USER FQDN) :   

IP VPN  

VPN IP VPN VPN 

VPN  VPN  VPN

; VPN E-Mail 

̢ 
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 VPN

:  

(1)  IP  

VPN IP

̢ 

 

: VPN 192.168.1.0 IP

̢ 

 

(2)   

VPN

̢ 

 
: VPN 192.168.1.0

255.255.255.0 VPN ̢ 

(3)  IP  

VPN IP

̢ 

 

: VPN 192.168.1.0~254 

IP ̢ 
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Remote Group Setup  :  

 

( Remote Security Gateway Type)

( Local Security Gateway Type) ̢ 

 

:  :  

IP 

IP + Domain Name(FQDN)  

IP + E -mail (USER FQDN)  

 IP + Domain Name(FQDN)  

 IP + E -mail (USER FQDN)  

(1) IP:  

IP IP   

 

IP DNS 

Resolve DNS IP ̢ Summary 

IP ̢ 

Multiple DNS Resolved DNS IP 
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̢ Summary

IP ̢ 

 

(2)  IP + Domain Name(FQDN) :  

IP+ IP

 FQDN 

FQDN ̢ IP

VPN ̢ 

 

IP DNS 

Resolve DNS IP ̢ Internet

̢ Summary 

IP  

Multiple DNS Resolved DNS IP 

̢ Summary 

IP  
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(3) IP + E -mail(USER FQDN) :   

IP IP

 

 

IP

DNS Resolve DNS IP ̢

Summary IP ̢ 

Multiple DNS Resolved DNS IP 

̢ Summary 

IP ̢ 

 

(4)  IP + Domain Name(FQDN) :   

IP VPN IP

̢ 
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(5)   IP + E -mail (USER FQDN) :  

IP VPN  

VPN VPN VPN VPN  

VPN  VPN ; 

E-Mail ̢ 
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:  VPN

:  

(1) IP  

VPN IP

̢ 

 

: VPN 192.168.2.1 IP

̢ 

(2)  

VPN

̢ 

 
: VPN 192.168.2.0

255.255.255.0 VPN  

(3)IP   

VPN IP

 

 

: VPN 192.168. 2.1 

192.168.2.254 IP ̢ 

 

IPSec Setup 

VPN

IPSec  ñkeyòV̢PN Key 

Management (Manual) IKE -  IKE with Preshared Key (automatic)
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̢  

 

 

 

: 

VPN

; Auto (IKE) Manual
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IKE : 

IKE ̢ PFS(Perfect Forward 

Secrecy) IKE ̢ PFS

brute force (hacker) ̢ 

ǻ (Perfect Forward Secrecy) PFS VPN

VPN Client PFS ̢ 

ǻ 1/ 2 DH Diffie -Hellman : Group1 

Group2/Group5 ̢ 

ǻ 1/ 2 VPN

:DES:64 - ̡3DES:128 - ̡

AES: 128 ̡192 256 ̢ 

ǻ 1/ 2 VPN

:ñMD5òñSHA1ò̢  

ǻ 1 SA 28800 (8 )

VPN ̢ 

ǻ 2 SA 3600 (1 )

VPN  
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ǻ Auto (IKE)  ñPre-shared Keyò 

test

VPN ;

30 ̢ 

 

Manual-  ( ) 

 

Manual ̢ 

ǻ ñEncryption KEYòñAuthentication KEYò

VPN

; 23 ̢ 

ǻ ñIncoming SPIò ñOutgoing SPIò 

VPN ; Incomin g SPI VPN Outgoing 

SPI Outgoing SPI VPN

Incoming SPI  
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- IKE   

 

VPN Main  Aggressive Main mode

VPN VPN VPN ̢ 

ǻ Aggressive Mode IP

̢ 

ǻ IP Header VPN VPN  IP

(IP Payload compression Protocol) ̢ 

ǻ VPN VPN

IP ̢ 

ǻ AH AH (Authentication Header) MD5/DSHA -1̢ 

ǻ NetBIOS VPN NetBIOS 

̢ VPN  

ǻ NAT VPN NAT  

ǻ (DPD) VPN HELLO/ACK 

VPN ̢ VPN 

̢ DPD 10 ̢ 

 

10.1.2.2.  

VPN VPN ̢ 

VPN (Tunnel)

(Group VPN) ( )̢
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̢ 

 

1  Tunnel :  

 

 

:  VPN VPN Tunnel

̢ 

 

:  

XXX Office

 

: VPN 

̢ 

VPN : VPN  

:   VPN  ̢

̢ 

(Local Group Setup) 

( Local Security Gateway Type )

( Remote Security Gateway Type) ̢ 

 

 :  

IP 

IP + Domain Name(FQDN)  

IP + E -mail (USER FQDN)  

 IP + Domain Name(FQDN)  

 IP + E -mail(USER FQDN)  
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( Local Security Gateway Type )

( Remote Security Gateway Type)

̢ 

(1) IP:  

IP  IP

VPN WAN IP

̢  

 

(2)  IP + Domain Name(FQDN) :  

IP+

IP VPN WAN IP

 ̢ FQDN 

Internet  

vpn.server.com ̢ IP VPN

̢ 

 

(3) IP + E -mail(USER FQDN) :  

IP  IP

VPN WAN IP

̢ 

 

(4) IP + Domain Name(FQDN) :   

IP VPN  
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VPN  VPN VPN VPN

 VPN  VPN ; 

VPN ̢ 

 

(5)  IP + E -mail  (USER FQDN) :   

IP VPN  

VPN IP VPN VPN 

VPN  VPN  VPN

; VPN

E-Mail ̢ 

 

 VPN

:  

(1)IP  

VPN IP

̢ 

 

: VPN 192.168.1.0 IP

̢ 

 

(2)  

VPN

̢ 

 
: VPN 192.168.1.0
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255.255.255.0 VPN ̢ 

(3)IP  

VPN IP

̢ 

 

: VPN 192.168.1.0~254 

IP ̢ 

Remote Group Setup :  

 

( Remote Security Gateway Type)

( Local Security Gateway Type) ̢ 

 

:  :  

IP 

IP + Domain Name(FQDN)  

IP + E -mail (USER FQDN)  

 IP + Domain Name(FQDN)   

 IP + E -mail (USER FQDN)  

(1) IP:  

I P IP   

 

IP

DNS Resolve DNS IP ̢
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Summary IP ̢ 

Multiple DNS Resolved DNS IP 

̢ Summary 

IP ̢ 

 

(2)  IP + Domain Name(FQDN) :  

IP+ IP

 FQDN 

FQDN ̢ IP

VPN ̢ 

 

IP DNS 

Resolve DNS IP ̢ Internet

̢ Summary 

IP ̢ 

Multiple DNS Resolved DNS IP 

̢ Summary 
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IP ̢ 

 

(3) IP + E -mail (USER FQDN) :   

IP IP

 

 

IP

DNS Resolve DNS IP ̢

Summary IP ̢ 

Multiple DNS Resolved DNS IP 

̢ Summary 

IP ̢ 

 

(4)  IP + Domain Name(FQDN) :   

IP VPN IP

̢ 
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(5)   IP + E -mail (USER FQDN) :  

IP VPN  

VPN VPN VPN VPN  

VPN  VPN ;  

E-Mail ̢ 

 

IPSec Setup 

 

 

VPN

IPSec  ñkeyò̢VPN 

(Manual ) IKE -  IKE with Preshared Key (automatic)  ̢
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:  

VPN

; Auto (IKE) Manual

 

 

 

IKE :  

IKE ̢ PFS(Perfect Forward 

Secrecy) IKE ̢ PFS

brute force (hacker) ̢ 

ǻ (Perfect Forward Secrecy) PFS VPN

VPN Client PFS ̢ 

ǻ 1/ 2 DH Diffie -Hellman : Group1 

Group2/Group5 ̢ 

ǻ 1/ 2 VPN

:DES:64 - ̡3DES:128 - ̡

AES: 128 ̡192 256 ̢ 

ǻ 1/ 2 VPN

:ñMD5òñSHA1ò̢  
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ǻ 1 SA 28800 (8 )

VPN ̢ 

ǻ 2 SA 3600 (1 )

VPN  

ǻ Auto (IKE)  ñPre-shared Keyò 

test

VPN ;

30 ̢ 

 

Manual -  ( )  

 

Manual ̢ 

ǻ ñEncryption KEYòñAuthentication KEYò

VPN

; 23 ̢ 

ǻ ñIncoming SPIò ñOutgoing SPIò 

VPN ; Incoming SPI VPN Outgoing 

SPI Outgoing SPI VPN

Incoming SPI  
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Advanced( ) - (IKE Preshareed Key Only)   

 

VPN  Main   Aggressive ̢ Main mode VPN 

VPN VPN ̢ 

ǻ Aggressive Mode IP

̢ 

ǻ IP Header VPN VPN  IP

(IP Payload compression Protocol) ̢ 

ǻ VPN VPN

IP ̢ 

ǻ AH AH (Authentication Header) MD5/DSHA -1̢ 

ǻ NetBIOS VPN NetBIOS 

̢ VPN  

ǻ NAT VPN NAT  

ǻ (DPD) VPN HELLO/ACK 

VPN ̢ VPN 

̢ DPD 10 ̢ 
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2  Group VPN :  ( )  

 

:  Group VPN ̢ 

:  XXX Office

̢ 

: VPN ( VPN )

̢ 

:  VPN  

:   VPN ̢ Eanble

̢ 

 

 

:  VPN

:  

(1) IP  

VPN IP

̢ 

 

: VPN 192.168.1.0 IP

̢ 

 

(2)  
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VPN

̢ 

 

: VPN 192.168.1.0

255.255.255.0 VPN ̢ 

(3) IP  

VPN IP

̢ 

 

: VPN 192.168.1.0~254 

IP ̢ 

 

  

 

:  

 

:  

Domain Name(FQDN)   

E-ma il Address(USER FQDN)   

Microsoft XP/2000 VPN Client  XP/2000 VPN  

(1)  Domain Name(FQDN):  

̢FQDN 

Internet

 vpn.Server.com ̢

̢ 
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(2)  E-mail (USER FQDN):   

 

̢

 

(3)  Microsoft XP/2000 VPN Client :  XP/2000 VPN 

 

 XP/2000 VPN 

̢ 

 

 

IPSec Setup 

VPN

IPSec  ñkeyò̢VPN 

(Manual) IKE -  IKE with Preshared Key (automatic) ̢ 

Group VPN Remote Security Gateway Type

IP Aggressive Mode Manual ̢ 

 

:  
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ǻ (Perfect Forward Secrecy) PFS VPN

VPN Client PFS ̢ 

ǻ 1/ 2 DH Diffie -Hellman : Group1 

Group2/Group5 ̢ 

ǻ 1/ 2 VPN

:DES:64 - ̡3DES:128 - ̡

AES: 128 ̡192 256 ̢ 

ǻ 1/ 2 VPN

:ñMD5òñSHA1ò̢  

ǻ 1 SA 28800 (8 )

VPN ̢ 

ǻ 2 SA 3600 (1 )

VPN  

ǻ Auto (IKE)  ñPre-shared Keyò 

te st

VPN ;

30 ̢ 
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- IKE (IKE Preshareed Key Only)   

 

VPN Main   Aggressive Main mode VPN 

VPN VPN ̢ 

ǻ Aggressive Mod e IP

̢ 

ǻ IP Header VPN VPN IP

(IP Payload compression Protocol) ̢ 

ǻ VPN VPN

IP ̢ 

ǻ AH AH (Authentication Header) MD5/DSHA -1̢ 

ǻ NetBIOS VPN NetBIOS 

̢ VPN  

ǻ NAT VPN NAT  

ǻ (DPD) VPN HELLO/ACK 

VPN ̢ VPN 

̢ DPD 10  

 

12.1.3. PPTP  

Window XP/2000/Vista PPTP Qno /

VPN ̢ 
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PPTP :   PPTP ̢ 

PPTP IP :  PPTP IP

IP̢ 

IP : ̢ 

IP : ̢ 

ʆ DHCP IP  
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:  ̢ 

:   ̢

IP  (1) PPTP IP IP

̢ 

(2) ip PPTP

IP IP ̢ 

ʆ  

PPTP IP

IP ̪ ̫

IP̢ 

:   ̢ 

 

PPTP ̡ IP PPTP  
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12.1.4. VPN VPN Pass Through  

 

 

IPSec VPN

:  

 PC VPN-  IPSec 

VPN VPN  

  

 

 

VPN Cisco VPN Server Cisco VPN Client

VPN Server

IP Source Port

Source Port Change Source 

Port UDP 500 Source Port Source 

Port Fixed Source Port UDP 500

 

PPTP VPN

: 

 PC VPN-PPTP VPN 

VPN ̢ 

L2TP VPN

: 

 PC VPN-L2TP VPN 

VPN ̢ 

 ñ ò  ñ ò ̢ 
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12.2. QnoKey 

Qno VPN QnoKey QnoKey

QnoKey̢ 

12.2.1. QnoKey  

VPN QnoKey , QnoKey

 

 

 

 

IPSec+QnoKey  IPsec+QnoKey ̢

̢ 

QnoKey  ̢

IPSec QnoKey ̢ 

 QnoKey  

 QnoKey   

IP ( )  IP  

 QnoKey ,  

 QnoKey  
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 QnoKey  

 QnoKey  

 QnoKey  

 QnoKey  

  

  

 

 

 

Qnokey   

 ̢ 

12.2.2  

ɼ Qnokey ɽ ɼ ɽ ̢ 

 

 

QnoKey ̢ ̡ ̡ ̡

QnoKey QnoKey ̢ 
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 ̢ 

 QnoKey ̢ 

 
IP

( DDNS )̢

IP VPN ̢

̢ 

1 QnoKey 1

̢ 1 2 QnoKey

1 2 VPN 1

2 VPN ̢ 

 

Â , IP , 

IP, ̢ 

Â , DHCP/PPPoE

, IP 

( DDNS )̢ 

 
QnoKey ̢ 

QnoKey ñforeverò

̢ 

VPN QnoKey

ñ1~99ò  ̢

 
QnoKey  

Key  
QnoKey ̢ 

QnoKey  ñ

ò̡ ñ Key ò ñ ò̢  

QnoKey VPN ̢
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ñ ò Key 

̢ 

ñ Key ò  QnoKey 

VPN QnoKey ̢ 

ñ ò Key 

VPN ̢ 

 

ɼ ɽ ɼ ɽ ̢ ɼ ɽ

̢ 

ɼ ɽ ɼ ɽ

ɼ ɽ QnoKey ̢ ̢ 

 

QnoKey ̢ ̢ 

 

ɼ ɽ ɼ ɽ ̢ ɼ ɽ

̢ ɼ ɽ ̢  ̢

12.2.3  

ɼ ɽ ̢ 
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 ̢ 

 QnoKey ̢ 

QnoKey  QnoKey ̢ 

 QnoKey ̢ 

 QnoKey ɼ ɽ ɼ

ɽ ̢ 

Key  QnoKey QnoKey  ̢

 QnoKey MAC

MAC QnoKey  

MAC  QnoKey MAC

MAC QnoKey  

 QnoKey  

 

QnoSoftKey  

 

Qno USB Key USB Key

QnoSoftKey

 ( 1 QnoSoftKey )̢ 

 



 
Gigabit SSL VPN   

 

 

 154 

 

 ̪ ̡̫̪ ̡̫̪ ̫

̢ 

 

 

̪ ̫

̢ 

 

̢ 

 ̢ 

 ̢ 

 ̢ 

 24 00 00

00 00̢ 

MAC   / MAC

̢ 

 ̢ 
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 ̢ 

 

QnoSoftKey  

 

QnoSoftKey  ( 1 )

̪

̫

QnoSoftKey ̢ 
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12.3 QVM VPN  

QVM VPN  

1.  SmartLink IPSec VPN VPN VPN IP̡

̢ 

2.  VPN VPN 

̢ 

3.  VPN ISP  ̢

12.3.1 QVM  

QVM  
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:/   

IP / :  VPN IP

QVM  

VPN Hub  

̢

VPN ̢

̢ 
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:   

:   

:   

 ñ ò  ñ ò ̢ 

 

12.3.2. QVM QVM  

VPN ̢ 

 

 

:  ̢

QVM  

:  QVM VPN ̢  

:  QVM VPN WAN QVM  

:  QVM  

:  QVM  

:  QVM  

:  QVM -Waiting -Disconnect

QVM -Disable QVM  

 Edit   
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12.3.3. QVM  

QVM : 

VPN VPN QVM ̢ 

 

QVM  QVM  

 QVM  

  

QVM VPN IP

 

QVM VPN IP  

 QVM  
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( )

 

QVM ̢

1~60  

QVM  QVM ̢

IP VPN

WAN VPN VPN

 

 

QVM  

443 Port E-Mail 

Forwarding QVM QVM

 10443 Port  
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̡SSL VPN 

SSL VPN ̢SSL (Secure Sockets Layer)

HTTPS ̡ ̡SSL

̢ SSL VPN SSL VPN

̢ SSL VPN SSL/HTTPS

IE Netscape ̡

̡ ̡ ̢

̢ 

13.1   

SSL VPN ̢ 

 

 ̢ 

 ̢ 

  SSL ̢ 

  SSL ̢ 

IP   SSL IP ̢ 

  SSL ̢   

 ̢ 

 ̢ 

 

13.2   

̢ 

http://wiki.ccw.com.cn/IE
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 ̢SSL VPN 4  (All Users  SupervisorȲ 

Mobile User  Branch Staff)̢  

 ̢ 

  Default (Local 

Data Base)̢ 

 ò ò ̢ 
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 ò ò S̢SL VPN

̢ 

 

 ̢ 

 ̢ All Users  

̢ 

 ò ò ̢   

 

13.3   

̢

̡ ̡ ̢ SSL VPN  ñ ò 

̢ 

: 

SSL VPN  SSL 

̢ ñ All Usersò
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̢  ñ

ò̢  

òAll Usersò 

̢ 
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:  

SSL VPN 4  (All Users  Supervisor  Mobile User  Branch Staff) ñAll Usersò 

ò ò̢ ò ò ̢ 

 

 

    

 

 

 ̢ 

 ñ ò

̢ 

 ñ ò ̢ 

 

( ȳ ȳ ) ̢ 

 

:  

̢ Local 

DataBase ( ) Default̢ SSL VPN

̢  ñ ò ̢ 
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̢ ̢

Default-Local Data Base( )̢ All Users  

All Users ̢ 

 ̢ 

 ̢ 

IP  IP SSL VPN Local Data Base ( )

IP ̢ 

 Default-Local Data Base SSL VPN /

 ñ

ò ñ ò ̢ 

ñ ò

̢

ò ò̢

ñ ò

ñ ò̢  

 ñ ò   (

) ̢

̢ 
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  ñ ò ̡ ̢

̢ 

 

 ̢ 

 

 

     

    SSL VPN Local Data Base ( )  Radius-PAP/CHAP/MSCHAP/ MSCHAPV2  

NT-Domain Active Directory LDAP : 

    1. Local Data Base 

 

 

 ̢ 

 ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

    

    2. Radius-PAP 
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 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

    3. Radius-CHAP 

 

 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

4. Radius-MSCHAP 
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 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

5. Radius-MSCHAPV2 

 

 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

6. NT-Domain 
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 ̢ 

 ̢ 

NT  NT-Domain ̢ 

NT  NT-Domain ̢Ex: qno.com 

 ñ ò ̢ 

 ñ ò ̢ 

 

7. Active Directory 

 

 ̢ 

 ̢ 

 Active Directory ̢ 

Active Directory 

 

Active Directory ̢Ex: qno.com 

 ñ ò ̢ 

 ñ ò ̢ 

 

8. LDAP 
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 ̢ 

 ̢ 

 ̢ 

LDAP  LDAP (LDAP BaseDN*)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

All Users

̢

 ̢ 

 

 

 

:  

̢

ñ ò ̢ ò ò

ñ ò ñ ò ̢
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  ̢

̢ 

 ̢ ò ò

ò ò ̢ 

 ( Local Data Base)ȳ ȳ ȳ

̢ ̢ 

 ̢ 

  

 

 

ñ ò ̢ Local Data Base ( )

̢  
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 ̢ 

 ̢ 

 ̢ 

 Local Data Base ̢ Local Data Base  

̢ 

(yyyy/mm/dd)  SSL ̢  

2007/11/1 2007/11/2 00:00 ̢ 

 ñ ò  ̢ ñ

ò  ̢ Local Data Base

ò ò ò ò

̢ 
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10 ̢ SSL

̢ 

 ñ ò

̢ 

 ñ ñ ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

:  

̢

̢

̢ FTP Server FTP

FTP Server̢ FTP

FTP FTP Server̢ 
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 /  All Users Supervisor Mobile User Branch Staff 

  

  Telnet P    

  SSH P    

  FTP P P P P 
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  Word P P P  

  Excel P P P  

  Power Point P P P  

  Access P P P  

  Outlook P P P  

  IE P    

  FrontPage P    

  ERP P P P P 

  

  RDP5 P  P  

  VNC P    

My Network Place P P   

Virtual Passage P P   

 

 

(Telnet  SSH  FTP) (RDP5  VNC)  

 IP ̢ 

 

 

IP ̢ 
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:  

 

 

̢ 
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IP  IP ̢ 

 Telnet/SSH/FTP̢ 

  ñ ò

̢ 

 ñ ñ ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

:  

 

 

 

̢ 

IP  IP ̢ 

 RDP5/VNC̢ 

 : 680x480  800x600  

1027x768 full-screen 

  ñ ò

̢ 
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 ñ ñ ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

 

ñ ñ

IP ̢ 
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13.4   

13.3  SSL VPN  ̢

̢ 

 All Users  Supervisor  Mobile User  Branch Staff  

:      

:      

:      

 

 

 

 Default̢ ̢ 

  Local Data Base  

Radius-PAP/CHAP/MSCHAP/MSCHAPV2  NT-Domain  Active 

Directory  LDAP ̢ 

IP  IP ̢ 

 ̢ 

 ñ ò  IP  

̢ 

 ñ ò ̢ 

  

 

   

    SSL VPN Local Data Base ( )  Radius-PAP/CHAP/MSCHAP/ MSCHAPV2  

NT-Domain Active Directory LDAP : 

    1. Local Data Base 
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 ̢ 

 ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

    2. Radius-PAP 

 

 

 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

    3. Radius-CHAP 
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 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

4. Radius-MSCHAP 

 

 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

5. Radius-MSCHAPV2 
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 ̢ 

 ̢ 

RADIUS  ̢ 

 RADIUS (Secret Password)̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

6. NT-Domain 

 

 ̢ 

 ̢ 

NT  NT-Domain ̢ 

NT  NT-Domain ̢Ex: qno.com 

 ñ ò ̢ 

 ñ ò ̢ 

 

7. Active Directory 
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 ̢ 

 ̢ 

 Active Directory ̢ 

Active Directory 

 

Active Directory ̢Ex: qno.com 

 ñ ò ̢ 

 ñ ò ̢ 

 

8. LDAP 

 

 ̢ 

 ̢ 

 ̢ 

LDAP  LDAP (LDAP BaseDN*)̢ 

 ñ ò ̢ 

 ñ ò ̢ 
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13.5   

13.3  SSL VPN  ̢

̢ 

 All Users  Supervisor  Mobile User  Branch Staff  

:      

:      

:      
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 ̢ Default̢ 

  Default

Local Data Base̢ 

 ̢ 

 ̢ 

 ñ ò  ( Local Data Base)ȳ ȳ 

ȳ  

̢  

̢ IP  ̢ 

 ñ ò ̢ 

 

 

ñ ò ̢ Local Data Base ( )

̢  
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 ̢ 

 ̢ 

 ̢ 

 Local Data Base ̢ Local Data Base  

̢ 

(yyyy/mm/dd)  SSL ̢  

2007/11/1 2007/11/2 00:00 ̢ 

 ñ ò  ̢ ñ

ò  ̢ Local Data Base

ò ò ò ò

̢ 
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10 ̢ SSL

̢ 

 ñ ò

̢ 

 ñ ñ ̢ 

 ñ ò ̢ 

 ñ ò ̢ 

 

13.6   

 

 



 
Gigabit SSL VPN   

 

 

 190 

12.6.1  

 ̢ 

 

 

 

 

 

12.6.2  

SSL VPN  ( Word  Excel  Power Point  Access  Outlook  IE  

FrontPage) ERP  ñ ò ̢ 
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 SSL VPN Word Excel PowerPoint  

Access Outlook IE FrontPage ERP̢ 

 ̢ 

 ̢ 

 

̢SSL VPN c:\program files\microsoft 

office\office\winword.exe  

̢

̢ 

 ̢ 

: ̢ 

 

 

 ñ ò ̢ 
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 ̢ 

 ̢ 

 ̢ 

 ̢ 

    ̢

: ̢ 

 

13.7   

ñ ò  ̢

 ñ ò̢  
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13.8   

SSL SSL ̢ 
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12.8.1  

SSL ̢ SSL VPN

 SSL VPN

DHCP IP ̢ 192.168.1.200~192.168.1.205  5 SSL ̢ 



 
Gigabit SSL VPN   

 

 

 195 

 

IP  

IP (LAN) IP̡ IP(DHCP) S̡SL IP ̡

PPTP IP ̢ 
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(LAN)  

LAN IP 192.168.1.1 255.255.255.0 ̢ 

Multiple-Subnet  

ñ ò IP ̢

IP PC

IP ̢ IP

 192.168.3.0  192.168.20.0  192.168.150.0

̢ 

IP  

VPN Class C  DHCP IP

NT DHCP PC IP

VPN IP ̢ 

IP  192.168.1.100̡192.168.2.100̡192.168.3.100̡

192.168.4.100 IP ̢ ̢ 

IP  192.168.1.149̡192.168.2.149̡192.168.3.149̡

192.168.4.149IP IP

50 IP 200 IP ̢

̢ 

 

SSL SSL VPN SSL VPN IP ̢

 SSL VPN SSL ñ ñ ñ ñ IP

SSL ̢ IP  DHCP IP PPTP IP ̢ 

PPTP IP  

PPTP SSL VPN SSL VPN IP ̢  SSL 

VPN PPTP ñ ñ ñ ñ IP PPP ̢

PPTP IP  DHCP IP IP ̢ 

 

 

12.8.2  

SSL VPN SSL 443  443 ñ SSLVPN
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ò  SSL  (10443 20443)̢ 443  

SSL VPN ̢ 

 

 

12.8.3  SSL  

 

SSL VPN SSL Qno

̢ SSL  òSSL ò  òSSL

ò SSL ̢ ò ò

ò ò ò ò ̢  
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̡  

̢

̢ 

14.1  

VPN  ̢ 

 

 

: ̢ 

: VPN  ̢

̢VPN  

 

̢ IP ñ ò

̢ 

 


















































