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ⱳ Ῡᶏ  

 

ȇ ⱳ Ῡ̂ץҊ έ Ῡέ̃ ᶏ Ȉ̂ Ҋץ έ έ̃ ḣ ᴍ Ὲ Ҋץ̂

έḣ έ̃ Ῡ ᶏ ≠ ץȁףּ ᾧ └ḣ ᴋ ᾧ Ȃ

Ῡ ץ ֣ ףּ ̆ Ȃ 

 

̔ḣ Ҋ ȁ Ῡ╠ ȇ ȈҬ Ȃ ҥ Ҍ

ȇ ȈȂ ȇ Ȉ ̆ ╚ Ῡ ῒ Ȃףּ Ҋ ȁ ᶏ

ȇ Ȉ ̆ҥ ȇ Ȉ Ȃ 

 

ȍ1Ȏ  

Ῡῂᴋᵥ ῒ ȁ ȁ׃ ȁ ┘ ȁ ᵬ ᵬ

ץ ῒז Ḡ Ȃ " Ῡ" ̆Ӟ ҥ Ȃ ╚̆ḣ

ῒ ᷅ ̆ ԇץᶭ Ȃ 

 

ȍ2Ȏ" Ῡ" ̔  

ץ ᶏ ҉ ȁᶏ ȁ ȁ " Ῡ"Ȃ 

 

ȍ3Ȏ ᶏ  

╠ Ҋ ᶭ ȇ Ȉᶏ " Ῡ"Ȃ Ῡ" "̆ἑ

Ṏֲӊ ᶏ ̆ҥғҌ ᴋᵥ ҉ Ὲᵘ̆ӞҌ ᴋᵥ ҉ỹ ; Ҍ ᴋᵥ"

"ᵬᴋᵥḱ Ȃ ᴋᵥῒז ӊᶏ , ,ҥ Ԋ ⅝Ԋ Ȃ

҉ ⌠ Ȃ 

    

ȍ4Ȏ ᴋ ᾧ  

ȍ4-1Ȏḣ ῃⱬ Ҭ ̆ᵖ ₮ ̆ ֲ

ȁ ῒז ̆ḣ ῒ ᶫ Ҍ ᴋᵥ ᴋȂ 

ȍ4-2Ȏḣ ԅḠ Ὲ ףּ Һ ̆ḣ ḱ Ҭ  / Ῡ Ҍ

≠̆ ̆ Ҍ ̆ ̆ḱ Ҭ ץ Ὲᵘ ḣ

Ȃ 

ȍ4-3Ȏ ᶛ̆ἑᶫ ̆ Ӟ ץ Ῡ ₮ ̆ Ṕ ҥ Ҋѿ ᵬ₮

ḱ Ȃ 

ȍ4-4Ȏ Ῡ ↓ ⱳ ̆ ⱳ Ҍ ᴍ ̆
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№ⱳ Ҍ ₮ ҉Ȃ 

ȍ4-5Ȏḣ Ḡ Ῡ ῂ ḱ ≠̆ҥғ Ҍ Ῡῂ ̆ ѿ

̆ ḣ Ȃ 

ȍ4-6Ȏḣ ̂ / ̃ῒ ᶫ ̆ Ḡ ᴆҌ ᴋᵥ ᴋ̆ Ḡ ᴆ

ȁ ȁ ᷅ Ḡ ᴆȂ ⌠ Ὲ

ῒ ̆ḣ ̂ / ̃ῒ ᶫ Ҍ ᶫῒזῈ ӊ Ȃ ᴋᵥ Ҋ, ᶏ

҉ ᶏ Ҭ, ḣ / ῒ ᶫ ᶏ ȁ ≠

ᴋᵥ ∟ ȁ ᴋᵥ ̆ Ҍ ᴋᵥ ᴋ̆ ӊ ȁ

ῒ᷅ז ӊ Ȃ 

 

ȍ5Ȏῒז  

ȍ5-1Ȏ ᴋᵥῒז ̆ ᴋᵥ № ῃ ̆Ҍ ῒז

ⱬȂ 

ȍ5-2Ȏ ȁ ⱬ ̆ Ȃ ḣ ӊ ᴋᵥ ̆ ᾢ

Ȃ ̆ ῃ ֜ḣ ȂҬ ȉҬץ╚

ᴂ Ȋ ᴂ Ȃ 
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ѿȁ  ׃

Gigabit QoS ῃ ̆ Ҭ ȁᴑ

̆ ȁῃⱳ ῃ Ȃҥ Ṏ ISP ̆

Gigabit ̆ Ἕ ȁ ȁ WAN ȁ ở ȁ

ⱳ Ȃ 

64 ᵝᾝ ⱴ ̆ 2Gbps̆ Ȃῂ

̆ ᵬ Ȃ 

ΐở 3~4Ṏ Gigabit WAN ̆ҥΐ ⱳ ̆ ⌠ Ȃ

WAN ⱬ Ȃ ̆DMZ ץ ΐ Ὲ IP ᵝ

ᵊ Ȃ ῂ 1~2Ṏ Gigabit LAN ̆Auto-MDI/MDI-X 10/100/1000Mbps Ә ֜ ̆

Ṏ ץ ֜ ץ ҉ ở̆ Ḃ ᾠ ̆ⱴ ᴑ ̆

Ȃ ᶫ USB ֲ ׃ ̆ ᶖ ץ USB ̆ ᾟⱳ ᾌ Ȃ 

QoS ⱳ ̆ⱳ ᵖ ̆ ץ Ạ ғ №

Ȃ Ҍ └ ᾟ ̆ӞҌ ֲ Ҋ ᵤ ̆ ῂ

Ȃ ԅ ̆Ҍ ѿѿ ╚̆ ᶭ ᶏ ̆ᾄ ≠ ̆ҥ ᵤ

ⱴץ └̆ ̆ Ȃ ᶫ ῂ ̆

⌠ ᶏ ̆ ̆ ᵬ Ȃ 

↓ ΐởԅ ⱴ ̆ףּ ȁᾄ ᶏ № ᵬ̆לּ ץ

̆ ԅ ⌠Ḡ ҥⱴ ῂ ףּ ᶏ ̆ ᶏ ῃ Ҋׅ̆ ץ

ᶏ ֓ Ҍףּ Ҭ ̕ ץ CPU ̆ᶏ

̆ ᶫ ᶃғ ᶏ Ȃ 

ȁIP ᵝ ȁ ҈ ̆ ᶫ ̆

ᶖ └̆ Ḡ Ȃ ῀ IP ᵝ ̆ ∟∞לּ

̆№ Ḥ ̆ Ḡ ȁ ̆ Ҍ ISP ̆ᵬ

└̆ Ȃ 

ץ̆ ᴑ ȂҺּל ⱳ ̆

לּ ̆ Ḥ Ȃ לּ ȁ ȁARP 

ⱳ ̆ ̆ ῂ ̆ Ḡ ῃȂ ԅ NAT ӊ ̆ ΐ
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ở ףּ Ȃⱳ ╚ ̆ ̆ףּ └

ῂᶏ ᶏ ץ̆ ᾧᵤ Ҍ ᶏ Ȃ 

ᵝ (NAT) ԅ Ạץ Ὲ IP ̆ ѿṎῈ IP ץ ֲ ҉

Ȃ ῂ IP ᵝ 4 Ṏ Class C ̆DHCP ּל№ IP̆ ץ IP MAC ᵝ

ΐ ̆ ♅ Ȃ 

̆ ΐ ⱳ ̆ № ֣ ỹ ̆ ᴑ №

ΐ Ҭ ̆ Ҭ ⌠ ѿ ₮ ̆ⱴ Ҍ ISP Ȃ 

Һ ᶖ ѿṎⱳ ̆ ᵥ ҉ ҥҌ №

̆ ᾢ  ά έ̆ ץ ҉ ̆ҥ ֲ

Ȃ 

҉ www.Qno.com.tw ҉ ץ̆ ḣ ᶛ̆ ⱴ ḣ Ȃ 
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ԋȁ WAN ᵬ  

׃ WAN ᵬ ̆ WAN ץ

Ṕ ̆ᶖ Ṕ ̆ᶏ ⌠ ⱳ ̆ᶏ ⌠ Ȃ 

2.1  

ץ Ҋץ ᵬ Ṕ ̆ ᶏ Ṕ ≠ ̆ ⌠

̆ ץ ѿ֓ ѿ֓ ῃ ̆ ⱴ Ḃ ᵬ̆

̆ᶏ ѿ ⌠ᵝȂ Һ Ҋ̔ 

1ȁ Ȃ 

2ȁ Ȃ 

3ȁ ở Ȃ 

4ȁ ̔ ῂ Ȃ 

5ȁ ῂ ̔ IPᵝ  

6ȁ QoS ̔ ᵤ Ȃ 

7ȁ ̔ Ҍ Ȃ 

8ȁ ῒז ∟ ̔ ᵊ ȁDDNSȁMAC CloneȂ 

9ȁ ȁSNMPȁ ởᴍ ₮ Ȃ 

10ȁ ₮  

2.2  

Ҋ Һ Ṏ ῂ ץ ⌠ ̆ ץ

׃ ῂ ̂ ѿȁ ᶏ Ῡ Ȃ̃ 

#  ῂ   

1   ᶖ Ȃ 
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2  Web ῀

̆

 

Web Ȃ 

3 ở ץ 

ᵬ  

̆ ץ̆

ᵬ Ȃ 

 ḱ  ῃ ḱ Ȃ 

Ȃ 

4 

 

ȁ

ȁ  

̆ ≠

̆ᾄ ⱬȂ 

5 ῂ

̔

IPᵝ  

Ἕ VLAN Ȃῂ

IP №

 

ᶫ Ἕⱳ ̆

VLAN ῂ ̆ ᶫ

IP/DHCP לּ IPᵝ № ̆ Ḃ Ҍ

ȂIP ѿ IPᵝ Ạ

̆ ᵬȂ 

6 QoS

̆ ᵤ

 

ȁῂ

└ 

Ḡ Ҍ ȁ Ḡ

ףּ ̕ ѿ

̆ Ȃ 

7 ̆

Ҍ

 

ȁ ╚

└ 

ῂ ᶏ BTȁ ῒ҉ֲז ȁ

҉ Ҍ ҉ ץ ᶏ MSNȁQQȁSkype

ᵬ ̕

ῂ ARP ̕ ᶭ

ῂ ץ̆╚ ѿ

Ṏ∟҉ Ȃ 

8 ῒז ∟ ̔

ᵊ ȁDDNSȁMAC 

Clone 

ῂ ᵊ

ȁ ȁ

IPȁDDNSȁMAC Clone 

ѿ ̆

ῂ ᵊ ̆ ᵊ ̆ לּ

̆ѿ ѿ NAT לּ̆

ףּ MAC CloneȂ 

9 ̔

ȁSNMPȁ

ởᴍ 

ᵬ ȁ

ởᴍ 

ⱳ ȁ

ῂ ̆ Ḡῂ ᵬ Ȃ 

10 ₮   ₮ ₮ Web Ȃ 

Ҋ Ṕ Ṏ ᶖ Ṕ Ȃ 
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҈ȁ  

׃ ץ Ȃ 

3.1 ╠ ץ LED  

LED  

LED   

Power-   ֦̔  

DIAG-   ̔ ⱳ . 

֦̔ . 

̔ ⱳ . 

LAN/WAN/DMZ: Speed 10M ֦  ֦̔Ә 10Mbps  

LAN/WAN/DMZ: Speed 

100M 

 ֦̔Ә 100Mbps  

LAN/WAN/DMZ: Speed 

1000M 

 ֦̔Ә 1000Mbps  

WAN/ DMZ  ֦̔ ҥ IPᵝ  

̔ ỹ / ỹ  

̔ IPᵝ  

LAN  ֦̔  

̔ ỹ / ỹ  

USB  ֦̔USB ғ ở  

̔USB ỹ / ỹ  

 (Reset)  

  ᵬלּ

ᵟ Reset 5  ̆ לּ Gigabit   

DIAG ̔  

ᵟ Reset 10 ₮ ҉ץ ṿ 

DIAG ̔  
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ῂ  

Gigabit ῂ ̆ 1͘2 ̆ ᾟ ᶏ ⌠

̆Gigabit ԑ NTP ᵊ Ȃ ᶫ Ḃץ̆

Ȃ 

 

˻ 

ԅ ̆ ᾧץ̆ ˻ 

 

҉ 

ῄṎ Ȃ ῃ ̆ Ҋ Ȃ

Ҍ ῃ ở ̆ḣ Ҍ Ȃ 

 

 

˻ 

ԅ ̆ ᵥ ̆ Ҍ ῄẺ ᴋᵥѿẺ̆ҥḠ

10 ҉ץ ˻ 
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3.2 Gigabit ⌠ ҉ 

 

̔WAN ץ xDSL Modem ῀ԑ Ȃ 

̔LAN ץ  Switch HUB PC ῂ ᵊ ȂLAN 1 ץ Ἕ ̆

ά έҬẠ ̆ ᵊ ᶏ Ȃ 

DMZ ̔ ץ Switch HUB ΐ IPᵝ ᵊ ̆ ᵊ ץ ᴆᵊ

Ȃ 
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ȁ  

Һ ̆ Web Ȃ 

ᾢ ⌠ LAN ̂ לּ IP ̃҉ DOSҊ IPᵝ ̆

Ҧ ̆ ῀ cmd ῀ DOS ᵬ̆Ῥ ῀ ƛǇŎƻƴŦƛƎҦ̆ ⌠ ̂Default Gatewaỹ ̆

192.168.1.1Ȃ Ӟ IP Ȃ 

 

 

˻ 

 άƛǇŎƻƴŦƛƎέ Ҍ IPᵝ ץ ̆ IP ץ0.0.0.0 169.X.X.X

̆ ҥ № ⌠ IP ̆ ̆ Ȃ 
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 ( IE)̆ ῀ 192.168.1.1 ( )̆ ₮ Ҋץ ̔ 

 

 

Gigabit ᶏ (User Name) ᶏ (Password) άŀŘƳƛƴέ̆ ץ

Ȃ 

 

˻ 

ԅ ῃ̆ Ṕ ףּ ӊ ˻ ̆ ̆ Ῥ

̆ ҉  Reset ̆҉ץ ⌠₮ ṿ̆ῒ

Ȃ 

 

̆ Web ̆ ῒ ҉ ᵬ ̆ Ҭ

̆ ά έ̂ Ҭ ̃̆ Ȃ 
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ԓȁ ở ȁ ץ  

׃ ῀ ץ ⌠ ở ץ ở ᵬ ̆ ῃ

ḱ Ȃ 

5.1  

Gigabit ╠ ץ Ȃ 

5.1.1  

 

 

IPᵝ ̔ Gigabit WAN ╠ IPᵝ Ȃ 

̔ ISP№ Gigabit WAN1͘ WAN4 IPᵝ Ȃ 

ᵊ ̔ DNS IPᵝ Ȃ 

̔ Gigabit ṎWAN ╠ Ȃ 
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Ҋ ᶏ ̔ Gigabit ṎWAN ╠ Ҋ ᶏ ᶛȂ 

҉ỹ ᶏ ̔ Gigabit ṎWAN ╠ ҉ỹ ᶏ ᶛȂ 

DDNSּל DDNS ̔ףּ לּ Ȃ ⱳ

Ȃ 

ףּ (QoS)̔ (QoS)ףּ  Ȃ 

לּ ̔ ᶏ לּ IPᵝ ז̆ ԋṎ №∟

Ȃᶏ ץ Ạ ISP IPᵝ ץ̆

Ạ ISP IPᵝ Ȃ WAN ᶏ

 PPPoE  PPTP ̆ ά έ άҬ έȂ 

DMZ IP ̔ DMZ ╠ IPᵝ Ȃ 

5.1.2  

 

╠ (̔ - ̆ - ̆ - )Ȃ

ץ ̆ ₮ Ҭ Ȃ Ҋ ̔ 
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╠ ̆ (10Base-T/100Base-TX/1000Base-T)̆ ᵝ ( ̋͘

2/DMZ) ( ̋͘2)̆ ( /לּ )̆ ( /לּ )̆ ᵞᾄᾢ ( /ѿ )̆

(10Mbps/100Mbps/1000Mbps)̆ ᵬ ( /ῃ )̆ Ә ẻלּ ( /לּ ) Ȃ 

Ҭ̆ ỹ ץ ỹ Byte ҥ Ȃ 
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5.1.3 Ḥ  

 

IPᵝ ̔ Gigabit LAN ╠ IPᵝ ̆ 192.168.1.1Ȃ 

ᵬ  ̔ ╠ ᵬ ( NAT )Ȃ ⱳ NAT Gateway

Ȃ 

Һ ᵬ ̔ Gigabit  ╠ Ȃ 

Һ ↓ ̔ Gigabit  Ȃ 

̔ Gigabit  ╠ᶏ Ȃ 

╠ ̔ Gigabit  ╠ ̆ᵖ ̆ NTPᵊ

Ȃ 

CPUᶏ ̔ ╠ ᶏ CPU № Ȃ 

ᶏ ̔ ╠ ᶏ № Ȃ 

╠ ̔ ╠  (Session) Ȃ 
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5.1.4 ῃ  

 

SPI ẻ ̔ SPI ẻ ⱳ )לּ /לּ )Ȃ

ⱳ Ȃ 

DoS ̔ ᶖ ҉ DoS ⱳ ( /לּ )Ȃ

ⱳ Ȃ 

Ҍ  ̔ ᶖ  ҉ ICMP-Ping ⱳ )לּ /לּ

)Ȃ ⱳ Ȃ 

ARP  ̔ ARP ⱳ )לּ /לּ )Ȃ ⱳ Ȃ 

̔ ⱳ )לּ /לּ )Ȃ ⱳ Ȃ 

╚ ̔ ╚ Ȃ 

5.1.5  

 

ỹ ⌠̔ ᵊ Ȃ 

E-mailỹ ̔ ( ᶖ ) 

E-mailᵝ ̆ E-mailỹ ₮ Ȃ 

E-Mail ⌠ Ҭ̔ 
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1. ᴆᵊ ԍ Ҭ̆   ά ᴆ ỹ ̆ SMTP ə

ᵝ έττ ᴆᵊ ץ ᴆȂ 

2. ᴆᵊ ԍ Ҭ̆  ᵖ ⌠ ỹ ᴆ ̆ ά

ᴆ έττ ᴆᵊ ̆ᵖ ⌠ ỹ ᴆ Ȃ 

3. ᴆᵊ ԍ Ҭ̆ Ӟ ỹ ₮ ̆  ά ᴆ

ҥ έττ ᴆᵊ ̆ҥғ Ȃ 

4. ᴆᵊ ԍ Ҭ  ̆ᵖ ỹ ₮ ̆  ά ᴆ

Ҍ ̆ ᶏ έττ ᴆᵊ ̆ᵖ ỹ ₮ ̆

Ȃ 

http://192.168.1.1/china/log_setting.htm
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5.2 ḱ  

5.2.1  

Gigabit ̆ ῀ ȂGigabit ₮ ṿ

άadminέȂ ῃ ̆ Ṕ ףּ ѿ ҥ ӊ ˻ ̆

̆ Ῥ ̆ Gigabit ╠ ҉ Reset ̆҉ץ ⌠

₮ ṿ̆ ṿ Ȃ 

 

ᶏ ̔ ₮ ∆ ṿ adminȂ 

̔ ̂₮ ∆ ṿ άŀŘƳƛƴέȂ̃ 

῀ ᶏ ̔ ῀ ̆ QnoȂ 

̔ Ȃ 

Ῥ ῀ ̔ Ῥ ץ Ȃ 

̔ ά έᾌ ▄ ḱ ῂ Ȃ 

̔ ά έ ▄ ḱ ῂ ̆ ᵬ ά έ ᾌ לּ

ᵬӊ╠ Ȃ 

 

ḱ ԅ ץ ̆ ⌠₮ ̆ ῀

ץ №∟ άŀŘƳƛƴέ ̆Ῥ ά έ ᾌ ▄ לּ ḱ ῂ ̕  ά έ 

▄ לּ ḱ ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ Ҋ ̔ 
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5.2.2  

Gigabit ץ  ̆ Gigabit ̆ ץ

Ԋᴆ ץ̆ ᵬ ᶭ ᴆȂ ץ Gigabit

ῂ ᵊ (NTP ə ) ̆ Ȃ 

ףּ ̔Gigabit  ῂ ᵊ ̆ לּ Ȃ 

 

̔ Ҋ ⱳ ץ Ȃ 

ᾣ ̔ ᾣ ̆ ץ ῀ ̆

לּ Ȃ 

ᵊ ̔ Ẓ ᶏ ᵊ ̆ ץ ῀ ᵊ ᵝ Ȃ 

̔ ᾌ ▄ לּ ḱ ῂ Ȃ 
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̔ ▄ לּ ḱ ῂ ̆ ᵬ ᾌ ᵬלּ

ӊ╠ Ȃ 

לּ ̔ ῀ ̔ ȁ№ ȁ ȁ ᴍȁ ᴍȂ 

 

ά έ ᾌ ▄ ḱ ῂ ̆ ά έ ▄ ḱ ῂ

̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 
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Έȁ  

̆ ᶖ ̆ Ȃ

ѿ֓ ISP ᶫ ѿ Ȃῒ ̆ Ҋץ ̔ 

6.1  
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6.1.1 Һ  

 

῀ ̂Һ ץ̃ ̆ ҬҌ Ạᴋᵥ ᶏ ̆

ISP ˻ 

6.1.2 LAN  

ҥ LAN ῂ ȂLAN MACᵝ Ạḱץ ̆

ở ̆ LAN MAC ̆LAN PC Ạ  Gateway ARP Ҍ Ῥ

Ȃ Ạḱ ̆ ҊέLt έ̆ ₮ Ạ Ȃ 

 

IP ̔ 

IP ץ (LAN) IPȁּל IP(DHCP) Ȃ 
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(LAN) ̔ 

LAN IP 192.168.1.1̆ 255.255.255.0̆ ᶭץ Ạ  Ȃלּ

Multiple-Subnet ̔ 

ά Ṏ έ̆ ҥ ῀ ⱴ IP ץ ̆ ⱴ Ȃ

ⱳ Ҍ ԍ ῒז IPⱴ῀⌠ Ҭ̆ Ҭ PC

IP Ҍ ԍ Ӟ ץ ҉ Ȃ ᶛᶖ ̆ ᶖῂ Ҍ IP

̆ᶛ  192.168.3.0̆  192.168.20.0̆  192.168.150.0 ̆ ֓ ⱴ῀⌠ Ҭ̆╚ ֓ ῂ

Ҍ Ạᴋᵥḱ ҉ץ ̆ ᶭץ ᵬȂ 
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לּ IP̔  

Class C  DHCPə ̆ ṿ ̆לּ ץ ᶫ ῂ לּ IP ⱳ ̆̂

NTᵊ Ҭ DHCP ̆̃ףּ PCҌ ῒ IPᵝ ̆ ̆

לּ IPᵝ ̆ ḂȂ 

IPᵝ ̔ Ṏ 192.168.1.100ȁ192.168.2.100ȁ192.168.3.100ȁ

192.168.4.100 IPᵝ Ȃ ᶭץ ᶖ Ȃ 

IP ̔ Ṏ 192.168.1.149ȁ192.168.2.149ȁ192.168.3.149ȁ

192.168.4.149IPβ IP̆ Ӟ ₮ ṿ Ṏ ᶫ 50

לּ IPᵝ ̆ Ṏ ῍ 200 לּ IPᵝ Ȃ ץ

ᶭ ᶖ Ȃ 

 

6.1.3 WAN Ԋ  

̔ 

 

̔ WAN ᵝ Ȃ 

̔ ╠ ȂGigabit ᶫΈ ̔ לּ

IP ̕ IP ̕PPPoE ̕PPTP ̕ ץ NAT Ȃ 

̔ ά έ ץ ῀ Ȃ Ҋץ ̆

ҥ ISP ᶖẠ Ȃ 

לּ IP ̔ 

̆ DHCP לּ IP ̆
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DHCP ̆ ῒזҌ ̆ ҥ Ҋץ ׃ Ạ

Ȃ 

לּ IP ̆ ᶏץ DNS IPᵝ ̆ ҥ ῀ ᶏ DNS ə IPᵝ Ȃ  

 

ᶏ Ҋץ DNSᵊ IP ̔ ᶏ DNSə IP Ȃ 

DNSᵊ ̔ 

 

῍֣ : 

῀ ISP ᶫ ᵊ IPᵝ ̆ ῀ѿ ̆

ԋ Ȃ 

έ έ ⌠ᶖ ῒז Ȃ 

̔ ⱳ Ҭ └Ȃ ֓ ̆

ףּ └̆ᶛ 12̔ 00⌠ 6̔ 00ӊ ΈṎ ̆

ᾣ ףּ Ҭ Ȃ ở └̆ ᵬ

̆ Ӟ Ҭ ̆ ̆

ở └ ῒז ₮ Ȃ ̆ ԅ ᾧ

℗ ̆ ץ └ ╠ѿ ̆ᾢ

ῒז ₮ ̆ ץ

Ȃ 

̔ ῀ Ҭ ףּ ╚ Ȃ 
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̔ ῀ Ҭ ╠ӊףּ

ῒז ₮ Ȃ 

ở ᵝ ̔ ̆ ѿṎ Ạở Ȃ

ѿṎ ISP Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

IPᵝ ̔ 

ISP IP ̆ ̆ ISP IP №∟ ׃Ҋץ

῀ ҬȂ 

 

 IP ᵝ ̔ ῀ ISP ᶏ IPᵝ ῒҬѿṎȂ 

̔ ῀ ISP ᶏ IPᵝ ̆ ̔ 

8Ṏ IP ̔255.255.255.248 

16Ṏ IP ̔255.255.255.240 

̔ ῀ ISP ᶏ IPᵝ ̆ ᶏ ADSL ̆

ѿ ᶖ ADSL ̂ATU-R̃ IPᵝ Ȃ 
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DNSᵊ ̔ 

῍֣  ̔

῀ ISP ᵊ IP ̆ ῀ѿ ̆ ԋ Ȃ 

έ έ ⌠ᶖ ῒז Ȃ 

̔ ⱳ Ҭ └Ȃ ֓ ̆ ףּ

└̆ᶛ 12̔ 00⌠ 6̔00ӊ ΈṎ ̆ᾣ

ףּ Ҭ Ȃ ở └̆ ᵬ ̆

Ӟ Ҭ ̆ ̆ ở └ ῒז

₮ Ȃ ̆ ԅ ᾧ ℗ ̆ ץ

└ ╠ѿ ̆ᾢ ῒז ₮

̆ ץ Ȃ 

̔ ῀ Ҭ ףּ ╚ Ȃ 

̔ ῀ Ҭ ╠ӊףּ ῒז

₮ Ȃ 

ở ᵝ  ̔ ̆ ѿṎ Ạở Ȃ

ѿṎ ISP Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

 

PPPoE ̔ 

ADSL ᶏ ( ADSL PPPoE)̆ ῀ ISP ԇ ᶏ ҥץ ῂ

PPP Over Ethernet ̆ PCӊ╠ ISP ԇ PPPoE ̆ ῒ ̆

Ҍ Ῥᶏ Ṏ∟ Ȃ  
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ᶏ ̔ ῀ ISP ᶏ Ȃ 

̔ ῀ ISP ᶏ Ȃ 

̔ ⱳ PPPoE ᶏ לּ ⱳ ̆ ᶏ

҉ ̆Gigabit לּ  ISP לּ ̆ ѿ

ᶏ ̆╚ לּ Ȃ ץ ῀ ỹ

לּ ̆ 5№ Ȃ 

Ḡ ̔ 

 

῍֣ ̔ 

ⱳ PPPoE לּ ̆ ץ

̆ ṿ 30 Ȃ 

έ έ ⌠ᶖ ῒז Ȃ 

̔ ⱳ Ҭ └Ȃ ֓ ̆

ףּ └̆ᶛ 12̔ 00⌠ 6̔00ӊ ΈṎ ̆ᾣ

ףּ Ҭ Ȃ ở └̆ ᵬ

̆ Ӟ Ҭ ̆ ̆

ở └ ῒז ₮ Ȃ ̆ ԅ ᾧ

℗ ̆ ץ └ ╠ѿ ̆ᾢ

ῒז ₮ ̆ ץ Ȃ 

̔ ῀ Ҭ ףּ ╚ Ȃ 
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̔ ῀ Ҭ ╠ӊףּ

ῒז ₮ Ȃ 

ở ᵝ ̔ ̆ ѿṎ Ạở Ȃ

ѿṎ ISP Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

 

PPTP ̔ 

PPTP (Point to Point Tunneling Protocol) └ᶏ ̆ ῀ ISP ԇ ᶏ ҥץ

ῂ PPTP Ȃ 

 

 IP ᵝ ̔ ῀ ISP ᶏ IPᵝ ῒҬѿṎȂ 

̔ ῀ ISP ᶏ IPᵝ Ȃ 
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̔ ῀ ISP ᶏ IPᵝ ̆ ᶏ ADSL

̆ѿ ᶖ ATU-R IPᵝ Ȃ 

ᶏ ̔ ῀ ISP ᶏ Ȃ 

̔ ῀ ISP ᶏ Ȃ 

̔ ⱳ PPTP ᶏ לּ ⱳ ̆ ᶏ

҉ ̆Gigabit לּ  ISP לּ ̆ ѿ

ᶏ ̆╚ לּ Ȃ ỹ לּ

5№ ̆ ץ ῀ לּ Ȃ 

Ḡ ̔ 

 

῍֣ ̔ 

ⱳ PPTP לּ ̆ ғ ץ

̆ ṿ 30 Ȃ 

έ έ ⌠ᶖ ῒז Ȃ 

̔ ⱳ Ҭ └Ȃ ֓ ̆

ףּ └̆ᶛ 12̔ 00⌠ 6̔00ӊ ΈṎ ̆ᾣ

ףּ Ҭ Ȃ ở └̆ ᵬ

̆ Ӟ Ҭ ̆ ̆

ở └ ῒז ₮ Ȃ ̆ ԅ ᾧ

℗ ̆ ץ └ ╠ѿ ̆ᾢ

ῒז ₮ ̆ ץ Ȃ 

̔ ῀ Ҭ ףּ ╚ Ȃ 

̔ ῀ Ҭ ╠ӊףּ

ῒז ₮ Ȃ 

ở ᵝ ̔ ̆ ѿṎ Ạở Ȃ

ѿṎ ISP Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

 

̔ 

ῂ IP Ὲ IP Ҍ ῂ  IP(ɒ 192.168.1.X)̆ ⱳ ץ Ҍ

לּ ̆ ⌠ ҬȂ ̆ Ḡץ ῂ

IP Ὲ IPׅ ץ ҉ Ȃ 
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ῄṎ ̆ ̆ ⌠Ạץ Ȃ 

 

IPᵝ ̔ ῀ ISP ᶏ IPᵝ ῒҬѿṎȂ 

̔ ῀ ISP ᶏ IPᵝ ̆ ̔

255.255.255.240 

̔ ῀ ISP ᶏ IPᵝ ̆ ᶏ ADSL

̆ѿ ᶖ ATU-R IPᵝ Ȃ 

DNSᵊ ̔ ῀ ISP ᵊ IP ̆ ῀ѿ ̆

ԋ Ȃ 

ῂ IPᵝ ̔ 

 

῍֣ ̔ 

῀ ISP ᶏ IP Ȃ ISP№ ῄṎҌ

IPᵝ ̆ ∟№ץ ῀άῂ IPᵝ м Ϥ рέȂ 

έ έ ⌠ᶖ ῒז Ȃ 
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̔ ⱳ Ҭ └Ȃ ֓ ̆

ףּ └̆ᶛ 12̔ 00⌠ 6̔00ӊ Έ

Ṏ ̆ᾣ ףּ Ҭ Ȃ ở └̆ ᵬ

̆ Ӟ Ҭ

̆ ̆ ở └ ῒז ₮ Ȃ ̆ ԅ

ᾧ ℗ ̆ ץ └

╠ѿ ̆ᾢ ῒז ₮

̆ ץ Ȃ 

̔ ῀ Ҭ ףּ ╚ Ȃ 

̔ ῀ Ҭ ╠ӊףּ

ῒז ₮ Ȃ 

ở ᵝ ̔ ̆ ѿṎ Ạở

Ȃ ѿṎ ISP Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

NAT ̔ 

ᶏ Ὲ IP ғ ᶏ ᶖ ̆ ⱳ ץ ῂ

IP ᶏ Ὲ IPᶖ ҉ ῒ̆ IP ѿ ץ NAT ᶖ ҉ Ȃ 

Ṏ ̆ NAT ̆ ⌠Ạץ Ȃ 
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IP ̔ ῀ ISP ᶫ IPᵝ Ȃ 

̔ ῀ ISP ᶫ IPᵝ ̆ ̔

255.255.255.240 

̔ ῀ ISP ᶫ IPᵝ Ȃ 

DNSᵊ ̔ ῀ ISP ᵊ IP ̆ ῀ѿ ̆

ԋ Ȃ 
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̔ ῀ ISP ᶏ IP ῒҬѿṎ IP ᵬ

Ȃ 

IP ̔ 

 

῀ ISP ᶏ IP Ȃ ISP№ ῄṎҌ

IPᵝ ̆ ∟№ץ ῀ά IPᵝ мέץ ά

IPᵝ нέȂ 

ISP№ ṎҌ IPᵝ ̆ ץ ῀ῒז

έ έץ έ IPᵝ έȂ 

῍֣ ̔ έ έ ⌠ᶖ ῒז Ȃ 

 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

3G / 3.5G 

έ έ 3G/4G ̔ 

ń 3Gⱳ ̆ ᾢ USB ῒҬѿṎ ץ 3Gⱳ Ȃ 
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1.  PIN CODE ᵝ̔ 

 

SIM לּ PIN CODEḠ ̆ ⌠ ῀ ᵝȂ 

PIN CodeҌ ̆ Ả PIN CODĔ User ῀ CODEȂ 

 

ń ̔ 

ńISP Ḥ PIN CODEḠ Ȃ ῀ ̆ SIM

ISP Ḥ ̆ ₮ [PUK] PIN Unlocked KeyȂ 

ń Ҍ Ȃ ҉ ̆ ISP Ḥ Ȃ 

2. USB ̔ 

* ᶛ 3G/4G USB PIN CODEḠ └̆ USB ẻ ⌠ ӊ ̆ ץ

ᵬȂלּ Ҋ ̆3G/4G USB ⱳ ̆ ̔ לּ ҉̆ ᵬ Ȃ 

 

 

ń ᵝ ᶭ USB Ҍ ̆ ₮ Ҍ ̔ 

1̔ לּ ҉̆ 3G Device. 

2̔ לּ ҉̆ᵖ SIM ̆ ῀ SIM Ȃ 

3̔ לּ ҉̆ᵖ ᶏ ῀ PIN Ȃ 

4̔ לּ ҉̆ᵖ ῀Ҍ ̆SIM ̆ PUK Ȃ 

5̔ לּ ҉̆ ᵬ Ȃ 

 

3. DNSə ̔ ᶏ DNSə IPᵝ Ȃ 

 

 

4. ῒ ᵝ̔ץҊ ᵝ ᾢ ISP Ḥ ᶫ Ȃ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 39 

 

APN̔  Access Point Network̆ѿ έ LƴǘŜǊƴŜǘ έ Ạץ ף Ȃ 

̔ ṿ WCDMA *99#Ȃ 

ᶏ  / ̔ ISP Ḥ ῀Ȃ 

 

ń Ҍ ҉ץ῀ ᵝȂ ISP Ḥ ῀ ֓ ̆ ῀/

ḱ ᵝҬ Ȃ ῀ Ҍ ̆ ISP Ḥ Ȃ 

Ԋ (DMZ)̔  

֓ ᶖ ̆ ⌠ DMZ Ԋ └ ᶖ ᵊףּ ̆

WWW ᵊ Mail ᴆᵊ ȂGigabit  ᶫ DMZ ᶖ IPᵝ

ᵊ Ȃ DMZ ᵊ ῂ Ȃ 

Gigabit WAN4\LAN2 DMZ ԑ ℗ Ȃ ᶭץ ᶖ ᶏ WAN4\LAN2

DMZ Ȃ 

 

IP ̔ ԇ DMZ IP Ȃ 

̔ ά έ ץ ῀ DMZ Ȃ Ҋץ Ȃ 

DMZ № SubnetȁRangeȁץ  NAT IP  ҈ ̔ 

Subnet̔  

DMZ WAN Ҍ Subnet ҬȂ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 40 

ISP № 16Ṏ IP ̔220.243.230.1-16/ ̔255.255.255.240 ̆ 16

Ṏ IP Ῥ℗ῄ 220.243.230.1-8 / ̔255.255.255.248 ѿ 220.243.230.9-16/ ̔

255.255.255.248̆ ѿ ̆Ῥ ѿ DMZҬȂ 

 

 

DMZ IP ̔ ῀ DMZ IPף Ȃ 

̔ ῀ DMZ IP Ȃ 

 

̔ 

DMZ WAN IP SubnetȂ 

 

̔ DMZ ѿṎWAN IPᵝ Ȃ 

IP ̔ ῀ DMZ IP Ȃ 

 

DMZ NAT IP ̔ 

DMZ NAT IP SubnetȂ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 41 

 

̔ ῀ έ NAT έ Ȃ 

IP ̔ ῀ ISP ᶏ IP Ҭ ᶖᵬ DMZ ףּ

IP Ȃ 

ISP№ ṎҌ IPᵝ ̆ ץ ῀ῒז

έ έץ έ IPᵝ έȂ 

ά έ ᾌ ▄ לּ ḱ ῂ ̆ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 
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6.1.4 WAN IP Alias 

ѿṎ׃ ѿṎ IP̆ ᵖ IP ISP ᶫ Ὲ  IP̆ Aliasⱳ ץ ѿṎ

׃ ῍ Ṏ IP(Ӟ Alias IP)Ȃ ᶫ ᶏ Alias IPᶖ ῂ ᵊ VPN ̆ Ҍ

׃ IP̆ ץ ῃ Ȃ 

έ IP έȁέ έȁ έ NAT έ ̆ Ẻ ⌠ WAN IP Alias

ⱳ Ȃᶛ ISP ⌠ Public IP 10.10.10.5~9̆ ῒҬ 10.10.10.5 IP̆ ῒ IP Alias̆

╚ Ҭ̆ 10.10.10.5 ῀ IPᵝ ᵝ̆ IP Alias̔  

ץ)  IPᵝ ᶛ) 

ѿ̔ IP Alias 

Ҋץ₮ ̆ Ҭ ῀ Ạ IP Alias IP ̆ ̆

ⱴ⌠Ҋ Ҭ̆ Alias IP ╚ ⱴ ̆ ᾌץ ╚Ȃ 

Ҩ҉ץ ᶛ ̆╚ ῀ 10.10.10.6 to 9̆ 4 

 

ԋ̔ Alias IP  

ѿ ԅ Alias IP ̆ Ҋᶖ Ҋ↓ⱳ ѿ ♅ Alias IP ̆

ⱳ Ạ ̔ ᵊ ȁVPN Ȃ 
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6.2 WAN  

WAN ̆ ֲ ץ ῀ ץ

̆ᶏ ⌠ ᾄ ȁ ⌠ Ȃ 
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6.2.1  

 

̔ 

̆ ץ IP ̆ҥᶭ ᶖ לּ

№ ̆ ⌠ Ȃ ᶭ ῀ ( Ҋѿ )̆ ᶛ

ῄ ҉ 512Kbit/sec ̆ῒ לּ ᶛ 1:1̆ ѿ ҉ 1024kbit/sec ѿ

512kbit/sec ̆╚ לּ ᶛ 2:1̆ ץ ԅ Ḡ ⌠ ̆ ῀ ҉

Ҋ ( Ҋѿ )Ȃ 

̔ ̆ ץ ̆ҥᶭ ᶖ №לּ
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̆ ⌠ Ȃ 

IP ̔ IP ̆ ץ IP ̆ҥᶭ ᶖ №לּ

̆ ⌠ Ȃ 

˻ 

Ҍ IP ̆ ά έ ץ ̆

ῂ IP̆ ᶏ ףּ ᵬ ̆ IP ᶖ Ȃ 

IP 192.168.1.100 Ṝ 1̆ ῂ IP ףּ 80

2̆ ῂ IP IP 211.1.1.1 1 ̆ ץ

ά έⱳ ᶖ ⌠ Ȃ ̆ ᶏ ά έⱳ

̆ ԅ ╚₮ ̆ῒז IP ףּ

└Ạ Ȃ 

ᵥ ά έⱳ ץ̆ ά έ ᶛ̆  

̂6.2.3 Ȃ̃ 

̔ 

Ṏ ῂ IPȁ ףּ ȁ IP Ạ

Ȃғѿ ̆ Ӟ ֓ ῂ IPȁ ףּ ȁ IPᶏ Ȃ

ῒזҌ ֓ ῂ IPȁ ףּ ȁ IP ῒז ₮ Ȃ

̆ ץ Ṕז ץ ᵬ ̆ ץ IP ᵬ

Ȃ 

̔ № ҥ ̆ᶛ 3 4ҥ IPȁ

ףּ ȁ IPᶖᶏ ̆ ֓ ( 3 4)ׅ ᶭ └ᶖ№ Ȃ

└ Ҋ̔ 

̔ ̆ ץ ̆ҥᶭ ᶖ №לּ

̆ ⌠ Ȃ 

IP ̔ IP ̆ ץ IP ̆ҥᶭ ᶖ №לּ

̆ ⌠ Ȃ 

˻ 
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ά έⱳ ᵬ Ȃᶛ ῂ ףּ 80

1 ̆ ῂ IP 211.1.1.1 1 ̆ ά έ

ⱳ ҬẠ Ȃ ̆ ᶏ (Specify WAN Binding) ҉ץ̆ ᶛ ᶖ ̆ ԅ

╚₮ ץ1 ̆ῒז IP ףּ ╚

└ᶏ ῒז ₮ Ȃ 

ᵥ ά έⱳ ץ̆ ά έ ᶛ̆ ̂6.2.3

Ȃ̃ 

̔ 

̆ ᶭ ῂ ( Ḥ № ̆ Ҭ ) №לּ Ȃ

῀ ( )̆ לּ

₮ ̆ Ḥ Ӟ Ḥ ₮ ̆ ⌠ά Ḥ Ḥ̆ έ

№ Ȃ 

̔ 

Ҍ ѿ ̆╚ Ạ Ḃץ̆ ῄṎ҉ץ ѿ Ạ

№ Ȃ ά έ Ҋץ₮ Ȃ 
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̔ ̆ ά έ ̆ ᶖ Ȃ 

̔ Ȃ 

ⱴ⌠ ↓ ̔ ⱴ⌠ ↓ Ȃ 

≡ ≡ ̔ףּ ῂ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

₮̔ ⱳ Ȃ 

̆ ץ Ҭ Ȃ 

῀ IP ̔ 

̆ Ӟ ץ № Ȃ ά έҬ (ᶛ 1)̆

ά έ ̆ ₮ ῀ Ȃ ѿṎ ̆

IPᵝ Ȃ ῀ ӊ ̆ ά ῀έ̆ ҥ Ҋ ά έ̆

IP (ᶛ 1) ₮ Ȃ 
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ץ ᶖ ̆ᶛ ᶏ Windows ῂ  ά Ԋ έᶖ Ȃ

IPᵝ Ҋ ῀̆ ᶛ IPᵝ 140.115.1.1⌠ 140.115.1.255̆╚ ά

Ԋ έҬ ῀ 140.115.1.1͘ 140.115.1.255ȂҊѿṎ IPᵝ ╚ ῀Ȃ ˻ ѿṎ

IPᵝ ̆Ӟ ץ ᶖ Ȃᶛ IPᵝ 210.66.161.54̆ ╚ 210.66.161.54͘

210.66.161.54 Ȃᾌ (◐ .txt) ῀ Ȃ 

 

 

˻ 

ץ ̆ᵖ ѿṎ IP ץ Ҭ̆╚ ץ ᾄᾢ

ȂӞ IP ( )₮ Ȃ 
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ѿ № Ṏῂ IP ̆ᵖ ֓ ᶛ ⱴ  

(HttpsȁTCP443) ѿṎWAN IP ᵬ̆ ץ ѿṎῂ IP ̆

ᵬּלᵬ └№ ⌠Ҍ WAN IP ̆ ᵬ Ҭ Ҍ

̆ ⱳ ᶖ Ṏ Ȃ 

 

ץ ѿṎῂ IP̆ ץ Ṏ ףּ ̆ ѿṎWAN IP ̆ῒ

ז ףּ ׅ ᶖ └ № ̆ ԅ ᶖ ᶖ ӊ

̆Ӟ ѿ֓ ףּ ᵬȂ 

 

 

 

῀ ̔ 
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῀ לּ ̔ ⌠ IPᵝ ᵝ ѿṎ Class B ̆

ѿṎWAN IP Ȃ 

 

ᶛᶖ ̆ ῍ῄṎ WAN1 200.10.10.1 WAN2 200.10.10.2̆ῂ ῄṎ IP 192.168.1.100 192.168.1.101̆

192.168.1.100 61.222.81.100 ̆ № WAN1 200.10.10.1ץ⌠ ̆ 192.168.1.100

Ҋѿ 61.222.81.101 ( ѿṎ Class B ) ̆Ӟѿ WAN1 200.10.10.1ץ

̆ᵖ ⌠∟ IP (Ҍ 61.222.81.100 ѿṎ Class B ) ╚ᶭ ץ ᶖ

└ №  

 

ѿṎῂ IP 192.168.1.101̆ 61.222.81.101 ̆ № WAN2 200.10.10.2ץ⌠ ̆

192.168.1.101 Ҋѿ 61.222.81.100 ( ѿṎ Class B ) ̆Ӟѿ ץ WAN2 

200.10.10.2 ̆ᵖ ⌠∟ IP (Ҍ 61.222.81.100 ѿṎ Class B ) ╚ᶭ ץ

ᶖ └ №  
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ń ˻ 

ҥҌ ȉ ῂ IPȊ⌠ ѿȉ Class B Ȋ ץ ṎWAN IP ̆ ȉ ѿṎῂ IPȊ

ѿ № ץ⌠ ѿṎWAN IP ̆ӊ ⌠ Class B ̆ῬȉṎ∟Ȋ ѿṎ

WAN IP Ȃ 

 

ףּ

̔ 

ѿῂ IP̆ ץ Ṏ ףּ Ṏ IP 

( IP ) ̆ ץ ѿṎWAN IP Ȃ 

 

ץ ףּ IP ῂ  ( IP

0.0.0.0⌠ 0 ⌠ȉᴋᵥѿṎ IP Ȋ 

 

ń ˻ 

ȉ ףּ Ȋ ȉ ῀ לּ Ȋῄ

ᶏ ῒҬѿ ˻ 

₮ץ ╚ ᶛ̔  ( Ҋ ) 
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ῂ ᴋᵥ ѿ IP̆ ץ TCP 443 Port ᴋᵥ  (0.0.0.0⌠ 0 ᴋᵥ ) ̆ ץ

ѿṎWAN IP ̆ Ṏῂ IP ѿṎWAN IP̆ ╚ ץ ѿ

└ № ⌠ WAN IP ̆ ᶛᶖ ῄṎῂ IP 192.168.100.1 192.168.100.2̆ Ṏ∟ ѿ TCP 

443 Port ̆192.168.100.1 № WAN 1 IPץ⌠ ̆192.168,100.2 № WAN2 IPץ⌠

̆╚ ӊ 192.168.100.1 ᴋᵥ TCP 443 Port ̆ WAN 1 IPץ ̕192.168.100.2 ᴋ

ᵥ TCP 443 Port ̆ WAN 2 IPץ Ȃ 

 

╚ ₮ ṿ ̆ᵖ ץ /≡ ╚ ̆ ῒז ץ╚

Ȃ 
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6.2.2 ẻ └ 

̆╚ ₮ ̆ Ȃ ᶏ ῄ Ạ

ѿ NSD ץ̆ ᾧ ∞ ∞ Ȃ 

 

̔ ẻ Ȃ 

̔ ẻ └Ȃ 

ẻ ̔ ẻ ̆ ṿ ԓ Ȃ ẻ

̆ ̆╚∞ Ҭ ˻ 

ẻ ̔ ẻ ( )̆ ṿ 30 Ȃ ӊ

Ȃ 
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̔ ̆ ῄ ̔ 

̂1̃ ᾌ ⌠ ̔ ẻ ⌠ ISP ̆

Ҭ Ҋᶖ̆ᵖḠ Ҍ ̆ ץ

֓ ᶖᶏ ҉ ᶏ Ȃ 

̆ Ṏ

ᵝ ѿ Ṝ̆ ץ Ȃᶛ

10.0.0.1⌠ 10.254.254.254 ѿ 1 ̆ ғ 2

⌠ ̆ ᶏץ Ȃ 1 2Ӟ

⌠ 10.0.0.1⌠ 10.254.254.254̆ Ҍ 1

Ȃ 

̂2̃≡ ̔ ẻ ⌠ ISP ̆ Ҍ Ҭ

Ҋᶖ̆ ᶏ WAN ỹ לּ ⌠ ѿ

. ⌠ ̆╚ ỹ לּ

ᶖȂ 

̆ Ṏ

ᵝ ץ ѿ Ṝ̆ Ȃ ץ ᴋᵥѿ

Ṝ̆ ѿ Ạởץ ̆ ⌠ Ȃ 

Ҍ ẻ

̔ 

Ҋ   /  ҉ỹ №ӊ̂ ̃ ̆ ׅ

ᵬ̆Ҍ Ῥѿ ₮ NSDẻ Ȃ 

ẻ Ҋץ ᵊ ̔ 

̔ ᵝ ̆ ADSL IPᵝ ̆ לּ ῀̆

ץ Ȃ 

˻ 

№ ADSL Ҍ ẻ ̆ ᶏ ᾣ ̆

ISP Ὲ IP̆ ғ Ҍ ISP

̆ Ҍ  Ȃלּ
 

ISP ə ̔ ISP ẻ ᵝ ̆ ISP DNSə IP Ȃ IPᵝ

IPᵝ ғץ ⌠  ( ῀ ISP DNS IP)Ȃ 

ᵊ ̔ ẻ ᵝ ̆ Remote Host IPβ Ӟ ғץ

⌠ ( ῀ ISP DNS IP)Ȃ 

ᶏ DNSᵊ  

Ạ ̔ 

ףּ DNS ẻ ᵝ ( ᵝ ῀ άǿǿǿΦƘƛƴŜǘΦƴŜǘέ̆

IP )Ȃ ̆ῄ WAN ᵝҌ ץ ῀ Ȃ 
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̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

 

˻ 

ά έ Ҋ̆ ѿṎ Ḡ ⌠ῒז (WAN2͘ WAN4)

IP ףּ ( ףּ ) (WAN1) ₮Ȃ Ҋ ῒҬѿ

ѿṎ Ȃ ῒז (WAN2͘ WAN4) ̆ ẻ └Ҋ

̆ ⌠ ѿṎ (WAN1)Ȃ ̆ ѿṎ (WAN1) ̆╚ ᶭ

⌠ῒז ̆ᶛ ⌠WAN2̆ WAN2Ӟ ╚ ⌠WAN3 Ȃ 

6.2.3 WAN  

 

Gigabit ץ Ṏ ̆ Ṏ ץ ץ

└̆ №∟ Ṏ Ạ ̆ҥ ẻ └Ȃ 

ά έҬ̆ ά έ ῀ Ȃ 

 

 

ᶏ IP ףּ ( ףּ ) WAN₮ Ȃῒז Ạ IP ᵊ

Ȃ 

 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 56 

˻ 

ά έ Ҋ̆ ѿṎ (WAN1) Ҍ ̆Ḡ ⌠ῒז

(WAN2͘ WAN4) IP ףּ ( ףּ ) (WAN1) ₮ȂӞ ѿṎ

(WAN1)Ҍ ץ̆╚ ᾧ ῂ IPȁ ףּ ȁ

IP̆ ῒז IP ףּ ᶏץ Ȃ 
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ףּ ףּ ̔ ̆ Ҋ Ҭ ץ ↓ ( All 

-TCP&UDP 0͘65535̆  WWW 80͘ 80̆  FTP 21͘ 21 )̆ ףּ

All 0͘ 65535Ȃ 

ά ףּ ≡ έ ץ ῀ ףּ ̆ ≡

Ҭ ףּ Ȃ 

ᶖ IP ץ ̔ ῂ IPᵝ ₮ Ȃ ҉

ῂ IPᵝ ̆ᶛ 192.168.1.100 ⌠ 150.╚ IP 100⌠ 150

Ȃ ᶏ ףּ Ҍ IPᵝ  ̆╚

IP ᵝ ῀ 0Ȃ Ӟ ץ IP ᶖ ᶖ IPȂ IP

̆ ̂άтΦс Ltέ Ȃ̃ 

IPᵝ ̔ ҉ IPᵝ ̆ᶛ ѿ ᵝ 210.11.1.1̆ ᵝ

ᶏ 1⌠ ᵝ ̆╚ ҉ IPᵝ

210.11.1.1 ⌠ 210.11.1.1Ȃ ᶏ ѿṎ ᵝ ̆╚ ῀

ץ 210.11.1.1 ⌠ 210.11.255.254̆ ╚ 210.11.x.x Class C

└ ѿ ̆ Ҍ IP

ᵝ ̆╚ IP ᵝ ῀ 0.0.0.0Ȃ 

ᵝ ̔ ╚ ѿṎWAN Ȃ 

 Ȃ╚ ̔לּ

ⱴ⌠ ↓ ̔ ⱴ ╚⌠↓ Ȃ 

≡ ≡ ̔ףּ ↓ףּ ╚Ȃ 

҉  & Ҋ ̔ ╚ ᾄᾢ ↓ ҉ Ҋ ̆Ӟ

╚ ̆ ץ ץ ╚ᾢ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

 

˻ 

╚ Ӟ ᾄᾢ ̆ ҉⌠Ҋ̆ ↓ ҉ ҉ ᾢ

̆ ᶭ ҊȂ 
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ᾄᾢ ̔ 

҉ άᾄᾢ έ ̆ ₮ Ҋץ Ȃ ץ άᾄᾢץ έᶖ ↓ ̆ άץ

ᵝ έᶖ ↓ Ȃ ά έ ץ ̆ ά έ Ṏ Ȃ 

 

≡ ףּ  

ףּ ↓Ҭ̆ ץ ά ףּ ≡ έ ̆ ≡ ףּ

↓ ̆ Ҋץ ̔ 

 

ףּ ףּ ̔ ⱴ῀↓ Ҭ̆ BT Ȃ 

ףּ ̔ TCP UDPȂ 

ףּ ᵝ ̔ ῀ ⱴ ףּ Ȃ 

ⱴ⌠ ↓ ̔ ⱴ⌠ ףּ ῂ ↓ ̆ 100 Ȃ 

≡ ףּ ↓ ̔ ≡ ףּ ῂ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 
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̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

̔ ⱳ Ȃ 

ᶏ ά έ ῒ ̔ 

ά έ ץ ̆ ῂ IP̆ ᶏ

ףּ ᵬ ̆ IP ᶖ Ȃ 

ᶛѿ̔ ῂ IP 192.168.1.100 2̆ ? 

Ҋץ ᶛ ̆ ףּ ά έ̆ ᶖ IPᵝ ῀ 192.168.1.100⌠ 100̆ IPᵝ Ḡ

ṿ 0.0.0.0 ( ᵝ )Ȃ ᵝ ╚ 2̆ Ȃלּ ά έ ╚ⱴ

῀Ȃ 

 

ᶛԋ: ῂ IP192.168.1.150⌠ 200 80 2 ̆

? 
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Ҋץ ᶛ ̆ ףּ άI¢¢tώ¢/tκулϤулϐέ̆ ᶖ IPᵝ ῀ 192.168.1.150⌠ 200̆ IPᵝ

Ḡ ṿ 0.0.0.0 ( ᵝ )Ȃ ᵝ ╚ 2̆ Ȃלּ ά έ

╚ⱴ῀Ȃ 

 

ᶛ҈̔ ῂ IP 80 2̆ᵖῒ ףּ 1 ̆

? 

Ҋץ ᶛ ̆ ῄ ╚̔ 

ѿ ╚ ףּ άI¢¢tώ¢/tκулϤулϐέ̆ ᶖ IPᵝ ῀ 192.168.1.0⌠ 0( ῂ ᵝ )̆

IPᵝ Ḡ ṿ 0.0.0.0 ( ᵝ )Ȃ ᵝ ╚ 2̆ Ȃלּ ά

έ ╚ⱴ῀Ȃ 80 2̆ᵖ Ҍ 80

לּ ̆ 2̆ Ῥ ԋ ╚Ȃ 

ԋ ╚̆ ףּ ά [TCP&UDP/мϤсррорϐέ̆ ᶖ IPᵝ ῀ 192.168.1.2⌠ 254̆ IPᵝ

Ḡ ṿ 0.0.0.0 ( ᵝ )Ȃ ᵝ ╚ 1̆ Ȃלּ ά έ

╚ⱴ῀Ȃ Ҍ 80 1Ȃ 
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ᶏ ά έ ῒ ̔ 

IP -ᶭᶏ (IP Group) ῂ IPȁ ףּ IP

Ạ Ȃғѿ ̆ Ӟ ֓ ῂ IPȁ ףּ ȁ

IPᶏ ȂῒזҌ ֓ ῂ ῂ IPȁ ףּ IP ѿ

₮ Ȃ ά έⱳ ᵬ Ȃ 

ᶛѿ̔ ῂ IP 80 2̆ᵖῒ ףּ 1 ̆

? 

Ҋץ ᶛ ╚̆ ףּ άI¢¢tώ¢/tκулϤулϐέ̆ ᶖ IPᵝ ῀ 192.168.1.0⌠ 0(

ῂ ᵝ )̆ IPᵝ Ḡ ṿ 0.0.0.0 ( ᵝ )Ȃ ᵝ ╚ 2̆

Ȃלּ ά έ ╚ⱴ῀Ȃ 2 80 ̆ῒ 1Ȃ 
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ᶛԋ̔ ῂ IP IP 211.1.1.1⌠ 211.254.254.254 60.1.1.1⌠ 60.254.254.254 A

2 ̆ᵖ ῒ Ҍ Ṏ IP 1 ̆

ᵥ ? 

Ҋץ ᶛ ῄ ╚̔ 

ѿ ╚Ҭ ףּ ά ώ¢/tϧ¦5tκмϤсррорϐέ̆ ᶖ IPᵝ ῀ 192.168.1.0⌠ 0( ῂ

ᵝ )̆ IPᵝ ῀ 211.1.1.1⌠ 211.254.254.254Ȃ ᵝ ╚ 2̆ Ȃלּ ά

έ ╚ⱴ῀Ȃ 

ԋ ╚Ҭ ףּ ά ώ¢/tϧ¦5tκмϤсррорϐέ̆ ᶖ IPᵝ ῀ 192.168.1.0⌠ 0( ῂ

ᵝ )̆ IPᵝ ῀ 60.1.1.1⌠ 60.254.254.254Ȃ ᵝ ╚ 2̆ Ȃלּ ά έ

╚ⱴ῀Ȃ ̆ ԅ҉ ῄ ╚ IP̆ ῒ 1Ȃ 
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6.3 3G/4G USB ⱳ  
Qno ᶫ ◖ ȍ USB Ȏ ̆ᶖ ⌠ ̆ҥ 3G/4G USB

Ȃ ᶭ ᶏ ȁ ᶏ └̆ Ҋץ ̔ 

1ȁ ᵬ  

2ȁở  

3ȁ לּ  

4ȁ  
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ȍ USB Ȏ ӊ╠̆ Ṕᾢԅ UI҉ ῒז ᵝȂ 

 USB  

 

USB ⱳ Ȃ 

Ҍ ᴋᵥ ̆ ⌠ ̆

USB 3G/4G USBפ

IP̆ ҥ ҬȂ

ӊ USB Ῥ℗

Ȃ 

 
ᵝץ

̆ ҬȂ 

 

 

Ԋ ̔ 

1ȁ 3Gⱳ ̆ ᾢ ῒҬѿṎ ץ 3Gⱳ Ȃ 

2ȁ ᴋᵥ Ҋ̆ ῀ Power Saving Statĕ╚ Auto Self Test ⌠ ̆╚ ℗לּ  

Active State ҥ  IP̆ ⱳ̆ System Loğ Ῥ ℗  Power 

Saving StateȂ 

3ȁ ℗ ̆ᶭᶏ ̆ ℗  System LogȂ 

4ȁҌ ᴋᵥ Ҋ̆  WAN ῃ ̆USB 3G ѿ ℗  Active Statĕ ở ⱳ  
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6.3.1 ᵬ ( ) 

ᾛ 3G/4G USB ѿ Ȃ Ṏ ⱳ ̆ ẻ

ץ Ḡ 3G/4G USB Ḡ ̕ ̆USBᶏ ᴆ ⱳ Ȃ 

6.3.2 ở  

3G/4G USB ̆ ᶫᵞⱳ ⱬ USB׃ Ȃ ẻ

Ḃץ̆ ̆ ץ 3G/4G USB ҥ ᶫ ̕ףּ ẻ ⌠

̆ Ῥ 3G/4G USB Ȃ 

 

 

ẻ ̆ USB̔  

ѿȁ ᴆ̔ 

ῃ ẻ Ȃ 

ѿṎ ̕ ̆ ῃ ẻ

̆Ῥ 3G/4G USB Ȃ 

ԋȁ ᴆ̔ 

ẻ ⌠ᵰ ῃ ̆ 3G/4G USB ⌠ ̆

Ҋѿ ꜛ№ Ȃ 

 

ץ* ᶛ̆ ѿ 1 2 ̆ ẻ ⌠ 1 2 ̆

USB WAN 3G/4G USB ̆ᶖ ꜛ ở ̕ 1 2ῃ

̆3G/4G USB Ӟ ⌠ Ȃ 
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לּ 6.3.3  

̆ ẻ ᶏ ̆ ȁ ᶏ ̆

לּ 3G/4G USB ץ̆ ꜛ ở ȁ № Ȃ 

 

 

לּ ̆ ⌠ Ȃ 

 

̆ 3G/4G USB ῀ ̆ ׅ USB Ῥᶫ ѿ (ᶭ

)Ȃ № ̆ ⱴUSB ᶫ ̆ ꜛ ѿ 3G/4G 

USB Ȃ 

 

҉ץ* ᶛȂ ȁҥ ῀ 10№ ף̆ 3G/4G ̆ ׅ USB

Ῥᶫ 10№ ̕ 10№ Ҭ ᴆ̆3G/4G USB ּ̆לҥғ

ᵬ̆לּ ᶫ ở № Ȃ 

10№ Ҭ ᴆ̆10№ 3G/4G USB ץ̆ ⱬȂ 

 

ѿȁ ᴆ̔ 

ᴆ 1̔ ῃ ẻ  

ᴆ 2̔ ̆ ῃ ṿ  

  ҉ ῒҬѿṎ ᴆ ̆ 3G/4G USB ꜛở № Ȃ 
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1_ ῃ ẻ  

 

ở Ȃ ѿṎ ̕ ̆ ῃ

ẻ ̆Ῥ 3G/4G USB Ȃ 

 

2_ ̆ ῃ ṿ  

ѿ֓ 3G/4G USB ở ꜛ ̆ Ẻ

ᵝ( )Ȃ 

̆ ԅ ץ 3G/4G USB ở ӊ ̆ ץ ѿ ̆ ѿ֓

ᶏ ̆Ӟ 3G/4G USB ꜛ№ Ȃ 

 

             ᾢ ᵝ̆ ᵝȂ 

 (1) לּ ̔ 

Ҋץ ᶛ̆ Ҭ ῀ 10000 KbitsȂף ẻ ⌠ 1 ᶏ 10000 Kbits ̆

3G/4G USB ꜛ № Ȃ 

 

 (2) ̔ 

ᶏ Ạ ѿ ̆ Ṕ ᶏ ΐ לּ ȁ לּ Ȃ

ץ Ṕ ̆ 3G/4G USB ꜛ Ạ № ̆ Ӟ

Ҋ ץ̆ ᵞ └ USB ̆ 3G/4G USB ῂ /לּ Ȃ 
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3G/4G USB ꜛ № ̆ ᶏ ̆ ᶏ ᵞ

לּ ṿ __% ̆ 3G/4G USB Ȃ 

 

Ҋץ Ạ ̆ Ṕ ҥ ᵝҬ ῀ 10% ̆ Ҭ 1 ᶏ 9000Kbit

(10000Kbits X 10%)̆ 3G/4G USB Ȃ 

 

 

ԋȁ ᴆ̔ 

ᴆ ̆ 3G/4G USB ⌠ Ȃ 

ץҊץ ᶖẠ ̔ 

 

ᶛ 1̔ 3G/4G USB ꜛ ở  

 

 1 2ῃ ⌠ ̆3G/4G USB ⌠ Ȃ 

 

ᶛ 2̔ 3G/4G USB ꜛ ở ȁӞ ԅ 1  

 

1 2ῃ ȁ ғ 1 ᶏ Ӟ 9000Kbit(10000Kbits X 

10%)̆ ῄṎ ᴆ ̆ 3G/4G USB ⌠ Ȃ 
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6.3.4  

ᶏ ҉ ̆ ѿṎ ꜛ Ạ ♅ ΐȂᶛ

ѿ֓ ֲᴑ ≠ץ ΐ̆ XDSL ̆ⱴ῀ 3G/4G 

ꜛ ᾟȁ № Ȃ 

 

ȍ Ȏ ץ Ẻ ⌠ȍ ↓ Ȏ ̆

USB Ȃ ᵝ Ȃ 

 

 

҉ Ҭ ѿ ֲᴑ ♅ USB 1 Ȃ ѿ ҉ ⱴ῀ 3G/4G

ᶖ ⱴ ȁ ꜛ № ̆ ץ ץ ז̆⌠ ѿ⌠ ԓ 9:00~17:59

ȁ ҉ ץ ̆╚ Ȃ 

 

Ҭ̆ ׅ ẻ ̆ ẻ ( )̆

Ӟ 3G/4G USB ᶖ ꜛở Ḡץ̆ Ȃ 
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҂ȁῂ  

ץ ̆ ᵥ ῂ IPᵝ Ȃ 

7.1  

Gigabit Ҭ̆ ץ ѿṎӘ ̆ ̆ ᵬ ̆ᾄᾢ ̆

ẻלּ VLAN Ә ⱳ Ȃ 

 

Ἕ ̔ ľ 1 Ἕ Ŀ ץ ѿṎ ̆ ῂ ⌠

⌠ Ȃ ץ ᵊ ̆ᶖ ⌠

Ȃ 

 

 Ә LAN ⱳ ̆ ̆╚

Ә ᶏ Ȃ Ȃ 

 Ә LAN ỹ ᾄᾢ ̆

̆╚ ᾄᾢᶏ ỹ ≠̆ ᾄᾢ ѿ Ȃ 

 Ә ̆ ץ 10Mbps

100Mbps Ȃ ẻלּ Ȃ 
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/

 

Ә ᵬ ̆ ץ

ῃ ᵬȂ ẻלּ Ȃ 

 Ә ẻלּ ̆

̆ ẻלּ Ḥ Ȃ  

VLAN  ⱳ ץ ֲ ῂ ѿṎ 1 Ṏ

ṎҌ ғ ԑ ̆ᵖ ץ Gigabit ҉ Ȃ

ѿṎ ῂ ( ѿṎ VLAN ῂ) ԑ ҥ ⌠

̆ Ҍ ѿṎ VLAN ῂ ╚ ῒז Ȃᶏ

ѿṎ LAN ѿṎ VLAN ̆ 8Ṏ

Ȃ 

VLAN All  ֲ ῂ ԅ Ṏ VALN ̆ғҌ ѿṎ VLAN ῂ

ԑ ̆ ῂ ῂ VLAN ץ ᵊ

Ȃ ץ ѿ VLAN All̆ ᵊ ῀ VLAN All

̆ ץ Ҍ VLAN ץ ⌠ ᵊ Ȃ 
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7.2  

ⱳ ץ Ṏ Ȃ 

 

 

Ḥ ̔ 

̂10Base-T / 100Base-TX /1000Base-T̃  ̆ ᵝ ̂ / 1~4/DMZ̃  ̆

( לּ / )̆ ̂ לּ / ̃̆ ᾄᾢ ̂ / ѿ ̃̆

̂10Mbps/100Mbps/1000Mbps̃̆  /ῃ ( /ῃ )̆ ẻלּ ̂ /לּ ̃̆VLAN̂VLAN1~2/ 

VLAN All̃Ȃ 

̔ 

ᵬ Ҋ ỹ ȁ ỹ  Byte ץ ṿȂ 
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7.3 DHCP IPᵊ  

Gigabit Class C  DHCPə ̆ ṿ ̆לּ ץ ᶫ ῂ לּ IP

ⱳ ̆̂ NTᵊ Ҭ DHCP ̆̃ףּ PCҌ ῒ IPᵝ ̆ ̆

Gigabit לּ IPᵝ ̆ ḂȂ 
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לּ IP  ̔ףּ

̔ PC IP ̆ 1440№ ף) ѿ

)̆ ⌠ ̆PC Ῥ ѿ Ȃ ᶭץ

ᶖ Ȃ 

IPᵝ ̔ Ṏ 192.168.1.100ȁ192.168.2.100ȁ192.168.3.100ȁ

192.168.4.100 IPᵝ Ȃ ᶭץ ᶖ Ȃ 

IP ̔ Ṏ 192.168.1.149ȁ192.168.2.149ȁ192.168.3.149ȁ

192.168.4.149  IPᵝ IP̆ Ӟ ₮ ṿ Ṏ ᶫ

50 לּ IPᵝ ̆ Ṏ ῍ 200 לּ IPᵝ Ȃ

ᶭץ ᶖ Ȃ 

ə (DNS) ףּ ᵝ ̔  

PC IPᵝ DNS ᵊ ᵝ ̆ ᶏ DNSə ̆ ץ ῀

ᵊ IPᵝ ̆╚ PC DHCP IP ̆Ӟ ѿᶅ DNSə Ȃ 

ᵊ (DNS) (Һ )̔ ῀ DNS ᵊ IP ᵝ Ȃ 

ᵊ (DNS) ( )̔ ῀ DNS ᵊ IP ᵝ Ȃ 

WINSᵊ ̔ 

҉ Windows ᵊ ̆ ץ ῀ ᵊ IPᵝ Ȃ 

WINS ə ̔ ῀WINS ᵊ IP ᵝ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

↓ ̔ 

ⱳ ₮↓ץ MAC IP Ȃ 
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7.4 DHCP  

DHCP ə ╠ᶏ Ḃץ̆ ᶫ ֲ Ạ

Ȃ 

 

DHCP ə IP : ╠ DHCPə IP Ȃ 

ᶏ IP ̔ ╠ DHCPə לּ IP Ȃ 

IP : ╠ DHCPə IP Ȃ 

ᶏ IPᵝ : ╠ DHCPə ץ IP Ȃ 

DHCP IP : ╠ DHCPə IP Ȃ 

Һ : ╠ Ȃ 

IP : ╠ IPᵝ Ȃ 

MAC : ╠ MAC ᵝ Ȃ 

╠ : DHCP ╠ IP Ȃ 

≡ : ≡ IP Ȃ 
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7.5 IP MAC  

Ҭ ᴑ Ҭ̆ ֲ ץ Gigabit ᶫ IP & MAC ⱳ ̆ ⌠

Ҍ ⱴ ᶖᶏ IP҉ Ȃֲז ⱳ Ӟ ץ ᵊ

MACᵝ ̆ ⌠ ᵊ IP ̆ № ѿ IPᵝ Ȃ 

 

ῄץץ ᶖ Ṏⱳ ̔ 

ᶏץ MACᵝ  

ⱳ Һ └ ↓ MACᵝ ץ ⌠ DHCP№ IPᵝ ҉ ̆ ↓

IP҉ Ȃ ᶏ ⱳ ̆℗ IPᵝ 0.0.0.0Ҍ ץ ̆ ά Ҍ ↓

Ҭ MACᵝ έ ץ Ȃ Ҋ Ҭ ᶛ ̔ 
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IP MAC  

ⱳ Һ MAC ᵝ ⌠ ѿṎ IPȂ ̆ ά ↓

Ҭ IPᵝ MACᵝ έ ⱳ ̆ IP ⱳ IP

IP IP ̆╚ ҉ Ȃ 

 

IPᵝ ̔ ᵝ ῄ ῀ ̔  

1. └ MACᵝ ץ DHCP IP Ҍѿ

ѿṎ IP̆ ᵝ 0.0.0.0̆ Ҍ Ȃ 

2. № ⌠ ѿṎ IP̆ ╚ №

IPᵝ ῀Ȃ ᵊ PC

⌠ ѿṎ IPȂ 
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ⱴ῀ IP MACᵝ : ῀ ᵊ PC MAC( ҉ ᵝ )Ȃ 

: ῀ ᵝ Ạ ̆ ῀ 12Ṏ ᾝ̆

Ҭ  Ȃץ

 Ȃ :לּ

ⱴ⌠ ↓ : ⱴ ḱ ⌠↓ ҬȂ 

≡ : ≡ ↓ Ҭ Ȃ 

: ↓ Ҭ ╚ ̆ Ҋ ₮ ̆ ⱴ

Ȃ 

↓ Ҭ IPᵝ MACᵝ : ̆ User IP Ҍ ↓

IP ҉ Ȃ 

Ҍ ↓ Ҭ MAC : ̆ Ҍ ↓ Ҭ MAC ҉ Ȃ 

 

₮ Ạ ⱴ῀ IP ῒ MACᵝ ̔ 

ⱳ Һ ԅ ֲ ѿѿ MACᵝ ̆

ғ ȂῬ ̆ MACᵝ לּ ῀↓ Ӟ ₮ Ȃ ץ ̆ ץ ⌠ ₮ Gigabit

ғ MACᵝ ̆ Ạ ᵬלּ Ȃ ̆ ₮

MAC ₮ ̆╚ ḱ Ҍ IP҉ Ȃ 

 

ץ : ῀ ᵝ Ạ ̆ ῀ 12Ṏ ᾝȂ 

 Ȃ לּ

₮: ⌠ IP & MAC ↓ Ȃ 

ῃ  ↓ Ҭ Ạ Ȃ 

̔ ↓ Ȃ 

: ↓ Ȃ 
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7.6 IP  

IP ⱳ ץ Ṏ IPᵝ IPᵝ ѿṎ Ȃ ץ IPᵝ ᶖ ᶏ

Ṝ̆ ץ ΐ ᶏ ᶏ ѿṎ IP ̆ҥ Ṏ ⱳ Ҭ ץ IP

ᶖẠ ̆ ץ ץ ѿ IPᶖẠ ╚ Ȃᶛ ά έ ̆ά όvƻ{ύέ

ץ̆ ά ╚έ Ҭ̆ ץ ץ IP ᶖẠ ̆ Ҍ Ῥץ ѿ IPᶖ ̆

╚ Ȃ 

IP № IP IP ̆ ῂ ᶖ IP ̆

IP ̕ IP ̆ לּ IPᵝ ̆ҥғ לּ

IP̆ ῂ IPӞ לּ̆ ᵖ ⱴ῀ IP Ҍ̆ IP לּ ῂ ̆

ᶏ לּ Ȃ 
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IP : ԅ Ҋ ₮ לּ IP ̆Ӟ ץ לּ IPᵝ Ȃ 

̔ ῀Ҋ ῀ IP  ( ף ( Ȃ 

IPᵝ ̔ ῀ IPᵝ  ( ) ῂ Ȃᶛ 192.168.1.200⌠ 250Ȃ 

ⱴ῀ IP↓ ̔ IPᵝ ῂ ̆ Ҋ ⱴ῀Ҋ IP↓ ̆ IP (

) ↓ Ҭ ⱴ῀ Ȃ 

̔ IP ̆ ץ IP Ҭ IP Ȃ 

IP ̔ ᵝ ḱ IP ῂ ̆ ̆ Ҋ ȉ

Ȋ Ȃ 

̔ ᵝ ῂ ̆ Ṝ̆Ӟ ῀

ᵝҬȂ 
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≡ ̔ Ҋ ≡ ῂ ̆ҥ Ҋȉ≡ Ȋ ̆ Ῥ

ѿ ≡ ̆ Ҋ ≡ ῂ Ȃ 

̔ 

ץ IP ѿ Ṏ IP ̆ Ҋ ⱴ῀ ῂ ҬȂ 

Edit IP IP ḱ  

delete ̔ IP IP ≡ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ ά έ

ᾌ ╠ᵬӊלּ Ȃ 

IP ̔ 

҉ IP IP ῃ ̆ᵖ IP̆ ҥץ לּ ⱳ

̆ҥ לּ IP ȁ ̆ᶛ 220.130.188.1⌠ 200 ( )Ȃ 

 

ѿ Ӟ ѿ IPᵝ ῂ ̆ ⱴ῀ IPᵝ Ȃ 
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ףּ 7.7   

ԅ IPᵝ ץ ̆ ףּ Ӟ ץ ᶖ̆ Ḃ QoSȁ ╚ ⱳ Ȃ 

 

ףּ : לּ ̆ᶭ ȁ ȁ ףּ Ȃ 

ףּ ̔ ץ ∟ῒ Ȃᶛ ̔Virus135 

ףּ ̔ TCP UDP TCP&UDP Ȃ 

ףּ ףּ ̔  (Port) Ȃᶛ 135⌠ 135 

ⱴ⌠ ↓ ףּ ̔ ȁ ̆ Ҋ ⱴ῀⌠Ҋ ↓ ̆

ҥғ ץ Ṏ ῂ Ȃ 

̔ ᵝ ῂ ̆ Ṝ̆Ӟ ῀

ᵝҬȂᶛ VirusȂ 

≡ ̔ Ҋ ≡ ῂ ̆ҥ Ҋȉ≡ Ȋ ̆ Ῥ

ѿ ≡ ̆ Ҋ ≡ ῂ Ȃ 
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̔ 

ץ ףּ ѿ Ṏ ףּ ̆ Ҋ ⱴ῀ ῂ

ҬȂ 

delete ףּ ̔ ףּ ≡ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ ά έ

ᾌ ╠ᵬӊלּ Ȃ 
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ῇȁPPPoE Server 

׃ PPPoE Server ȂPPPoE Server̂Point-to-Point Protocol over Ethernet Server̆̃ Ә

҉ ̆ Client/Server̂ /ᵊ ̃ ̆ ᶏӘץ ҉ (Client )

/ ̆ ᶫ҉  Ȃףּ

ᶏ ῂ PPPoE Server Ạ ̆ ץ ᶫῂ ץ PPPoE ҉

̆ ⌠ῂ ҉ └̆ PPPoE ̆ ARP Ȃ  
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8.1 PPPoE Server   
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8.1.1 PPPoEə  

 

PPPoEə ף ̔  Ȃףּ

ᵊ IPᵝ ̔ ῀ PPPoE Serverᶏ IPᵝ ̆ ṿ 10.10.10.1Ȃ 

IPᵝ ̔ ῀ PPPoE Server№ LAN IPᵝ Ȃ ṿ

10.10.10.2Ȃ 

̔ ῀ PPPoE Server ץ LAN Ȃ

ṿ Ṏ PPPoE Ȃ 

IPᵝ ̔ PPPoE Serverּל№ LAN IPᵝ Ȃ ṿ

̆ IPᵝ לּ Ȃ 

DNSҺ IPᵝ ̔ ῀Һ DNS ᵊ IP ᵝ Ȃ  

DNS IPᵝ ̔ ῀ DNS ᵊ IP ᵝ Ȃ 

̔ PAP̔ ̆ / ץ ỹ Ȃ 

CHAP̔ ̆ / Ῥⱴ ỹ Ȃ 

LCP ̔ ῀ ̆ Server ₮ LCP Client Ȃ

ṿ 10 Ȃ 

LCPẻ  ῀ LCPᾛ ẻ Ȃ 5  

̔ LCPẻ ṿ̆ ∞ ̆

ץ PPPoE ῒ Ȃ 
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PPPoEᶏ ῂ

ԑ  

ף  Ȃףּ

̔ ̆PPPoE ῂ ȁ

῍֣ Ȃ 

 

8.1.2 PPPoEᶏ  

 

 

ᶏ ̔ ╠ Ṏᶏ Ȃ 

ᶏ ̔ PPPoEᶏ Ȃ 

ᶏ ̔ PPPoEᶏ Ȃ 

IPᵝ ̔ έ לּ έ̔ PPPoE Server№ IP ȂӞ 12.1.1 PPPoE

ᵊ Ȃ 

έ IPέ̔ IP Ȃ 

ѿ

̔ 

῀ ѿ Ṏ ̆ᶛ ֲ

ᶏ ̆╚ ≠ ⱳ Ȃ 

̔ ᶏ ̆ ӄ ῀ ( )̆

҉ Ȃ 
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̔ ⱴ῀ ̆ ↓ Ҭ Ḃ Ȃ 

ף ̔  Ȃףּ

 

 

8.1.3 PPPoEᶏ ↓  

PPPoE Ҋ Ҋץ₮ ̆ ⌠ PPPoE

ᶏ ̆ҥ Ṏ ȁ ȁ ѿ ȁ Ȃ 

 

 

8.2 PPPoE  

PPPoE PPPoE Server, 

IP ̡MAC ŀ ̢
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8.2.1 PPPoEə  

 

 

ᵊ IPᵝ ̔ ╠ PPPoE Server IPᵝ Ȃ 

ᶏ לּ IP

̔ 

╠ לּ IPȂ 

ᶏ IP

̔ 

ᶏ IP Ȃ 

▼ IP ̔ ╠ לּ IP ᶫᶏ Ȃ 

̔ PPPoE Ȃ 

8.2.2 PPPoEᶏ  

ᶏ ↓ ₮ ╠ PPPoEᶏ ҉̆ ῀ ῀ Һ MACᵝ Ȃ 

IPᵝ PPPoEᶏ ᶏ ȁ ץ Ҭלּ

ᶏ Ȃ 

PPPoEᶏ ↓ ̔ 

 

IPᵝ (ᶛ ) ᶏ ̔ 
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ӜȁQoS ⱳ  

QoS Quality of Service IP

̡

̢ ̡ ̡

̢ 

9.1 (QoS) 
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9.1.1  

 
WAN ῀ ҉ỹ Ҋ ̆QoS └ ᶭ ῀

ᵬ ᶭ Ȃᶛ Ṏ IP ףּ ̂ ףּ ̃ Ḡץ ᶏ ҉ỹ Ҋ ᶭ

WAN1 WAN2 ⱴᶖ Ḡ Ȃᶛ ҉ỹ ῄ

512Kbit/Sec̆ ҉ỹ WAN1+WAN2=1024Kbit/Sec̆ ץ 50Ṏ IP ῂ ̆

Ḡ ֲ ᶏ ҉ỹ ̆╚ 1024Kbit/50=20Kbit̆ ֲ Ḡץ ץ

20kbit/Sec̆ Ҋ Ȃ 

 

˻ 

ṿ ᵝ  kbit̆ ֓ Ҋ /҉ỹ ᵝ KB̆ ῄṎ ṿӊ

 1KB=8kbitȂ 

9.1.2 QoS  

QoS ץ ῄ ̆ ᶏ ̆ѿ └( )̆ ѿṎ ᾄᾢ └̆ ֲ

ᶭץ ῂ Ạῄ Ȃ 

└ ( ) - ᶭᶏ Ạ ̔  

ֲ ᶭ Ạ ѿṎ IP ѿṎ IP ᶏ └ Ḡ Ȃ Ӟ

ץ ףּ Ạ └Ȃ ῂ ᵊ ̆Ӟ └ Ḡ ῒ Ȃ 
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̔ QoS └ WAN ̆ ῃ Ȃ 

ףּ ̔ QoS └ Ṏ̆ Ṏ IP

ףּ ᶏ ̆╚ All(TCP&UDP)1~65535Ȃ

FTP҉ỹ Ҋ ̆ῒ Ҍףּ └̆╚ FTP Port21~21̆

ףּ ↓ Ȃ 
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IP ̔ └ ᶏ ֓? └ ѿ IP̆ ╚

IP ῀̆ ̔192.168.1.100 ⌠ 100̆ ╚ ╚ 192.168.1.100

IPẠ └Ȃ └ѿ IP ╚̆ ῀ 192.168.1.100 ⌠ 150̆

╚ 192.168.1.100⌠ 150Ạ └Ȃ └

ֲӞ Gigabit ῂ User╚ IP ᵝ

῀ 0̆Ӟ 192.168.1.0 ⌠ 0̆ IP ╚

└Ȃ QoS ץ └⌠ Class C Ȃ 

Ӟ ץ IP ᶖ ᶖ IPȂ IP ̆

̂άрΦп Ltέ Ȃ̃ 

̔ ҉ỹ̔ ῂ IP ҉ỹ                                

Ҋ ̔ ῂ IP Ҋ                                  

ᵊ ҉ỹ(Server in LAN̆҉ỹ)̔ Server

ῂ ̆╚ └ Server └Ȃ 

ᵊ Ҋ (Server in LAN̆ Ҋ )̔ ῂ ̆

╚ └ ᵊ ҉ỹ └̆ᶛ

ᵊ ̆ ᶖẠ ᵊ Ạ ̆ ץ

└Ạ ̆ Ҍ ῂ ᶏ ҉ Ȃ 

 & 

̔

(Kbit/Sec) 

̔ └ Ḡ ╚ ᶏ Ȃ           

̔ └ ╚ ᶏ ̆Ӟ Ҍ

ṿȂ 

˻ ῀ ṿ ᵝ  kbit̆ ֓ Ҋ /҉ỹ

ᵝ KB̆ ῄṎ ṿӊ  1KB=8kbitȂ 
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῍ ̔ IP  

╚ ̆ῒ IP ףּ ῍ ( ⌠

) Ȃ 

IP   

╚ ̆ῒ ѿṎ IP ѿ ףּ ץ (Mini

⌠ Max.Rtae) ̆ɒ  (IPᵝ )Ạ ╚ ̆

╚ (IPᵝ ) ץ Ȃ 

˻ ῍ ̆ ץ̆ ᾧ

Ҍ ᶏ Ȃᶛ ̆ῂ ֲ

ᶏ FTPẠ Ҋ ̆ FTPҌ ᵤ № ̆

ץ ῍ ̆Ҍ ῂ ֲᶏ FTPẠ Ҋ ̆ ᵤ

Ȃ 

̔ ╚Ȃ 

ⱴ⌠ ↓

̔ 

ⱴ ╚⌠↓ Ȃ 

҉  &Ҋ ̔ QoS ╚ ᾄᾢ ↓ Ҋ ҉ ̆

Ӟ ╚ ᾄᾢ ̆ ץ ץ ╚ᾢ

Ȃ └ ףּ Ҋ BT̆ e-mule ̆

└ IP ╚ ҉ Ȃ 

≡ ≡ ̔ףּ ↓ףּ ῂ Ȃ 

ץ ̔ ₮ ╚̆ҥ ά έẠḱ

̂ Ȃ̃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

↓ ̔ 

Ҋ ά έ ̆ ₮ Ҋץ Ȃ ץ άץ ╚έᶖ

╚̆ άץ ᵝ έᶖ ╚Ȃ ά έ ץ ̆ ά έ Ṏ

Ȃ ά έẠḱ Ȃ 

 

ᶛѿ̔ ῂ Ạ ftp Ҋ (Active Mode) ῍ ᶏ 50kbitҊ ᵥ ? 
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Ҋץ ᶛ ╚̆ ᵝ 1ȁ2ȁ3ȁ4̆ ףּ ά C¢tώ¢/t κнмϤнмϐέ̆ IP

ᵝ ῀ 0.0.0.0⌠ 0( ᵝ )̆ Ҋ Ȃ ῀ 2 kbit/sec̆ FTPҊ Ḡ

2kbit/sec Ȃ ῀ 50kbit/sec̆ FTPҊ ᶏ ⌠ 50kbit/sec Ȃ

῍֣ ά IP №֣ έ̆ Ҍ ῂ ֲᶏ FTP̆ FTPҊ

ᶏ 50kbit/secȂ ̆לּ ά ⱴ⌠ ↓ έ ╚ⱴ῀Ȃ 

 

ᶛԋ̔ ῂ IP ֲ Ҋ ᶏ 512Kbit̆ ѿṎ IPѿṎ IP ? 

Ҍ ѿṎ IPѿṎ IP Ȃ Ҋץ ᶛ ╚̆ ᵝ 1ȁ2ȁ3ȁ4̆ ףּ

άbƻ /ƘŜŎƪ tƻǊǘώ¢/tϧ¦5t κлϤлϐέ̆ IP ῀ 192.168.1.2⌠ 254( ᵬ └ ᵝ )̆

Ҋ Ȃ ῀ 2 kbit/sec̆ Ṏ IPḠ 2kbit/sec Ȃ ῀ 512kbit/sec̆

Ṏ IP ᶏ ⌠ 512kbit/sec Ȃ ῍ ά ѿ IPᵝ

έ̆ ѿṎ IP ѿ 2kbit/sec Ḡ Ȃ ̆לּ ά έ ╚ⱴ

῀Ȃ 
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˻QoS ↓ Ҋ ѿ ҉Ạ ᵬ̆לּ ץ ᾢ ╚

Ҋ Ȃ 

לּ 9.1.3 QoS 

    Smart QoSⱳ ̆ לּ ᵤ ̆ᶖ ῂ QoS

ᵬȂ 
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לּ QoS: ּל QoSȂ 

≠ ⌠___% ̆ לּלּ

QoS 

ᶏ ⌠ ѿṎ% ̆

QoS̆ ῀ ṿ̆

60%Ȃ 

ᶏ ҉ỹ  : ᶏ לּ № ̆

לּ ѿ PC IP ҉ỹҊ ᶏ

̆ ṿ̆ ԇ ̆ ῀

ῂ IP҉ỹ ᶏ Ȃ 

 

Smart QoS ̆

№ ̆ Ẋץ Ҍ

└҉ỹ ̆ ץ Ҍ

҉ỹ ᶏ Ȃ 
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ᶏ Ҋ  : ᶏ לּ № ̆

לּ ѿ PC IP ҉ỹҊ ᶏ

̆ ṿ̆ ԇ ̆ ῀

ῂ IPҊ ᶏ Ȃ 

 

Smart QoS ̆

№ ̆ Ẋץ Ҍ

└Ҋ ̆ ץ Ҍ

Ҋ ᶏ Ȃ 

ᴋѿ IPᶏ ҉ ҉ỹ Ҋ

, IP╚ᶏ Ҋ↓  ̔

ᴋѿ IPᶏ ҉ ҉ỹ Ҋ

̆ ̆ҥץ Ṏ

҉ỹ / Ҋ №∟ ̆ ᾛ ᶏ

 

└̔ ά └̔έ ̆ῂ

ԋ ᴆ̆ ῂ ҉ ҉

Ҭ ҉ỹ Ҋ ⌠ῂ ᴆ ԋ

Ȃ 

↓ ̔ ̆ ₮ Ҭ

Ҭ IP̆ ҉ └Ҭ̆Ҋ └Ҭץ ԋ

Ȃ 

̔  

 

ᶏ ᵞ __%

̆ḂҌῬ ⱴ IP̔  

ᶏ ᵞ № ̆

ᶏץ ̆ ץ ҌῬץ ҉ ṿ IPᵬ

 ( ᵬ̆ᵖלּ(└ ᵬלּ ̆

לּ Smart QoS ṿ̆Smart QoS └
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 Ȃלּ

__ ẻ ῂ IP

└̔ 

Smart QoS ӄ ( ) ѿ ῂ IP ᶏ

Ȃ 

└ IP

⌠ ҉ ᶏ ṿ ̆

ῒ ᶏ Ῥ ⌠

__%̔  

ԋ └ṿ ṿ №ӊ ̆ ᶛᶖ

̆Ẋ 50˿ ̆ ṿ 500Kbit/sec̆

῀ IP Ҋ └ 500Kbit/sec̆

ᵖ Ṏ IP Smart QoSҊѿ

Ṝׅ̆ 500Kbit/sec̆ IPׅ

ᵞ └ ᵬ̆לּ Ῥ └ṿ ᵞ̆ ⌠

└ṿ 50% 250Kbit/secȂ 

ᶏ

ᵞ __% ̆

QoS̆ ҥғ __№

Ҭ IP̔  

לּ Smart QoS ṿ̆Smart QoS

└ לּ̆ ץ ץ ᶏ ᶏ

№ӊ ̆ Smart QoS └ └

̆ҥғ ӄ (№ ) IPȂ 

 

9.1.4 Ҍ └ IP  

ῂ ᶏ Ҍ ⌠ QoS └̆ ץ Ṏⱳ Ṏᶏ  IP Ῥ

└ӊῂȂ 
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̔ ֓ Ҍ └Ȃ 

ᶖ IP /  ̔ ῀Ҍ └ IPᵝ ̆ Ҍ └ IP Ȃ 

Ҍ └ ץ ̔ Ҍ └҉ỹȁҌ └Ҋ ̆ Ҍ └Ȃ 

לּ ̔ Ṏ ╚ Ȃ 

ⱴ⌠ ↓ ̔ ⱴ ╚ ⱴ⌠↓ ҬȂ 

≡ ↓ ̔ףּ Ҭ ╚̆≡ Ҭ ╚Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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9.2  

ץ └ῂ Ȃ Ṏⱳ ֲ └ῂ ᶏ P2P

BTȁ ȁemule ₮ ᶫԅ Ȃ ץ

└ P2P ̆ Ӟᶏ ᶏ ⌠ѿ └Ȃ 

̆ Ҭԅ ᵌ ̆Ӟ ץ ⌠ └Ạ Ȃ 

└ ץ └ 

 

 

̔ Ҍᶏ ⱳ Ȃ 

ѿ IP

SessionҌ __

̔ 

└ ѿ ῂ ̆ ᶏ

⌠ └ṿ ̆ ⌠ӊ╠ Ῥ

Ȃᶛ ̆ ᶏ BT P2P Ҋ ғ ṿ ̆

Ῥ ῒז ףּ ᶏ ̆ ᶏ Ҭ BT P2P Ȃ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 105 

ѿ IP

SessionҌ

TCP__,UDP__ ̔ 

└ ѿ ῂ TCP UDP ̆

ᶏ ⌠ └ṿ ̆ ⌠ӊ╠

Ῥ Ȃ 

ѿṎ IPSession ⌠

__ ̔ 

 

IP Session 
5

№ ̔ ᶏ ⌠

ṿ ̆ 5№ ӊῂ Ҍ Ῥ ⱴ ̆

̆Ӟ ⌠ Ῥ Ȃ 

IP Session 
5

№ ̔ ᶏ ⌠

ṿ ̆ ᶏ ̆ғ 5№ ӊ

ῂ Ҍ ᴋᵥ (Ҍ ҉ )̆ ⌠ Ῥ

Ȃ 

└ ̔ ά έ̆ QoS ̆ ά ___:___⌠

ψψψΥψψψέ῀ ̂24 └̆ᶛ 19̔ 00⌠ 24̔ 00̃ ץ̆  ά

/ / ѿ/ ԋ/ ҈/ / ԓ/ Έέ ѿ ῒ̆ QoS

ῂ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

 

Ҍ └ ףּ IPᵝ  

ץ IP̂ Ὲ ̃̆ Ҍ └ Ὲ̂ףּ ףּ ỹ ̆ ᴆ

ỹ ̃̆ ֲ ץ ֓ ףּ IPҌ └Ȃ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 106 

 

ףּ ̔ Ҍ └ ףּ Ȃ 

ᶖ IPᵝ ̔ ῀Ҍ └ IPᵝ ̆ Ҍ └ IP Ȃ 

̔ ╚Ȃ 

└̔ Ҍ └ ףּ IPᵝ ̆ ῃҌ └ ῀҉ ṿȂ 

ⱴ⌠ ↓ ̔ ⱴ ╚ ⱴ⌠↓ ҬȂ 

≡  ̔ ↓ Ҭ ╚̆≡ Ҭ ╚Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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9.3 ⱴ )ףּ ᶖ ) 

↓ Gigabit ̆ ԅ ΐ ̆Ӟ ᶫԅ ȁ ᾄ ȉ

ⱴ Ȋⱳ ̆ ⱳ Һ ᶏ ᶖ ȁⱴ Ҍ ⱳ ̆ᾄ № ᶏ

̆ ῃҌ ⌠ CPU ̆ᶏ ̆

̆ ᶫ ᶃғ ᶏ Ȃ 

 

(1) ⱴ ̔ 

ᶏ ףּ ̆Ạ ᾄᾢḠ ̆ ץ Ҋ̆ᾄᾢ

֓ ᾄᾢ ̆ᶏ ᶏ Ҋׅ ᶏ Ҍ Ȃ 
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MAC ̔ Ҋ ῂ Ҋ 

ȍ1Ȏᶖ MAC ̔ ᴆ ᶖ MACᵝ ῂ ̆Ḡ ᾄᾢ

ⱴ ⱳ Ȃ 

ȍ2Ȏ MACᵝ ̔ ᴆ ᶖ MACᵝ ῂ ̆Ḡ ᾄᾢ

ⱴ ⱳ Ȃ 

ȍ3Ȏ Ҍ ̔ ᴆҌ ȁӞҌ ᴋᵥ MACᵝ ῂ Ȃ 

IPᵝ ̔ Ҋ ῂ Ҋ 

ȍ1Ȏᶖ IPᵝ ̔ ᴆ ᶖ IPᵝ ῂ ̆Ḡ ᾄᾢ ⱴ ⱳ

Ȃ 

ȍ2Ȏ IPᵝ ̔ ᴆ IPᵝ ῂ ̆Ḡ ᾄᾢ ⱴ ⱳ

Ȃ 

ȍ3Ȏ Ҍ ̔ ᴆҌ ȁӞҌ ᴋᵥ IPᵝ ῂ Ȃ 

̔ ᾄᾢḠ ȁⱴ ȁ ῒז ףּ Ȃ 

TCP UDPῒҬѿ Ȃ 

̔ ῀ ᾄᾢḠ ȁⱴ ȁ ῒז ףּ ̆ 1~65535Ȃ 

לּ ̔ ╚̆ Ҍ לּ ╚ 

ⱴ⌠ ↓ ̔ ⱴ ╚ ⱴ⌠↓ ҬȂ 

≡ ̔ ↓ Ҭ ╚̆≡ Ҭ ╚Ȃ 
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ȁ  

׃ ץ̆ └ ̆Ḡ ῃ Ȃ 

10.1  

ⱳ ѿ Ҭ̆ ץ └ ֓ ⱳ Ȃ₮ ṿ

̆ҥ Ҍ Ȃ 
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ⱳ ̔ ⱳ Ȃ  Ȃלּ

SPI ⱳ : Һּלẻ ̆ Һ ᵬ ̆ᵖ

Ṏ לּ ̆Ӟ ⱳ Ȃ ̆

ץ ᶏ Ȃ  Ȃלּ

DoS : Ḡ DoS ̆  SYN Floodinğ Smurf̆  LAND̆  Ping of Death̆  IP 

Spoofing Ȃ  Ȃלּ

Ҍ לּ : ╚̆ Gigabit  ICMP Ҍ

̆ ץ ping Gigabit WAN IP ping

̆ ṿ ⱳ Ȃ 

ⱳ : ⱳ ̆  ῀ ̆

ⱳ ̆ҥԍ ῀ Gigabit IPᵝ

(WAN IP)̆ ҥⱴ҉ ḱ └ ( 80̆ )Ȃ 

ᾛ Multicast

̔ 

҉ ұ ̆ᶏ ץ

Ȃ  

ARP ̔ ⱳ ῂ ARP ҉ ̆ ARP

̆ ҉ ѿ ᴍ ҉ Ȃ

ⱳ ץ ᾧ Ȃ 
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GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 114 

 : ᶫ҈ ỹ ̆ TCP-SYN-Floodȁ

UDP-Floodץ ICMP-FloodȂ 

 

ṿ ̔ ᶖ Ȃ ľ ṿĿ̂

̃̆ ῒ ⌠ѿṎ ṿ̂ 15000pakets/Sec̃ ̆

ᾛ ṿ Ȃ ѿ ṿ̂ ѿѿṎ IPᵝ

̃ ⌠ѿṎ ṿ̂ 1000pakets/Sec̃̆ IP҉

̂ 50№ ̃̆ ῒ ᵊ ̆ └ῒ ̆

Ḡ ῃȂ ץ ᵰ ṿץ ᶖ

⌠ ̆ ῒ ṿ ⌠ ᶖ ̆ ᾧ ṿ

Ȃ 

 

ṿ ̔ ᶖ ῂ Ȃ ̆ ṿ̂

̃ ⌠ѿṎ ṿ̂ 50000pakets/Sec̃̆

ᾛ ṿ Ȃ ѿ ṿ̂ῂ ѿѿṎ IPᵝ

̃ ⌠ѿṎ ṿ̂ 5000pakets/Sec̃̆ IP҉

̂ 1 № ̃̆ ῒ ᵊ ̆ └ῒ ̆

Ḡ ῃȂ ץ ᵰ ṿץ ᶖ ⌠

ῂ ̆ ῒ ṿ ⌠ ᶖ ̆ ᾧ ṿ

Ȃ 

ᶛ ᶖ IP̔ ֓ᶖ IP /  Ҍ ⌠ ṿ └Ȃ 

ᶛ IP̔ ֓ IPᵝ /  Ҍ ⌠ ṿ └Ȃ 

/DoS  

 

/Dos  
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IP 

 

DOS ⱳ IPᵝ ץ̆ IPᵝ ▼

 

: ľ Ŀ ᾌ ▄ לּ ḱ ῂ Ȃ 

: ľ Ŀ ▄ לּ ḱ ῂ ̆ ᵬ

ľ Ŀᾌ ╠ᵬӊלּ Ȃ 

 

╠ ̔ףּ ֲᶏ ףּ └̆ᶛ IMȁP2PҊ

Ȃ 
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QQ-Ҍ └ QQ  ̔ QQ ӊ ׅ̆ ץ Ҍ ⌠ └ ᶏ QQ ̆ףּ

֓ᶏ QQ ⱴ῀⌠Ҍ └ QQ ӊҬ̆ Ҋ ̔ 
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ῂ Ҍ └ IPᵝ ҉ץ ̔ ̆ףּ ῂ Ҍ └ ᶏ IP / IP Ȃ 

Ṏ ̔ףּ ףּ ̆ Ҍ └ ῂ IP Ȃ 

Ҍ └ IPᵝ ̔ ҉ ̆ףּ ֓ IP ץ ᶏ Ҍ └Ȃ 

Block Filte Type̔  ѿ֓ ỹ ̆ᶛ exe ȁzip Ȃ 
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ῂ Ҍ └ IPᵝ ҉ץ ̔ ̆ ῂ Ҍ └ ᶏ IP / IP Ȃ 
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10.2 ╚  

Gigabit ╚ ᶛ ΐ̆ ץ ᶖ Ҍ ᶏ Ҍ

╚ ᴆ̆ᶖ ᶏ Ȃ ╚ ᶭץ Ҍ ᴆᶖ ̆ᶛ ץ

└ ₮ ῂ ⌠ ⌠ῂ ̆ ᶏץ IPᵝ ȁ IPᵝ ȁIP

ᴆᶖẠ └̆ ᶭץ Ȃ 

10.2.1 └ ╚ 

╚ ᶛ̆ ץ ᾛ ᶖ ᶏ ȂץҊ Gigabit

╚ ᶛẠѿ ̔ 

Gigabit ╚ ᶛ̔  

* LAN ⌠WAN ץ -All traffic from the LAN to the WAN is allowed  

* WAN ⌠ LAN Ҍ ץ -All traffic from the WAN to the LAN is denied  

* LAN ⌠ DMZ Ҍ ץ -All traffic from the LAN to the DMZ is denied  

* DMZ ⌠ LAN Ҍ ץ -All traffic from the DMZ to the LAN is denied 

* WAN ⌠ DMZ Ҍ ץ -All traffic from the WAN to the DMZ is denied 

* DMZ ⌠WAN Ҍ ץ -All traffic from the DMZ to the WAN is denied 

ץ  ╚ҥғ Gigabit ᴆ ╚̆ᵖ Ҋץ ףּ  

 ̆Ҍ ῒז ╚ ̔  

* HTTP ףּ LAN ⌠ Gigabit   ( ԅ Gigabit ᶏ )Ȃ 

* DHCP ףּ LAN ⌠ Gigabit   ( ԅ Gigabit לּ IPᵝ  

 ᶏ )Ȃ 

* DNS ףּ LAN ⌠ Gigabit   ( ԅ DNS ᶏףּ )Ȃ 

* Ping ּף LAN ⌠ Gigabit   ( ԅ Gigabit ᶏ )Ȃ 
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ԅ ץ╚  ̆ ╚ ╚↓ Ҭ̆ ץ ᵞᾄᾢ ѿṎ

╚ ҬȂGigabit Ạ ╚ ᶭ ᾄᾢ 1-2-оΧȂᶭ Ạ ╚∞ ̆ ᾄᾢץ

Ạ ╚ ♅Ҭ ץ̆ ᾧ ⱳ Ȃ 

ץ ̔ ╚ Ȃ 

Ἕ̔ ץ≡ ╚ Ȃ 

ⱴ └ ╚̔ ╚ ץ ѿ ╚Ȃ 

⌠₮ ṿ̔ ץ ⌠₮ ╚ ҥ≡ ╚ῂ Ȃ 
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10.2.2 ⱴ └ ╚ 

 

ᾛ :לּ ̔ ᾛ └ ᶛ Ȃ 

̔ Ҍᾛ └ ᶛ Ȃ 

ףּ : Ҋ Ҭ ᾛ Ҍᾛ ףּ ףּ ῂ Ȃ 

ףּ ≡ : └ ףּ ῂףּ ↓ ῂ ̆ ץ

ףּ ≡ ᶖ ѿṎ ῂףּ Ȃ ₮ Ҭ ῀ѿṎ

ףּ ץ ̆ ά έ ѿṎ └ ףּ ῂ Ȃ 

: ᾛ : ᶭ ╚ Ԋᴆ Ҭ Ȃ 

: ᶭ ╚ ԊᴆҌ Ҭ Ȃ 

ᶖ : ᾛ Ҍᾛ ᶖ (ᶛ LAN̆  WAN1̆  WAN2

ᴋᵥ )̆ ץ Ҋ Ҭ Ȃ 

ᶖ IP : ᶖ IP ( ᴋᵥ ̆ )̆

̆ ῀ ѿ ѿ IPᵝ Ȃ 
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Ӟ ץ IP ᶖ ᶖ IPȂ IP ̆ ̂άтΦс 

IP έ Ȃ̃ 

IPᵝ : IP ( ᴋᵥ ̆ )̆

̆ ῀ ѿ ѿ IPᵝ Ȃ 

└ ץ : ╚ᶭ ᶖẠ Ȃᶛ ץ

╚ ҉ 8̔00 Ҋ 17̔ 00 ̆ 24 └Ȃ 

╚: άῃ έ 24 ╚( )̆ ץ ⌠ ̆

ץ Ạ └Ȃ 

Χ⌠Χ̔  Χ⌠Χ̔  └ ╚ └̆ 24 └̆ 08̔ 00 ⌠ 18̔

00 ( ҉ 8 ⌠Ҋ 6 )Ȃ 

└ ̔ ά έ ѿ ̆ ѿ

̆ ץ Ȃ 

̔ ⌠ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

ᶛ 1̔ TCP 135-139 ᵥ ? 

ᾢ ףּ ᴍⱴ῀ TCP 135-139 ( ᵥ ףּ )̆ Ҋץ ̔ 

ᵬ̔לּ└  

ףּ ̔TCP135-139 

ᶖ ̔ᴋᵥ ( ῂ ץ ῂ ᴋᵥ ) 

ᶖ IP ̔ᴋᵥ ( ῂ ץ ῂ ᴋᵥ ) 

IPᵝ ̔ᴋᵥ ( ῂ ץ ῂ ᴋᵥ ) 
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ᶛ 2̔ ῂ IP 192.168.1.200⌠ 192.168.1.230 80 ᵥ ? 

:ᵬ̔לּ└  

ףּ ̔TCP 80 

ᶖ ̔ ( ῂ 80 ) 

ᶖ IP ̔ 192.168.1.200⌠ 192.168.1.230 

IPᵝ ̔ᴋᵥ ( 192.168.1.200⌠ 192.168.1.230ῂ ᴋᵥ 80 ) 
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10.3 ῂ └ 

Gigabit ῂ └ ῄ └̆ѿ Ҍᾛ ̆ ѿṎ ᾛ

̆ ῄ ᶏ ѿ Ȃ 

 

Ҍᾛ   

ⱳ www.sex.com ῀̆ Ȃ 

http://www.sex.com/
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ῂ └ⱳ : ῂ └ⱳ ̆ Ȃ 

ῂ └ⱳ : └ῂ Ȃ 

: └ ̆ www.playboy.comȂ 

ᶛ IPᵝ / ץ  ῀Ҍ └ IP Ҍ └ IP Ȃ 

ⱴ⌠ ↓ : ά ⱴ⌠ έ ѿ └ Ȃ 

≡ ᶏץ : ѿṎ Ṏ └ ̆ ≡ Ȃ 
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└̔ 

 

ұ └̔ 
ⱳ לּ ̆ ῀ ᵝ άǎŜȄέ ̆╚ Gigabit

άǎŜȄέ Ȃ  

: 
῀ Ȃ 

ᶛ IPᵝ / ץ  ῀Ҍ └ IP Ҍ └ IP Ȃ 

ⱴ⌠ ↓ : 
ⱴ ףּ ῂ ⌠ ףּ ↓ῂȂ 

≡ ῂ : 
≡ ףּ ῂ ףּ ↓ῂȂ 

: 
ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

: 
ά έ ▄ לּ ḱ ῂ ̆ ᵬ ά

έ ᾌ ╠ᵬӊלּ Ȃ 

ᾛ  

ⱳ ̆ ֓Ὲ Ҭ̆ ᾛ ֓ ̆

ץ ⱳ ᶖ Ȃ 

ά ᾛ έ̆ Ҋ ̔ 
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ᾛ ̔   ᾛ └ⱳ ̆ Ȃ 

: └ ᾛ ̆ www.playboy.comȂ 

ⱴ⌠ ↓ : └ ᾛ Ȃ 

≡ ῂ ᶏץ : ѿṎ Ṏ └ ᾛ ̆ ≡ Ȃ 

Ҍ └ IP 

IP IP Ҍ ⌠έᾛ έ └̆ ץ ֓ IP Ȃ 

 

ᶛ IPᵝ / ץ  ῀Ҍ └ IP Ҍ └ IP Ȃ 
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ⱴ⌠ ↓ : Ҍ └ IP IP Ȃ 

≡ ῂ ᶏץ : ѿṎ ṎҌ └ IP IP ̆

≡ Ȃ 

 

└ῂ  

άῃ έ ̆ ╚ 24 Ȃ άΧ⌠Χέ̆ └ ᶛ ᶭ

╚̆ └ ѿ⌠ ԓ̆ ҉ῇ ⌠Ҋ Έ ̆ ץ Ҋץ ᶛᶖ └Ȃ

 

: └ ╚ 24 Ȃ 

   : └ ╚ └̆ 24 └̆ 08̔ 00 ⌠ 18̔ 00 ( ҉ 8 ⌠Ҋ

6 )Ȃ 

└ : ά έ ѿ ̆ ѿ ̆ ץ

Ȃ 
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ѿȁVPN  

11.1. VPN ̂VPÑ  
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11.1.1. ╠ VPN  

VPN ץ ╠ VPN ̆ ̔ (PPTP/IPSec+QnoKey ȁ

IPSec VPN ) ̆ ץ  GroupVPN-VPN Ȃ  

: ᶏ ץ IPSec QnoKey Ȃ 

 

╠ VPN ᶏ ̆ ▼Ҋ ץ ᶫ ̔ 

 

: Ҋ ץ Ҋץ ╠ VPN ̆

VPN Ȃ  
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VPN ╠ ̂Tunnel Status̃ : 

Ҋץ έ±tb έ ±tb ╠ Ạ : 

 

҉ѿ /Ҋѿ ȁ ⌠

__/__ ȁ

ᵝ 

ץ Ҋ҉ѿ Ҋѿ ⌠ VPN

҉̆ ץ ѿ ̆ᶖ

VPN ̆ (3̆ 5̆10̆ 20̆ All)  

Tunnel No. VPN ῂ ӊ VPNⱳ ̆

  

:  

ⱳ-̂Connected̃  

-̂Hostname Resolution Failed̃ 

̂Resolving Hostnamẽ 
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-̂Waiting for Connectioñ  

Manual IPSec-לּ ̆╚ לּ

-Manual ּל ⱳ  

: ╠ VPN ̆ XXX Officĕ ѿṎץ

҉ ףּ̆ ѿṎ Ҍ ᾧץ̆

 

: ῒז VPN ở( VPN )

̆ ѿ֓ ở Һ ҥẠ ̆

≠  

Phase2 

Encrypt/Auth/Group: 

ⱴ (DES/3DES)ץ (MD5/SHA1)ץ Group 

(1/2/5)  

(Manual)לּ IPSec ̆ Ҍ Phase 2 

DH  

: VPN ῃ  

: VPN ῃ  

: VPN ở IPᵝ ̆

VPN IPᵝ  

ץ :└ Ҋά έ ̆

҉̆ Ҋ άҬ έ̆ᵰ ץ άҬ έ Ҭ

VPN  

: (Edit)ץ ≡  

Ҋ (Edit) ̆ ⌠ Ҭ̆

ḱץ ῒҬ Ȃ Ҋ ̆ 

≡  

__ ȁ__

 

ץ
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11.1.2. ѿ VPN  

VPN Ȃ 

VPN 2 VPN ̆№∟ Internet ̆ Ҋ ѿ

̆ ⌠ VPN VPN VPN ҉Ȃ  

 

̂Gateway to Gatewaỹ :  

Ҋ ά έ ̆ ⌠ VPN VPN ҉Ȃ 

 

(Client to Gateway): 

Ҋέ έ ̆ ⌠ VPN ҉Ȃ 
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11.1.2.1.  

 

Ҋץ ̆ᶏ ץ ῄ VPN ӊ ѿ VPN Ȃ  

: VPN ῂ ӊ VPNⱳ ̆ Tunnel

 

: ̆ XXX Officĕ ѿṎ҉ץ

ףּ̆ ѿṎ Ҍ ᾧץ̆  

: ῒז VPN ở( VPN ) ̆

ѿ֓ ở Һ ҥẠ ̆

≠ ˻Ȃ 

VPN׃ ᵝ ץ : ѿṎ׃ ᵝ Ạ VPN  

: ̆ VPN Ȃ ̆ ̆

Ῥץ  

(Local Group Setup)  : 

 

№ ( Local Security Gateway Type ) № ( Remote 

Security Gateway Type) Ȃ 

 

№ ̔ ̆ ԓ ᵬ ̆№∟ : 

ἑ IP 

IP + Domain Name(FQDN)   
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IP + E-mail (USER FQDN)   

לּ  IP + Domain Name(FQDN)   

לּ  IP + E-mail (USER FQDN)   

№ ( Local Security Gateway Type )

№ ( Remote Security Gateway Type) Ȃ 

(1) ἑ IP:  

ἑ IP ̆ ῀ IPᵝ ץ

̆ VPN WAN IPβ ̆ לּ ῀

ῂ̆ Ҍ Ȃ  

 

(2) IP + Domain Name(FQDN) : 

IP+ ̆ ῀ ץ

IPᵝ VPN WAN IPβ ̆ לּ ῀

ῂ̆ Ҍ Ȃ 

FQDN Һ ץ ̆Ӟ Internet

҉ ץ ⌠̆  vpn.server.comȂ IPᵝ ץ

VPN ῃ ץ Ȃ 

 

(3) IP + E-mail (USER FQDN) :  

IPᵝ ⱴ҉ ᴆ ̆ ῀ IPᵝ

ץ ᴆᵝ ץ ̆ VPN WAN IP

ᵝ ̆ לּ ῀ ῂ̆ Ҍ Ȃ 

 

לּ (4) IP + Domain Name(FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 136 

VPN̆  ̆ VPN VPN ᵬ VPN

 ̆ VPN ҥ VPN ; 

VPN̆ ῀ Ȃ 

 

לּ (5) IP + E-mail (USER FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ

VPN̆ᶏ Ҍ ῀ IPᵝ ̆ VPN VPN 

ᵬ VPN ̆ VPN  ҥ

VPN ; VPN̆ ῀ ᴆ ⌠

E-Mail ᵝ ᵝҬ Ȃ 

 

ῃ ̔ VPN Ҋץ̆ Ṏ

̆ ҥ : 

IP ᵝ  

ᾛ VPN ̆ ῀ IPᵝ

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.1.0 IP

ᵝ ץ Ȃ 

 

 

ᾛ VPN ̆ ѿ ԍ

ץ Ȃ 
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҉ץ : VPN ̆ 192.168.1.0̆

255.255.255.0 ץ VPN Ȃ 

IP ᵝ  

ᾛ VPN ̆ ῀ IP

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.1.0~254 

IPᵝ ץ Ȃ 

 

̂Remote Group Setup̃  : 

 

№ ( Remote Security Gateway Type) №

( Local Security Gateway Type) Ȃ 

 

№ : ̆ ԓ ᵬ ̆№∟ : 

ἑ IP 

IP + Domain Name(FQDN)  

IP + E-mail (USER FQDN)  

לּ  IP + Domain Name(FQDN)  

לּ  IP + E-mail (USER FQDN)  

(1) ἑ IP:  

ἑ IP ̆ ῀ IPᵝ ץ

̆  
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ᶏ Ҍ IPᵝ ╚̆ ץ DNS 

Resolve ᶖ DNS IP ᵝ Ȃҥғ Summary 

Ҋ ₮ IPᵝ Ȃ 

Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃ

ҥғ Summary Ҋ ₮

IPᵝ Ȃ 

 

(2) IP + Domain Name(FQDN) : 

IP+ ̆ ῀ IPᵝ ץ

 FQDN Һ ץ ̆ᶏ

ץ ῀ѿṎ FQDN Ȃ IPᵝ ץ

VPN ῃ ץ Ȃ 

 

ᶏ Ҍ IPᵝ ╚̆ ץ DNS 

Resolve ᶖ DNS IPᵝ Ȃ Internet

҉ ץ ⌠Ȃҥғ Summary Ҋ

לּ ₮ IPᵝ  
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Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃ

ҥғ Summary Ҋ ₮

IPᵝ  

 

(3) IP + E-mail(USER FQDN) :  

IPᵝ ⱴ҉ ᴆ ̆ ῀ IPᵝ

ץ ᴆᵝ ץ ̆ 

 

ᶏ Ҍ IPᵝ ̆╚ ץ

DNS Resolve ᶖ DNS IPᵝ Ȃҥғ

Summary Ҋ ₮ IPᵝ Ȃ 

Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃ

ҥғ Summary Ҋ ₮

IPᵝ Ȃ 

 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 140 

לּ (4)  IP + Domain Name(FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ לּ IP

ᵝ ⱴ҉Һ ץ Ȃ 

 

לּ (5)  IP + E-mail (USER FQDN) : 

ᶏ לּ IPᵝ VPN  ̆ ץ

VPN̆ VPN VPN ᵬ VPN

 ̆ VPN  ҥ VPN ; ῀

ᴆ ⌠ E-Mail ᵝ ᵝҬȂ 

 

ῃ : VPN Ҋץ̆ Ṏ

̆ ҥ : 

(1) IPᵝ  

ᾛ VPN ̆ ῀ IPᵝ

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.2.1 IP

ᵝ ץ Ȃ 

(2)  

ᾛ VPN ̆ ѿ ԍ

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.2.0̆

255.255.255.0 ץ VPN  
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(3)IPᵝ   

ᾛ VPN ̆ ῀ IPᵝ

ץ  

 

҉ץ : VPN ̆ 192.168.2.1 ⌠

192.168.2.254 IPᵝ ץ Ȃ 

 

IPSec Setup 

ᴋᵥⱴ └ ̆ ῄṎ VPN ⱴ └ ץ ̆ҥ ỹ

Ҭⱴ҉ IPSec ̆ Ṕ ⱴ  άƪŜȅέȂVPN ᶫԅץҊԋ ⱴ

Key Management̆ №∟ )(Manual)לּ ץ ( IKE ⱴלּ - IKE with Preshared Key 

(automatic)̆ ᵰ ץ Ҋ ⱳ ⱴ Ҋ Ȃ  

 

 

 

: 

VPN ᶏ ᵥ ⱴ ץ ̆ ѿ ֜ ̆ҥ

֜ ; לּ Auto (IKE) לּ Manual ԋ
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̆ ῒҬѿ ˻ 

 

1. ᶏ IKE : 

IKE ῍ ᶖⱴ ᶏ Ȃ ῃ PFS(Perfect Forward 

Secrecy) ̆╚ Ῥ ԋ IKE ԋ ῍ Ạ ѿ ⱴ Ȃ

PFS ̆ brute forceᶖ (hacker) ῂ̆ ѿ ⌠ ԋ

Ȃ 

2. ῃ (Perfect Forward Secrecy)̔ PFS ̆ VPN ở

VPN Client Ӟ PFS ⱳ Ȃ 

3. 1/ 2 DH ̔ ץ Diffie-Hellman : Group1 

Group2/Group5Ȃ 

4. 1/ 2 ⱴ ̔ ⱴ VPN ᶏ ᵥ ⱴ ̆ҥ

ⱴ :DES:64-ᵝᾝᾝⱴ ȁ3DES:128-ᵝᾝᾝⱴ ȁAES:

ῃ ⱴ ̆ 128ᵝȁ192ᵝ 256ᵝ Ȃ 

5. 1/ 2 ̔ VPN ᶏ ᵥ ̆ҥ

Υάa5рέά{I!мέȂ  

6. 1 SA ̔ ֜ ̆ ṿ 28800 (8 )̆

ῂ VPN ̆ לּ ̆ לּ ῒז ֜ ץ Ḡ ῃȂ 

7. 2 SA ̔ ֜ ̆ ṿ 3600 (1 )̆

ῂ VPN ̆ לּ ̆ לּ ῒז ֜ ץ Ḡ ῃ 
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8. ῍ ̔ Auto (IKE) Ҭ̆ ῀ѿ ֜  άtǊŜ-ǎƘŀǊŜŘ YŜȅέ ᵝҬ̆

ᶛ test̆ ץ ῀ ᵝᾝ ֜ ̆ לּ ῀ ᵝ

ᾝ ֜ לּ VPN ֜ └; ᵝᾝ

֜ ῀ 30Ṏ Ȃ 

 

Manual- לּ ( ᶖ ) 

 

לּ .1 Manual ̆ ᶫ ⱴ ̆ Ҍ ᴋᵥ֜ Ȃ 

2. № ⱴ ά9ƴŎǊȅǇǘƛƻƴ Y9¸έץ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ Y9¸έԋ ̆ ץ ῀ ᵝᾝ

֜ ̆ לּ ῀ ᵝᾝ ֜ לּ VPN

֜ └; ᵝᾝ ֜ ῀ 23Ṏ Ȃ 

3. άLƴŎƻƳƛƴƎ {tLέ֜ ұץ άhǳǘƎƻƛƴƎ {tLέ ֜ ұ̆ ұ VPN 

ở ; Incoming SPI ̆ VPN ở Outgoing SPI 

ұ̆ Outgoing SPI ұ̆ Ӟ VPN ở Incoming SPI 

ұ˻ 

 

- ᶫ ᶏ IKE ᶏ   
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1. VPN Ҭ̆№∟ Mainץ  Aggressivê ̃ ̆Main mode

VPN VPNᵬ ̆ ғ ῒז VPN ởᶏ Ȃ 

̂Aggressive Modẽ̔ ở ̆ ᶏ לּ IP ̆ ԅⱴ ῒ

ῃ └Ȃ 

2. ᶏ IP Header ̔ ̆╚ VPN Ҭ VPN  IP

(IP Payload compression Protocol)Ȃ 

3. Ḡ ̔ ̆╚ VPN Ҭ Ḡ VPN Ҍ Ҭ ̆

ᶏ №Ὲ ᶏ ̆ IPᵝ ᶏ Ȃ 

4. AH ̔AH (Authentication Header) ̆ MD5/DSHA-1Ȃ 

5. ᾛ NetBIOS ̔ ̆╚ VPN Ҭ NetBIOS 

Ȃ̆ ꜛ ̆ᵖ ᵤ VPN ⱴ ˻ 

6. ᾛ ẻ NAT̔ ᾛ VPN ץ ᵝ ╠ NAT └ 

7. ẻ ⱳ (DPD)̔ ̆╚ VPN Ҭ ỹ HELLO/ACK 

ᶖẻ VPN ῄ ׅ Ȃ ѿ ╚ VPN ּל ̆

Ῥ Ȃᶏ ץ ѿ DPD ỹ ̆ ṿ 10 Ȃ 

8. ̔VPN Tunnel ⱳ Ȃ 

̆ ỹ ICMP VPN ᵊ Һ ̆ ᵊ ⌠

ӊ Ӟ ץ Ȃ ẻ ṿ̆ VPN ᵊ ̆

∞ VPN Ȃ Һּל VPN ѿ ̆ Ῥѿלּ

VPN ̕ לּ ѿ ̆ Ῥ VPN Ȃ 

ᵊ ̔ ẻ ᵝ ̆ ᵊ ᵝ ғץ
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⌠ ( ץ ῀ VPN remote Sever LAN IP̆ ICMP

ᵊ ᵝ )Ȃ 

̔ ẻ ( )̆ ṿ 30 Ȃ VPN ̆

30 Ҟ ICMPẻ ᵊ Ȃ 

ẻ ̔ ẻ ̆ ṿ ԓ Ȃ ẻ

̆ ᵊ ̆╚∞ VPN Ҭ ˻ 

 

ń DPDⱳ ̆ Ḡ VPN ȂҌ ̆ ⱳ Ҍ

VPN ở ΐở IPSec ̆ VPN ץ̆ VPN ȁҥғ

Ȃ 

11.1.2.2.  

Ҋץ ̆ ֲ ץ VPN ӊ ѿ VPN Ȃ 

ץ ѿ VPN ᶫѿṎ ᶏ (Tunnel) ѿ ᶏ

(Group VPN)( )Ȃ ѿ ᶏ ╚ ץ Ṏ∟ ̆ ѿ

ᶫѿ ᶏ ץ̆ Ȃ 

 

̂Tunnel̃ :  

 

 

: VPN ῂ ӊ VPNⱳ ̆ Tunnel

Ȃ 

: ̆ XXX Officĕ ѿṎ҉ץ

ףּ̆ ѿṎ Ҍ ᾧץ̆  

: ῒז VPN ở ̆ ѿ֓ ở

Һ ҥẠ ̆ ≠ ˻Ȃ 

VPN׃ ᵝ ץ : ѿṎ׃ ᵝ Ạ VPN  

:  ̆ VPN Ȃ ̆
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Ῥץ Ȃ 

(Local Group Setup)  

№ ( Local Security Gateway Type ) № ( Remote Security 

Gateway Type) Ȃ 

 

№ ̔ ̆ ԓ ᵬ ̆№∟ : 

ἑ IP 

IP + Domain Name(FQDN)  

IP + E-mail (USER FQDN)  

לּ  IP + Domain Name(FQDN)  

לּ  IP + E-mail(USER FQDN)  

№ ( Local Security Gateway Type )

№ ( Remote Security Gateway Type) Ȃ 

(1) ἑ IP:  

ἑ IP  ̆ ῀ IPᵝ ץ ̆

VPN WAN IPβ ̆ לּ ῀ ῂ̆ Ҍ

Ȃ  

 

(2) IP + Domain Name(FQDN) : 

IP+ ̆ ῀ ץ IPᵝ

VPN WAN IPβ ̆ לּ ῀ ῂ̆

Ҍ Ȃ FQDN Һ ץ ̆

Ӟ Internet҉ ץ ⌠̆  vpn.server.comȂ IPᵝ

ץ VPN ῃ ץ

Ȃ 

 

(3) IP + E-mail(USER FQDN) :  

IPᵝ ⱴ҉ ᴆ ̆ ῀ IPᵝ ץ
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ᴆᵝ ץ ̆ VPN WAN IPβ ̆

לּ ῀ ῂ̆ Ҍ Ȃ 

 

לּ (4) IP + Domain Name(FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ

VPN̆  ̆ VPN VPN ᵬ VPN  ̆ VPN 

 ҥ VPN ; 

VPN̆ ῀ Ȃ 

 

לּ (5) IP + E-mail  (USER FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ

VPN̆ ᶏ Ҍ ῀ IPᵝ ̆ VPN VPN 

ᵬ VPN  ̆ VPN  ҥ VPN ; 

VPN̆ ῀ ᴆ ⌠ E-Mail ᵝ

ᵝҬ Ȃ 

 

ῃ ̔ VPN Ҋץ̆ Ṏ

̆ ҥ : 

(1)IP β  

ᾛ VPN ̆ ῀ IPᵝ

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.1.0 IPᵝ

ץ Ȃ 
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(2)  

ᾛ VPN ̆ ѿ ԍ

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.1.0̆

255.255.255.0 ץ VPN Ȃ 

(3)IP β  

ᾛ VPN ̆ ῀ IP

ץ Ȃ 

 

҉ץ : VPN ̆ 192.168.1.0~254 

IPᵝ ץ Ȃ 

̂Remote Group Setup̃ :  

 

№ ( Remote Security Gateway Type) № ( Local 

Security Gateway Type) Ȃ 

 

: ̆ ԓ ᵬ ̆№∟ : 

ἑ IP 

IP + Domain Name(FQDN)  

IP + E-mail (USER FQDN)  

לּ  IP + Domain Name(FQDN)   

לּ  IP + E-mail (USER FQDN)  

(1) ἑ IP:  
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ἑ IP ̆ ῀ IPᵝ ץ ̆  

 

ᶏ Ҍ IPᵝ ̆╚ ץ DNS 

Resolve ᶖ DNS IP ᵝ Ȃҥғ Summary 

Ҋ ₮ IPᵝ Ȃ 

Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃҥғ

Summary Ҋ ₮ IPᵝ Ȃ 

 

(2) IP + Domain Name(FQDN) : 

IP+ ̆ ῀ IPᵝ ץ

 FQDN Һ ץ ̆ᶏ ץ ῀ѿṎ

FQDN Ȃ IPᵝ ץ VPN

ῃ ץ Ȃ 

 

ᶏ Ҍ IPᵝ ̆╚ ץ DNS 

Resolve ᶖ DNS IPᵝ Ȃ Internet҉ ץ

⌠Ȃҥғ Summary Ҋ לּ ₮

IPᵝ Ȃ 
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Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃҥғ

Summary Ҋ ₮ IPᵝ Ȃ 

 

(3) IP + E-mail (USER FQDN) :  

IPᵝ ⱴ҉ ᴆ ̆ ῀ IPᵝ ץ

ᴆᵝ ץ ̆ 

 

ᶏ Ҍ IPᵝ ̆╚ ץ DNS 

Resolve ᶖ DNS IPᵝ Ȃҥғ Summary 

Ҋ ₮ IPᵝ Ȃ 

Ӟ ץ Multiple DNS Resolved ᶖ DNS IP ᵝ Ȃҥғ

Summary Ҋ ₮ IPᵝ Ȃ 

 

לּ (4)  IP + Domain Name(FQDN) :  

ᶏ לּ IPᵝ VPN ̆ ץ לּ IPᵝ ⱴ
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҉Һ ץ Ȃ 

 

לּ (5)  IP + E-mail (USER FQDN) : 

ᶏ לּ IPᵝ VPN ̆ ץ

VPN̆ VPN VPN ᵬ VPN  ̆ VPN 

 ҥ VPN ; ῀ ᴆ ⌠

E-Mail ᵝ ᵝҬȂ 

 

IPSec Setup 

 

 

ᴋᵥⱴ └ ̆ ῄṎ VPN ⱴ └ ץ ̆ҥ ỹ Ҭ

ⱴ҉ IPSec ̆ Ṕ ⱴ  άƪŜȅέȂVPN ᶫԅץҊԋ ⱴ ̆№∟

ץ ( Manual)לּ IKE ⱴלּ - IKE with Preshared Key (automatic)Ҋ Ȃ 

 

: 

VPN ᶏ ᵥ ⱴ ץ ̆ ѿ ֜ ̆ҥ
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֜ ; לּ Auto (IKE) לּ Manual ԋ ̆

ῒҬѿ ˻ 

 

 

1. ᶏ IKE : 

IKE ῍ ᶖⱴ ᶏ Ȃ ῃ PFS(Perfect Forward Secrecy)

̆╚ Ῥ ԋ IKE ԋ ῍ Ạ ѿ ⱴ Ȃ PFS ̆

brute forceᶖ (hacker) ῂ̆ ѿ ⌠ ԋ Ȃ 

2. ῃ (Perfect Forward Secrecy)̔ PFS ̆ VPN ở VPN Client 

Ӟ PFS ⱳ Ȃ 

3. 1/ 2 DH ̔ ץ Diffie-Hellman : Group1 Group2/Group5Ȃ 

4. 1/ 2 ⱴ ̔ ⱴ VPN ᶏ ᵥ ⱴ ̆ҥ

ⱴ :DES:64-ᵝᾝᾝⱴ ȁ3DES:128-ᵝᾝᾝⱴ ȁAES: ῃ

ⱴ ̆ 128ᵝȁ192ᵝ 256ᵝ Ȃ 

5. 1/ 2 ̔ VPN ᶏ ᵥ ̆ҥ

Υάa5рέά{I!мέȂ  

6. 1 SA ̔ ֜ ̆ ṿ 28800 (8 )̆ ῂ VPN

̆ לּ ̆ לּ ῒז ֜ ץ Ḡ ῃȂ 

7. 2 SA ̔ ֜ ̆ ṿ 3600 (1 )̆ ῂ VPN

̆ לּ ̆ לּ ῒז ֜ ץ Ḡ ῃ 
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8. ῍ ̔ Auto (IKE) Ҭ̆ ῀ѿ ֜  άtǊŜ-ǎƘŀǊŜŘ YŜȅέ ᵝҬ̆ ᶛ

test̆ ץ ῀ ᵝᾝ ֜ ̆ לּ ῀ ᵝᾝ ֜

לּ VPN ֜ └; ᵝᾝ ֜ ῀ 30Ṏ

Ȃ 

 

Manual- לּ ( ᶖ ) 

 

לּ .1 Manual ̆ ᶫ ⱴ ̆ Ҍ ᴋᵥ֜ Ȃ 

2. № ⱴ ά9ƴŎǊȅǇǘƛƻƴ Y9¸έץ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ Y9¸έԋ ̆ ץ ῀ ᵝᾝ

֜ ̆ לּ ῀ ᵝᾝ ֜ לּ VPN ֜

└; ᵝᾝ ֜ ῀ 23Ṏ Ȃ 

3. άLƴŎƻƳƛƴƎ {tLέ֜ ұץ άhǳǘƎƻƛƴƎ {tLέ ֜ ұ̆ ұ VPN ở

; Incoming SPI ̆ VPN ở Outgoing SPI ұ̆

Outgoing SPI ұ̆Ӟ VPN ở Incoming SPI ұ˻ 
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Advanced( ᵬ )- ᶫ ᶏ ֜לּ ᶏ (IKE Preshareed Key Only)  

 

1. VPN Ҭ̆№∟ Main ץ  Aggressive ̆Main mode VPN 

VPNᵬ ̆ ғ ῒז VPN ởᶏ Ȃ 

̂Aggressive Modẽ̔ ở ̆ ᶏ לּ IP ̆ ԅⱴ ῒ ῃ

└Ȃ 

2. ᶏ IP Header ̔ ̆╚ VPN Ҭ VPN IP

(IP Payload compression Protocol)Ȃ 

3. Ḡ ̔ ̆╚ VPN Ҭ Ḡ VPN Ҍ Ҭ ̆ ᶏ

№Ὲ ᶏ ̆ IPᵝ ᶏ Ȃ 

4. AH ̔AH (Authentication Header) ̆ MD5/DSHA-1Ȃ 

5. ᾛ NetBIOS ̔ ̆╚ VPN Ҭ NetBIOS Ȃ̆

ꜛ ̆ᵖ ᵤ VPN ⱴ ˻ 

6. ᾛ ẻ NAT̔ ᾛ VPN ץ ᵝ ╠ NAT └ 

7. ẻ ⱳ (DPD)̔ ̆╚ VPN Ҭ ỹ HELLO/ACK ᶖẻ

VPN ῄ ׅ Ȃ ѿ ╚ VPN ּל ̆ Ῥ Ȃᶏ

ץ ѿ DPD ỹ ̆ ṿ 10  

8. ̔VPN Tunnel ⱳ Ȃ 

̆ ỹ ICMP VPN ᵊ Һ ̆ ᵊ ⌠ ӊ Ӟ

ץ Ȃ ẻ ṿ̆ VPN ᵊ ̆ ∞ VPN

Ȃ Һּל VPN ѿ ̆ Ῥѿלּ VPN ̕ לּ ѿ

̆ Ῥ VPN Ȃ 
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ᵊ ̔ ẻ ᵝ ̆ ᵊ ᵝ ғץ ⌠

( ץ ῀ VPN remote Sever LAN IP̆ ICMP ᵊ ᵝ

)Ȃ 

̔ ẻ ( )̆ ṿ 30 Ȃ VPN ̆ 30 Ҟ

ICMPẻ ᵊ Ȃ 

ẻ ̔ ẻ ̆ ṿ ԓ Ȃ ẻ ̆

ᵊ ̆╚∞ VPN Ҭ ˻ 

 

ń DPDⱳ ̆ Ḡ VPN ȂҌ ̆ ⱳ Ҍ VPN ở

ΐở IPSec ̆ VPN ץ̆ VPN ȁҥғ Ȃ 
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11.1.3. PPTP  

ᶫ Window XP/2000/Vista PPTP Qno / Ạ ̆ ᶏ

VPN Ȃ 

 

 

 

PPTP ץ :ףּ  PPTP ə Ȃ 

PPTP ᶏ IP : ῀ PPTP IPβ ̆ῒ ᶏ ѿṎ

῀ ῀ IPȂ 
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IPᵝ : ῄ ῀ ṿȂ 

IPᵝ : ῄ ῀ ṿȂ 

ʆ ˻ Ҍ DHCPə IP ˻ 

̔  

ᶏ : ῀ ᶏ Ȃ 

῀ : ῀ ᶏ ̆ Ῥ ᶏ Ȃ 

IPᵝ ̔ (1) № ̔ PPTP ᶏ IP ӊῂ̆ № Ṏ IP

ⱳ Ȃ 

(2) ipᵝ ̔ ѿṎ ⱳ ̆ PPTP ᶏ

IP ӊῂ № ⌠ ѿṎ IPᵝ Ȃ 

ʆ ˻ 

╠ PPTP IP ̆Ҍ ῃ № ̆ ῃ

IP̆ ╠ȉ Ȋ ֓ № ̆ ֓

IPȂ 

ⱴ῀⌠ ↓ :  ҉ Ҋ ↓ ӊҬȂ 

 

PPTP ̔ ⱳ ᶏ ̆ ᶏ ȁ IP PPTP
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11.1.4. VPN ⱳ ̂VPN Pass Through̃ 

 

IPSec VPN ⱳ

: 

 ̆╚ᾛ PC ᶏ VPN- IPSec VPN 

Ḃץ VPN ở  

ᶖ  ( ᶖ ) 

 

ᶖ ̔( ᶖ ) 

VPN ץ Cisco VPN Server Cisco VPN Client Ҋ

̆ VPN ServerҌ ᾢ ῄ ѿṎ IPᵝ

ץ ѿṎ Source Port ԋ ̆ ץ ԋ

Source Port̆ Change Source Port ᶖץ UDP 

500 Source Port Source Port ̆ Fixedף

Ҍ Source Portׅ ץ UDP 500  

PPTP VPN ⱳ

: 

 ╚̆ᾛ PC ᶏ VPN-PPTP VPN 

Ḃץ VPN ở Ȃ 

L2TP VPN ⱳ

: 

 ╚̆ᾛ PC ᶏ VPN-L2TP VPN 

Ḃץ VPN ở Ȃ 

ḱ Ҋ ά έ ᾌ Ҋ ά έ ҌẠᴋᵥ Ȃ 
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11.2. QnoKey 

׃ Qno VPN ∆ ץ QnoKey ᵥ QnoKey

̆ ⱳ QnoKeyȂ 

11.2.1. QnoKey  

VPN ̆ QnoKeyⱳ , ₮ ╠ QnoKey ̆ Ҋ

̔ 

 

 

 

IPSec+QnoKey  IPsec+QnoKey ῍ Ȃ ᶏ ץ̆ ╠

Ȃ 

QnoKey  ᶏ ץ̆ ╠ Ȃᶏ ץ

IPSec QnoKey Ȃ 

̔ QnoKey  

̔ QnoKey   

IPᵝ ( ) ᵊ IPᵝ ᶏ  
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̔ QnoKey ᶏ , ӄᶏ ╚ ӄ 

▼ ̔ QnoKeyᶏ ̆╚ ᶏ ▼  

ᶏ ֲ ҉ ᾛץ ̔ └ QnoKey  

ֲ  └ QnoKey  

҉ֲ ̔ ╠ ҉ ᶏ QnoKey  

̔ QnoKey ᶏ ↓  

≡  ≡ ѿ ᶏ ╚ 

⌠   

 

ᵝ 
 

Qnokey ̔ ⱴ  

≡ ̔ Ȃ 

11.2.2  

Ҋά Qnokey έ ̆ ῀ά έ ̆ Ҋ Ȃ 
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Ṏ Һ ᶖ QnoKey Ȃ ̆ ȁ ȁᶏ ҉ ֲ ȁ

Ḡ ̆ QnoKey Ḃץ̆ QnoKeyᶏ № ̆ ῒ ῃ Ȃ 

 

̔ ̆ Ȃ 

̔ QnoKey Ȃ 

׃ ᵝ ̔ 
̆ҥ IP

ᵝ ( DDNS )Ȃ ╚Ҍ

IP̆ ᾧץ VPN Ҍ ⱳȂ ᵬ ᾛ

ѿ ᶖ̆Ḃ ᵬȂ 

1̆ ╚ QnoKey 1

ᶖȂ 1̆ 2̆╚ᾛ QnoKey

1 2 VPN̆ 1 ╚

לּ 2̆ᵬ VPN ở Ȃ 

̔ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 162 

Â , IP , 

לּ ₮ IP, Ҍ Ῥ ῀Ȃ 

Â , DHCP/PPPoE ῒ

ז , ╚ ῀ IP ᵝ (

DDNS )Ȃ 

̔ 
QnoKey ᶏ Ȃ 

QnoKeyᶏ ̆ άŦƻǊŜǾŜǊέ̆

ᶏ ӄᶏ Ȃ 

ᶏ ̆ ᶫ ₮ לּ ᶏ ̆

Ḡ VPN ῃ̆ QnoKeyᶏ ̆

ᾛ άмϤффέ̆ Ȃ 

ᶏ ֲ ҉ ̔ 
╚ ᾛ └ QnoKey  

Key Ḡ ̔ 
Ҋ ⱳ Ҭ QnoKey ᵬ Ȃ 

QnoKeyҌ ̆ ҈ ᵬ άҌẠᴋᵥ

έȁά Keyῂ έ ά έȂ 

QnoKey ̆ ץ ѿ VPN ῃ Ȃ

άҌẠᴋᵥ έ ᵬ ̆╚ Key ̆ҌẠᴋᵥ

ᵬȂ 

ά Keyῂ έ ᵬ ̆  QnoKey Ῥ

VPN ̆ QnoKey Ȃ 

ά έ ᵬ ̆╚ Key ̆Ҍ Ῥ

҉ VPN̆ ῒ Ȃ 

 

Ҋά έ ╚̆ ά έ ▄ ᵬȂ ά ҉ѿ έ ҉ѿ Ȃ 

Ҋά έ ̆ ₮ѿṎ ̆ ⱴ ̆ ά έ ⱴ ѿ

Ṏ ╚̆ ά έ ⌠ QnoKey Ȃ Ҋ Ȃ 
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QnoKey ₮▄ Ȃ Ҋ Ȃ 

 

╚ ̆ ѿ ╚ ₮ ά έ ά έ Ȃ ά ᶏ έ ̆╚

╚ ↓ Ȃ ά έ ḱ Ȃ ̆≡ Ȃ 

11.2.3 ↓  

ά έ ̆ ╚ ↓ Ȃ 
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̔ Ȃ 

̔ ̆ QnoKey Ȃ 

QnoKey ↓ ̔ QnoKey ↓ Ȃ 

̔ QnoKey Ȃ 

̔ QnoKey ̆ά έ ҉̕άҌ

҉έ ҉ ᶏ Ȃ 

Key Ḡ ̔ QnoKey ̆╚ QnoKey ᵬȂ 

̔ ̆QnoKey MACᵝ ҉ᶏ

̆Ҍ MACᵝ ̆ ᶏ QnoKey 

MACᵝ ̔ ⱳ ̆ QnoKey MACᵝ

̆Ҍ MACᵝ ̆ ᶏ QnoKey 

≡ ̔ ≡ ѿ QnoKey  
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QnoSoftKey 

 

Qno USB Key̆ḣ Ӟ ᶫԅ ѿ Ҍ USB Key̆ ғΐ ⱳ

QnoSoftKey̆ ҉ ⱴ ̆ҥғ ᶖ ᾟ Ȃ 

 

 

ᶏ ̔ ῍ ȉѿ ᶏ Ȋȁȉ ᶏ Ȋȁȉ ᵞ ᶏ Ȋ҈

̆ ṿ ѿ ᶏ ̆ Ҋ̆

Ҍ ѿ ᶏ Ȃ 

 

ᶏ ̔ ᶏ Ҋ  ̆

ץ ȉ ᵞ ᶏ Ȋ ᶏ ץ ̆ᵖ

ᵞ ᶏ ץ ̆ ᶏ ׅ ⱳ

Ȃ 

 

ᵞ ᶏ ̔ ᶏ ̆ ғ

ᶏ ╧ ̆ҥғ Ҋ̆ ╧ ῒז

Ȃ 
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̔ ῀ Ȃ 

 ῀ Ȃ 

Ῥ ῀ ̔ Ῥ ῀ ῀ Ȃ 

ᾛ ̔ ῀ ᾛ ̆ 24 ̆ ῀ 00̔ 00⌠

00̔ 00Ȃ 

MAC ̔ ῀  / MAC ⱴץ̆

ῃ ̆ Ҍ ῃ Ҍ ῀ᴋᵥ ṿȂ 

ⱴ῀⌠ ↓ ̔ ῂ ⱴ῀ Ҋ ↓ ҬȂ 

≡ ̔ ≡ ↓ Ȃ 

 

VPN  

 

Qno / QnoSoftKey / / ӊ ̆ ҉

̆ ╠ QnoSoftKey QnoKey Ҭ̆ ץ ץ QnoKey

ᴆᾣ Ҭ ̆ Qno ȉҊ Ȋ̆ףּ QnoKey Ҋץ Ҋ

Ȃ 

 

QnoKey ᾣ ̆ ᾣ ῀ᾣ ӊ ̆ לּ Ҋ ̔ 

 

ӊ Ҋץ  
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QnoKey ̆ QnoSoftKey QnoKey ӊ

Ҭ̆QnoKey ╚ QnoKey ̆ ץ ᶏ QnoSoftKey̆ ╚Ҍ Ῥ

QnoKey ̆ QnoKey Ȃ 

 

QnoKey ӊ ̆ ̆ ҊȉҊѿ Ȋ ̆

ҥғ Ῥ ₮ Ҋ  

 

 

Ҋ ̆ ₮ ∆ Ҋ 
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ᶏ USB Key QnoSoftKey ̆ ץ Ҋ ᵝ ȉQnoSoftKeyȊ ̆

῀ ῀ Ҋ  
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῀ Qno / IP̆ ץ ӊ╠ Qno / Ҭ ῀ ᶏ  

 

Qno / IP WAN IP̆ ᵰ ῀ / Ҭ ⌠̆ ṎWAN IP̆

╚ ᴋᵥѿṎWAN IP  ( Ҋ ) 
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῀ Ҋȉ ῀Ȋ ӊ ̆ ῀⌠ ở לּ Ҋ  
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Ҋȉ Ȋ ̆ QnoSoftKey ̆ҥғ ᵝҬ (

Ҋ )̆ ̆╚ ⌠҉ѿ ῀ IPȁ  
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ᶭ Ҋ ̔ 

Start connection and challenge response protocol ҥ  

Get challenge from router ⌠ /  

Send response to router  

Got preshared key and IPSec SA data ῍  IPSec SA  

Set up VPN tunnel  VPN  

Establishing VPN connection to router  VPN ⌠  

VPN connecttion OK VPN ⱳ 

VPN ⱳ̆╚ ȉVPN Connection OKȊ ῂ Ҋ  
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Ҋ ↓ Q Ӟ ₮ȉ Ȋ ץ̆ Q Ҭ ѿ Ҋ  

 

Ҭ ̆ ῂ Ҋᶖ̆ҥ ף

ֲףּ Ȃ 

 

Ῥ ̆ Ḡ ῃ̆ ȉҬ Ȋ  VPN ̆ ⱳ

₮ ȉDisconnect VPN OKȊ Ҋ Ȃ 
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Ҋ ↓ Q Ӟ ₮ȉ Ȋ ץ̆ Q Ҭ ѿ  

ʆ ˻ 

̆ ▼Ҋ ↓ Ҋ  

Q ҉ Ҋ ₮ Ҋץ ̔ 

 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 175 

ʆ ̔ ╠ QnoKey Ҋ Ȃ 

 

ʆ Windows לּ לּ ̔ ̆╚Ҋ ̆ לּ QnoSoftKey  

ʆ ̔ QnoSoftKey  

ʆ ῀̔ ῀ IPȁᶏ  

ʆ ̔ VPN  

ʆ ₮̔ Ṏ QnoSoftKey  

 

QnoSoftKey  

 

QnoSoftKey ᶏ ̆ ף ḣ ̆ ט

ӊ ̆ ѿ ̆ ȉ Ȋ ῀Ҋ ᵝҬҥ Ҋ

̆ ӊ ̆ ⱳ QnoSoftKey ᶏ Ȃ 
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11.3. QVM VPNⱳ  

QVM ↓ VPN ᶫԅ҈ Ḃ≠ ⱳ ̔ 

1. SmartLink IPSec VPN̔ VPN̆ ỹף VPN ̆ ᵊ IPȁ

ץ Ȃ 

2. Ҭ ⱳ ̔ №Ὲ VPN ғ VPN Ҭ ̆

῀ Ạ Ȃ 

3. VPN ởᴍ └̔ ISP №Ὲ Ὲ ỹ ≠ Ȃ 
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11.3.1. QVMҬ ᵊ  

QVMⱳ ᵊ ̔ 
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̔ ѿ ̆ ῀ ᶏ ̆Ҭ  

:/Ῥ ῀ ̔ ѿ ̆ ῀ᶏ Ῥ ᶏ  

IPᵝ / : VPN ῂ ѿṎ IPᵝ ץ ̆

Ạ QVM  

VPN Hubⱳ ̔ № ̆ ץ № ӊ ԑ ԑ ̆Ҍ Ῥ № ở

ӊ ̆ Ḃ ̆ ȂҌ ISP Ḥ

Ҭ ̆ Ҍ ̆ VPN Ȃ

ḣ ⱳ ̆ ֲ ץ └Ҍ №

ԑ ̆ ⌠ ⱳ Ȃ 

:  

ⱴ῀⌠ ↓ : ῀  

≡ : ≡ ᶏ  

ḱ Ҋ ά έ ᾌ Ҋ ά έ ҌẠᴋᵥ Ȃ 

 

11.3.2. QVMҬ ̂QVM ̃ 

ץ VPN Ȃ 
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: Ȃ ̆

̆ QVM  

: QVM VPN Ȃ ̆  

׃ ᵝ : QVM VPN ѿ WAN ᶖẠ QVM  

: QVM  

: QVM  

: QVM  

└: QVM ̔ -Waitinğ -Disconnect

QVM ҥ -Disable ⱳ ̆ QVM  

̔ Ҋ Edit ̆ ⌠ Ҭ̆ ḱץ ῒҬ  

11.3.3. QVM ( ᶖ ) 

QVMⱳ : 

VPN VPN QVM Ȃ 
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QVM ̔ ῀ QVM ףּ Ҭ  

̔ ῀ QVM ּף Ҭ  

Ῥ ῀ ̔ Ῥ ῀ѿ  

QVM VPN̂ Ҭ IPᵝ לּ

̃̔  

῀ QVM VPN ףּ IPᵝ  

̔ ᵝ ץ ⌠ QVMⱳ  

Ḡ ̆ ( )№ לּ ⱳ QVM ̆ Ȃ
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 1~60№  

QVMở ̔ ̆QVMở ⱳ Ȃ ץ ῀ ҈

Ṏở IP ̆ѿ Ҭ ףּ VPN

ѿṎWAN לּ VPN ̆ Ḡ VPN ףּ Ҍ

̆Ḡ ỹ ῃ 

̔ 

QVM ̔ 

֓ Ҋ 443 Port ᶏ ̆ ᴑ E-Mail Forwardinğ

ץ ԅ ᾧ QVMᶏ ̆ ץ QVM ῒ

ⱴז  10443 Port 

ḱ Ҋ ά έ ᾌ Ҋ ά έ ҌẠᴋᵥ Ȃ 
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ԋȁῒז ⱳ  

׃ ⱳ ̆ ῂ ᵊ ᶫWeb/FTP ףּ ̆ ץ ᵊ

̆ № ᶫ ץ לּ ̆ѿ ѿ NA ⱳ

IP IP ץ̆ לּ ףּ ISP לּ Ὲ IP Ҋ Web/FTP

ᵊ Ȃ 

12.1 DMZ/ ᵊ  

 

12.1.1 DMZ  

Gigabit ῂ PC IP ῀⌠ DMZ ̆ WAN IPᵝ

PCᶏ ̆Ӟ WAN ᶖ ̆ Ҍ ῂ ᴋᵥѿ PC̆ ỹ ⌠ PC҉Ȃ 
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ᶏ ά5a½Һ έⱳ ̆ ⱳ IP ῀άлέ ̆ Ả

ⱳ ᶏ Ȃ 

ά έ ᾌ ▄ לּ ḱ ῂ Ȃ ά έ ▄ לּ ḱ

ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

12.1.2 ᵊ  

ῂ ᵊ ̂ Һףּ WEBȁFTPȁMail ̃̆ Ṏⱳ ᵊ Һ

̇ ᵝ ̆≠ Gigabit IPᵝ ̆ ףּ ̆̂ WWW 80 ̃̆

⌠ῂ IP ᵊ Ȃᶛףּ Ҭ̆ ῀ᵊ ᵝ ̆ 192.168.1.2ғ 80 ̆

ᶖ Ṏ ῀̔ 

http̔//220.130.188.45 (Ẋ Gigabit IP ᵝ ) 

̆ Gigabit Ὲ IPᵝ ⌠ 192.168.1.2 Һ ҉ 80 ԅȂ 

ῒז ᵊ ̆ ҉ץ ̕ ᵊ ףּ ץ Һ IPᵝ ῀ ˻ 

 

ףּ ̔ ᵊ ףּ ↓ ̆ WWW

80(80~80)̆  FTP 21~21̆ ףּ ↓ ˻ 

http://220.130.188.45/
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IP ᵝ ̔ ҉ ᵊ ῂ IPᵝ ̆ 192.168.1.100Ȃ 

̔ WAN  

ⱳףּ ̔ Ȃ 

ףּ ≡ ףּ ̔ ↓ ̆ ≠ץ ⱳ ≡

ףּ ↓ Ȃ 

ⱴ ↓ ̔ ⱴ⌠ ףּ ῂ Ȃ 

≡ ףּ  

ףּ ↓Ҭ̆ ץ ά ףּ ≡ έ ≡ ףּ ↓

̆ Ҋ ̔ 

 

ףּ ̔ 
ףּ ⱴ῀↓ Ҭ̆ BT Ȃ 

̔ 
ףּ TCP UDPȂ 

ףּ ̔ 
ⱴ ףּ ῀Ȃ 

ⱴ⌠ ↓ ̔ 
ⱴ⌠ ףּ ῂ ↓ ̆ 100 Ȃ 
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≡ ףּ ףּ ̔ 
≡ ףּ ӊѿ ῂ Ȃ 

̔ 
ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ 
ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 

₮̔ 
ⱳ Ȃ 
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12.2 UPnP  

UPnP (Universal Plug and Play) └ ѿ ̆ ᶏ UpnP └

( Windows XP) ғ UpnP ⱳ ̆ ץ VPN UPnPⱳ ̆ ץ ҉

 UPnP Forwarding Ȃ 

UPnP ⱳ  UPnP Forwarding ⱳ ̆ ῂ ᵊ ̆ ץ ╠ ׃  

Forwarding ⱳ ̆ UPnP Forwarding Ҭ ȂҌ Ҍ ῀ Ȃ 

 

̔ UPnP ףּ ↓ ̆ WWW 80(80~80)̆ FTP

21~21̆ ףּ ↓ ˻ 

Һ IP ᵝ ̔ ҉ UPnP ῂ IPᵝ ̆ 192.168.1.100Ȃ 

ⱳףּ ̔ Ȃ 

ⱴ ≡ ̔ ≡ ↓ Ȃ 

ⱴ῀⌠ ↓ ̔ ⱴ⌠ ףּ ῂ Ȃ 

≡ Ҭ ̔ ≡ ףּ ӊѿ ῂ Ȃ 
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̔ ╠ UpnP Forwarding↓ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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12.3  

׃ לּ ץ Ȃ 
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ל12.3.1ּ  

RIP Routing Information Protocol ̆ RIP I / RIP IIῄṎ Ȃ ѿ ᶏ Ҭ̆

ѿṎ ( )̆ ץ ᴍ Ҍ ᶏ Ṏⱳ ȂRIP ᶏ Ҭ

Ṏ ̆ ῒҬӊ˟̆ Ҍ לּ ̆ ץ לּ ⱳ ̆ לּ

˻ 

RIP ѿṎ ̆ ץ ⌠ ӊ╠ Ṏ ᶖẠ

ỹ ∞ ̆ Ҍץ ᶖẠ∞ Ȃ ץ ̆ᵖ ҥҌѿ

Ȃ  

 

ᵬ ̔ ᵬ NAT Ȃ 

לּ RIP

ⱳ ̔ 

ά έלּ ᶏ RIPּל Ȃ 

ỹ לּ

ⱳ ̔ 

ԍ҉Ҋ ᶏ לּ Nonĕ  RIPv1̆  RIPv2̆  Both 

RIPv1 and v2 ᵬ ỹ לּ Ȃ 

לּ

ⱳ ̔ 

ԍ҉Ҋ ᶏ לּ  Nonĕ  RIPv1̆  RIPv2-Broadcast̆  

RIPv2-Multicast̆ לּ  Ȃ 

12.3.2  

ץ לּ ᶖ Ȃ № ῄ ̆ѿ ῂ Ҭ

Ҍ ̆ѿ Multi-WAN Ҭ Ṏ WANȂᶛ

⌠ Ҍ WAN Ҍ ISP ̆ ԅ ᾧ ֓ Ἕףּ ᴆᵊ ̆ ᵊ

Ҍ ѿ ISP ғ ISPӊ ԑ ̆ ᴆᵊ ᵊ Ҍ WAN̆
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ᾧ Ȃ Ṏ ᵌ Ạ Ȃ 

 

 ̔ ῀ IP ᵝ Ȃ 

̔ ⌠ ᵝ Ȃ 

̔ ⌠ ̆ Gigabit Ҋ

ԋṎ ӊѿ̆ 2̆ 1Ȃ( 15)Ȃ 

ᵝ ̔ ᵝ ̆ ᵝ WAN ֞ LAN Ȃ 

ⱴ⌠ ↓ ̔ ⱴ ╚⌠↓ ҬȂ 

≡ ̔ ≡ Ҭ Ȃ 

̔ ╠ Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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12.4 ѿ ѿ NAT   

ISP └( ADSL IP) ̆ ISP Ṏ IPᵝ ȂGigabit ᶫ

ԅ Gigabit WAN ץ ᾣ ATU-R( ) ᶏ ѿṎ IPᵝ ̆ ▼ IPᵝ ץ

⌠ Gigabit ῂ ᶏ ̆Ӟ ֓ ῂ IP̆ ᵖ Ạԅѿ ѿ ̆ ֓

⌠ IPȂ 

ᶛ ̆ Ὲ ῂ ῄ ῄ ҉ץ ά²9.ə έ̆ ῄṎ ῄṎ҉ץ IPᵝ ̆

ץ ≠ץ ⱳ ⌠ Ṏ IPᵝ ⌠ῂ Ṏ ᵊףּ IPᵝ ᶏ ˻ 

ᶛ  ̔ 5Ṏ IP ̆№∟ 210.11.1.1͘ 6̆ 210.11.1.1 Gigabit WAN1ᶏ ̆

ῒז Ṏ IP ∟№ץ ⌠ One to One NAT Ҭ̆ Ҋ ̔ 

210.11.1.2Ą  192.168.1.3 

210.11.1.3Ą  192.168.1.4 

210.11.1.4Ą  192.168.1.5 

210.11.1.5Ą  192.168.1.6 

 

˻ 

WAN IP Ҍ ѿ ѿ NAT IP ҬȂ 
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ѿ ѿ NATⱳ : ѿ ѿ NATⱳ  ά έלּ  ά έ Ȃ 

ῂ IP : IPᵝ IPᵝ Ȃ 

IPᵝ : IPᵝ IPȂ 

IP : ῀ Ṏ IPᵝ Ȃ 

ⱴ⌠ ↓ : ⱴ῀ ⌠ѿ ѿ NAT↓ ҬȂ 

≡ ↓ : ≡ ѿ ѿ NAT ╚Ȃ 

: ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

: ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ά έᾌ ╠ᵬӊלּ Ȃ 

 

˻ 
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ѿ ѿ NAT ᵬ ̆ ԅ ⱳ  ̆ LAN  Ὲ IP ᵊףּ

ԑ ҉Ȃ ᶏ Һּל ⌠ѿ ѿ NAT ᵊףּ ̆ ⌠

╚Ҭ ╚ ᴆȂ 

 

ѿ NAT  

№ῂ IPᵝ  / ̆ NAT ṎWAN IP₮ ̆ ᶖ Ῡ ∟ ףּ ̆

ץ ѿ NAT Ȃ 

 

ѿ NATⱳ : ѿ NATⱳ  ά έלּ  ά έ Ȃ 

ῂ IP : ῂ IPᵝ Ȃ 

IPᵝ :  (WAN) IPβ ̆ Ҋ ̆

IPᵝ Ҍ ӊῂ̆ Ȃ 
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̔ IP ̆̆ ҉ WAN IPβ Ҍ

ӊῂ̆ Ȃ 

ⱴ⌠ ↓ : ⱴ῀ ⌠ѿ ѿ NAT↓ ҬȂ 

≡ ↓ : ≡ ѿ ѿ NAT ╚Ȃ 

: ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

: ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ά έᾌ ╠ᵬӊלּ Ȃ 

 

12.5 DDNS-ּל  

 ά55b{έ ⱳ ץ QnoDDNS.org.cnȁDyndns.org 3322.org҈ לּ ⱳ

̆ῒ ԅ ᶏ לּ IPᵝ (Ӟ IP )ᶖ ᵊ ȁ

IPȂ ADSL PPPoE └ Cable Modem ᶏ WAN IPβ ISP ̆

ᶏ ԅ DDNS ̆ άǉƴƻΦ QnoDDNS.org.cnέ̆ ῒ DDNS Ҭ̆╚ Ping 

QnoDDNS.org.cn╚ ץ Gigabit IPȂғ ῂ ӊ ̆ףּ ᶏ

҉ qno. QnoDDNS.org.cn ץ ῀⌠ ῂ WEBȂ ⱳ ӊ╠̆

www.qno.cn/ddnsȁwww.dyndns.org  www.3322.org ₮ ̆ ҈Ṏ ףּ ῃᾧ ˻ 

̆ ԅ DDNSə Ҍ ̆ Gigabit Ṏ WAN ҈

DDNSẠּל IP Ȃ 
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̆ ά мέ̆ ά έ ῀ 1 DDNS ̆ WAN

DDNS Ȃ 



 
GGii gg aa bb ii tt   VVPPNN  
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̔ ᶏ  

Ῡ̔ №∟ ⌠ QnoDDNS.org.cnȁDyndns.orgץ 3322.org ҈ Ȃ 

DDNS ּל ץ ̔ףּ QnoDDNS.org.cnȁDyndns.orgץ 3322.org ҈ ( ץ ᶏ

)Ȃ 

ᶏ ̔ DDNS ףּ ᶫ ᶏ ȂQnoDDNᶏ ῀

̆ ̔abc.qnoddns.org.cnȂ 

̔ DDNS ףּ ᶫ Ȃ 

ᵊ לּ ̔ ̔ DDNS Ῡ ̆ abc.QnoDDNS.org.cn

abc.dyndns.orgȂ 
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ῂ ᵝ ̔ ╠ WAN ISPӊּל IPᵝ ̆ ⌠ ISP

IPᵝ לּ Ȃ 

̔ ╠ DDNS Ȃ 

̔ ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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12.6 MACᵝ  

֓ ISP ᶫѿ MAC ᵝ ( ᵝ )Ạ ISP № IP ᶏ ̆ Cable 

Mode Ȃ ̆ ᶏ ⱳ ᶫ ISP ᵝ (MACᵝ ̔00-xx-xx-xx-xx-xx) ῀

Ҭ̆Gigabit ץ MACᵝ ᵬ ISP IP ˻ 

 

̆ ά мέ̆ ά έ ῀ 1 MACᵝ ̆ᶏ

ץ ῀ ᶫ ISP ᵝ MAC̆ ά έ ᾌ ▄ לּ ḱ ῂ ̆

ά έ ▄ לּ ḱ ῂ ̆ ᵬ ᾌ ╠ᵬӊלּ Ȃ 

╠ ở₮ MACᵝ WAN MAC Ȃ 
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12.7 ῂ  

ḣ / ԅ ᶫ ᾄ Outbound Load Balance └ ̆ ⱴ῀ԅ

Inbound Load Balance (ῂ ) ⱳ └̆ № ῂ ᵊ ᶖ ̆ №

҉̆ᶏ ᶏ ⌠ ̆Ӟ ᾧ № Ҍ ȁ

Ҍ Ҭ ̆ ץ ѿ ở ῂ ȉ Ȋ Ȃ 

 

Ҋץ Ṕ ѿ˟ ᶖ Inbound Load Balanceⱳ Ȃ 

 

ʆ ˻ 

╠ḣ Inbound Load Balanceⱳ ̆ № ᾢץ ѿ ᵖ └̆

̆ ץ ḣ  (www.qno.com.tw) License Key ( ⱳ ) 

̆ ȁ ט ̆ҥғ ⱳ ῀ License Keyӊ ̆ Ҍ └ᶏ Ȃ 

 

1.ᾢ ȉ ΐȊ=>ȉLicense KeyȊ Inbound Load Balance ⱳ Ȃ 

 

ӊ ȉ Ȋ ᵝ ▼ ̆ ▼ ▼  ( ⌠ )̆ ⱳ

Ḃ Ῥ ̆ ῀ License Key ( ⱳ )Ȃ 

 

2.╠ ȉ ⱳ Ȋ ȉ ῂ Ȋ̆ Ҋȉ Ȋ Ȃ 
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3. ȉ ῂ Ȋⱳ  
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 4. Һ IP  

 

҉ DNS ּףῈ Host (Һ )/IP ץҊץᵬ̆לּ TWNIC ҉ ᶛ̆Ẋ Ὲ ╠

IP Ҋ̔ 

WAN1̔ ADSL Hinet 210.10.1.1 

WAN2̔ ADSL Seednet 200.1.1.1 

Domain Name̔ abc.com.tw  

Name Server(NS)̔ns1.abc.com.tw ( ѿ NS) /ns2.abc.com.tw (ԋ NS) 

 

╠ TWNIC ᶏ DNS Host/IPḱ  (http://rs.twnic.net.tw/index2.html) Ҋ  

 

 DNS ̆ҥғ Һ ῃ ῀̆ ⌠ WAN1 WAN2 IPβ ̆ҥ Ҋ ̆ ῃ

24  ( № ץ ) 

 

ʆ ˻ 

҉ TWNIC ̆ ᶭ Ῡ ISP Host /IP ˻ᵬלּ ῒז ISPף DNS

̆ ISP ᶫ ˻ 

 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 203 

5. /  

 

 

 

̔ ᶭ ᾢ  (Domain Name) Ῡ ᵝ ӊ ̆ ῀ ᵝ  (ᶛ

abc.com.tw)̆ Ҋ Ḃ לּ ₮̆Ҍ Ῥ ῀Ȃ 

̔  (Time To Live TTL) DNS  ( )( ṿ 0~65535)̆

̆ ╚ ⱴ ᵖ ̆ ץ ᶭ ᵬ

Ȃ 

̔ ᴆḤ ̆ᶛ test@abc.com.tw 

 

6. ᵊ ̔ ḱ ףּ  (NS Record) 

 

NS Record ᵊ ̆ ᶖ Ṏ DNSə ᶖ Ȃ 
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ᵊ  ̔ Ῡ ףּ  (NS Record)̆ᶛ ns1ȁns2Ȃ 

ᵝ ̔ WAN IP address ףּ IP Address̆ ҉ לּ ₮ ╠

WAN IP̆ ץ ̆ᵖ Ӟ ҉ TWNIC ᵬ

 (ᶛ ns1.abc.com.tw <=> WAN1̔210.10.1.1̆ ns2.abc.com.tw <=> WAN2̔200.1.1.1) 

 

7.Һ ̔ ḱ Һ  (A Record) 
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Һ ̔ Һ  (A Record) ᴑ ♅ ᶫ ףּ Һ Ȃᶛ mail ( ᴆᵊ

)ȁFTP ( ỹ ᵊ )Ȃ 

IP̔  A Record IP Address (WAN Port IP)Ȃ ṎWAN IP̆ ᶖ

ץ № Ṏ WAN IP ҉Ȃ 

 

8.∟ ̔ ḱ ∟ (CN Record) 

 

ᾛ Ṏ ⌠ ѿ Ȃ ᶫWWW Mail ףּ Ȃ 

 

ᶛ ̆ ѿ  άƘƻǎǘΦƳȅŘƻƳŀƛƴΦŎƻƳέ ό! ǊŜŎƻǊŘύȂ ᶫWWW Mail ̆ףּ ԅḂ

Ȃףּ ץ ῄṎ∟ (CNAME)̔ WWW MailȂ ῄṎ∟ ῃ άǿǿǿΦƳȅŘƻƳŀƛƴΦŎƻƳέ

άƳŀƛƭΦƳȅŘƻƳŀƛƴΦŎƻƳέȂ Ṕז҉  άƘƻǎǘΦƳȅŘƻƳŀƛƴΦŎƻƳέȂ  

 

ץ Ṏ ѿᵊ IP̆ ץ ѿṎ Ạ A record
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ᵊ IP̆ ῒז Ạ∟ ⌠ӊ╠Ạ A record  ҉̆ ᵊ IPᵝ

̆ Ҍץ ѿṎѿṎ ԅ̆ Ạ A record Ṏ ̆ῒזẠ∟

֓ Ӟ לּ ⌠ IPᵝ ҉Ȃ 

 

 

 

∟ ̔ ∟ ↓ Һ  (A Record)̆ ץ ∟ Ȃ 

̔ Һ  (A Record) Ȃ 

 

9. ᴆ֜ ̔ ḱ ᴆ֜  (MX Record) 

 

ᴆ֜ ̆ ѿṎ ᴆᵊ ̆ ᴆ ᴆ Ḥֲ ᵝ ᶖ ᵝ ᴆᵊ

Ȃᶛ ̆ Internet ҉ ѿ Ḥ  user@mydomain.com ̆ ᴆ DNS

mydomain.com Ṏ MX ̆ MX ̆ ᴆ ⌠ MX

ᴆᵊ ҉Ȃ 

 

 

 

Һ ̔ ᴆҺ № Һ Ȃ 

̔ ᴆҺ ӊᾄᾢ ץ̆ ṿ ᾄᾢȂ 

ᴆ ᵊ

̔ 

ӊ∟ Һ (A Record) Һ ̆ ᴆҺ Ȃ 
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҉ ̆ Ҋ ᶏ ṿ ̆ ӊ ̆ Ҋ DNS ףּ ᶏ

ףּ Ạ Ȃ 

 

10. ╚Ҭ DNS Query (DNS ףּ ) 

 

╚Ҭ̆ ѿ ᾛ ╚̆ ῂ WAN DNS ףּ Ȃ 

 

ᵬ̔ ȉᾛלּ└ ȊȂ 

̔ Ҋ Ҭ ȉ DNS [UDP/53~53] ȊȂ 

̔ ᶭ DNS ̆ ȉ ȊȂ 

ᵝ ץ ̔ WAN IP WAN Ȃ 

ᶖ IPᵝ ̔ ȉAnyȊȂ 

IPᵝ ̔ ᵝ Ῡ WAN IP̆ ᶛᶖ҉ץ 210.10.1.1Ȃ 

̔ ȉ ȊȂ 

 

11. ⱳ ᵊ Ҭ̆ A Record ῂ IP ףּ Ȃ 
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̔ A Recordᵊ ᶫ ףּ ᵬ ̆ᶛ Mail SMTP 

[TCP/25~25]Ȃ 

ῂ IPᵝ ̔ ῀Һ (A Record) Һ ῂ IPᵝ ̆ᶛ Mailᵊ ῂ

IP 192.168.8.100Ȃ 

ᵝ ̔ Һ (A Record) Һ WAN IP WAN Ȃ 

̔ Ȃ 

ⱴ῀⌠ ↓  ̔ ҉ץ ҥⱴ῀ Ҋ ↓ ӊҬȂ 
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12.7 ᵘ ARP  

 
ᵘ ץ ῂ Ὲ ̆ ≠ Ὲ ȁᴑ Ὲ ̆ ῂ

ҥ ̆ ץ ⌠Ὲ ῂ ̆ ỹ № Ḃ̆Ӟ ֲ

̕  ( ) ⱳ ̆ ץ ₮ ᵘ ̆ ᶛ ᴑ

̆ Ȃ 

ARP Ҋ ⱳ ̆ ARP ⱳ ӊѿȂ ᵘ

לּ  ( ) IP MACβ ̆ ARP Ȃ 

12.7.1 ᵘ  
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ᵘ ̔  

 

ᵘ ̔ ᵘ ⱳ  

ᵘ ̔ ᶏ ᵘ ̆ └ 20 ᾝץῂȂ 

ᵘ ̔ ᶭᶏ , ᵘ ̆ ᶏ Ҍ

⌠ Ὲ Ȃ 

Ὲ ῂ : ḱ Ὲ ῂ  

≡ : ᵘ  

ⱴ ᵘ ץ : ᵘ ῂ ̆ ԓ ᵘ  

₮ : ₮ ṿ 

ⱴ ᵘ ̔  

 

ᵘ ̔ ῀Ὲ ᵘ  

Ὲ ̔ ῀Ὲ Һ ῂ ̆ └ 80 ᾝץῂ 

Ὲ ῂ ̔ ῀Ὲ Һ ῂ ̆ └ 1000 ᾝץῂ 

 __ , ῀ ᵘ , ᾧ Ҍ ᶏᵘ
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ᵘ ̔ ₮ ѿ , ⱴ ᵘ  

ᵘ ҉ ̔ └ᶏ ҉  

̔  

 

̆

__̔  

ᵘ ₮ ̆ ᵬҊѿṎ ᵬלּ ̆ ⌠ ̆ᶛ

tw.yahoo.com ᴑ ῂ ȁ Ȃ 

 

ʆ  

ᵘ ARP Ҋ ⱳ ̆╚ ᵘ

₮ ҊѿṎ ᵬּלᵬ ₮ ̕ ᵘ

ARP Ҋ ⱳ ̆╚ ῂ Ạ  ᵬȂלּ

̔  

ARP ̔  

 

ARP ⱳ ̆ ᶫῂ Ҋ  /  ( ) IP MAC

̆ ⱳ ARP ⱳ Ҭ ȉ ARP Ҋ ⱳ Ȋѿ ѿ) לּ ѿ

)Ȃ 

 

13.7.2  
IP MAC ̆ ῂ ῀ ↓ Ҭ̕Ӟ ץ ῀ⱴלּ

ῒז Ȃ ↓ Ҭ ῂ ̆ ⌠ ᵘ ̆ ⱳ ̆ ⌠Ҍ

⌠ ᵘ Ȃ 
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IP MAC ̔ 

̆ IP MAC ↓ Ȃ 

῀ⱴלּ ̔ 

 

῀ ̔ ῀ ̆№∟ έLtβ έ έLtβ +MAC έȂ 

̔ ῀ῂ Ȃ 

IPᵝ / ̔ ῀ῂ IPᵝ  ( )/ ῂ Ȃ 

MAC ̔ ῀ῂ MAC ῂ Ȃ 

ⱴ῀⌠ ↓ ̔ ῂ ̆ⱴ⌠Ҋ ↓ ҬȂ 
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ᵘ  

ᾢ ᵘ Ҋ Ҭ̆ ᵘ  1֙̕ ↓ Ҭ

 2֙̆ҥ Ҋ  3֙̆ Ṏ ᵘ ֓ Ȃ 

     * ᶛ̔Ҋ ֲ 103 113 № Ȃ 

 

ᵘ ̔ ᵘ ̆ ԓ Ȃ 

̔ 
ץ ↓ ѿ Ṏῂ ̆ Ҋ

ⱴ῀ ᵘ Ȃ 

IP ̔ 
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Ṏ ѿ ꜛ № ᵘ Ȃ IPᵝ Ҋ ̆

ῒ ⌠ῒҬѿṎ ᵘ ץ̆ Ȃ 

   * ᶛ̔ 

╠ץ ᶛ Ȃ 103 113 έ № έӊ ̆ ῒ ῃ

έẢ Ὲ έȂ 

 

↓ ̔ 
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̆ ₮ ╠ ᵘ № ↓ ̆ ץ Ῥ

Ṏ ᵘ Ȃ 

 

 

12.7.3 ҉  

҉ ╠ routerҊ ῂ ̆ ᵘ ᵥ /IPᵝ /MAC /

҉ ̆ғ ₮ ̆ routerҊ ῂ Ῥ ᵘ Ȃ 

 

_/N ̔ Ȃ 

_ ̔ ̆№∟ 5/10/20/40Ȃ 

̔ ῂ ᵘ Ȃ 
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/IPᵝ MAC

/҉

̔ 

ῂ ↓ Ҭ̆ ᶏ /IPᵝ /MAC /҉

̆҉ ῂ ⌠ ᵘ Ȃ 

₮̔ ≡ ̆ └ῂ Ῥ ᵘ Ȃ 
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12.7.4 ARP  

ARP Һ ῂ ARP ̆ ῂ IPᵝ ỹ ԁ

̆ ֓ №  ( ) PCӊ Ạ ARP  (

IP MAC̆ IP MAC̆ ARP )Ȃ 

≠ ARP לּ └̆ ԅ לּ Һּל PC IP MAC ̆ҥ

ᵘ ⱳ ̆ ̆ ₮ ̆ ᶫ PCҺּל  ( לּ ( ̆

Ҋ ̆ ARP ̆ ᵞ ARP Ȃ 

 

ARP ̔ ARP ⱳ ̆₮ ṿҥ Ȃ 

ARPⱳ ӊ ̆ ѿ ARP Ҋ

ⱳ ̆ ᵘ ᶫ  ( ) 

Ȃ 

ARP Ҋ ⱳ ̔ ARP Ҋ ⱳ ̆₮ ṿ Ȃ 

ARPⱳ ӊ ̆ ⱳ Ӟ ѿᶅלּ ̆

ҥ ᵘ ̆ PC ᶫ  

( לּ ( ̆ / ȉҊ ARP

Ȋ  ( ץ Ӟ Ҋ ⌠ ҬῬ )̆ PC

҉  ( ) IP MAC ( Ҋ )Ȃ 

 

ʆ  

PC  ( ) IP MAC̆

/ ̆ Ҍ ῬẠѿ ̆ ץ

╠ ᵘ ARP Ҋ ̆
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ȁ / ̆ Ῥ ₮

Ῥ Ạ  ( ) ARP Ȃ 

 

ARP ̔ ╠ PC ̆ IPᵝ ȁMACᵝ ȁ

ȁ ȁ≡ ץ Ȃ 

̔ ╠ ARP Ȃ 

ѿ ̔ Unknown staticȂ 

IP/MAC/ ̔ PC IPᵝ ȁMACᵝ ȁ  (

╚ ῀)Ȃ IP ҉ ᵝ ץ IP Ȃ 

 

ʆ  

לּ Ҭ IP MAC ץ ₮ᶖ̆

ῂ ̆ҥ

Ȃ 
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̔ Auto̔ DHCP לּ IP ̆ҥғ ⱴ῀⌠ IP & MAC 

Binding ҬȂ 

 

Static̔ ⱴ῀ IP & MAC Binding Ҭ ̆

DHCP לּ IP IPȂ 

 

Unknown̔ Ҍ DHCP ӊῂ̆ӞҌ IP & MAC Binding

ӊҬ̆ IP̆ Ẋῳ

IP / MAC Ȃ 

 

҉ ᵝ ץ  

≡ ̔ ≡ ⱳ Һ ȉStaticȊ  ȉUnknownȊ ≡

̆ ≡ ȉStaticȊ ̆ ᶖ

IP & MAC Binding Ҭ̆ ץ Ῥ

≡ ̆ ≡ ᵬӞלּ IP & MAC Binding Ӟѿᶅ≡ Ȃ 

̔ ᵝ Һ ȉUnknownȊ ̆ ARP

̆ DHCP IP & MAC BindingҬ לּ

ȉYesȊ̆ Unknown № ֲ

IP MAC̆ ץ ȉ Ȋ ̆ ֲ

Ῥ Ҋ ̆ҥғ ᵬӞלּ ⱴ῀⌠ IP & MAC 

Binding ↓ ӊҬȂ 

ץ ̔ ῀ IP ᴆ MAC ᴆ PC Ȃ 
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҈ȁ ΐ ⱳ  

׃ ᶖ ץ ΐȂ 

ῃ ̆ ḱ Ȃ ԓ 5.2 ׃ ̆

ҌẠ ׃ ԅȂ 

13.1 ̇ ҉  

Gigabit  ᶫ ҉ └̆ Ḃ ᶏ Ȃ DNS ץ Pingԋ Ȃ 

 

 

῀ Һ ᵝ ̆ google.com.tw Ȃ

҉Ȃ 
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Ping- ỹ /  

 

Һ ᶫ ̆ ץ ⱳ ҉ ˻ 

῀ Һ ᵝ IP̆ 168.95.1.1 ̆

҉Ȃ 
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13.2  

ⱳ ץ Gigabit  Web Ҭ Ạ Ȃ ╠ᾢ Ȃ 

ά έ ̆ ̆ҥ ̆ Ạ Ȃ 

 

˻ 

╠̆ Ҭ Ԋ Ȃ 

Ạ Ҭ ̆ ̆ ╚ Gigabit Ȃ 
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13.3 ᾌ  

 

ᴆ ῀̔  

ⱳ ӊ╠ ᾌ ởᴍ ῂ ⌠ Gigabit Ҭ˻ ά έ ởᴍ  

άŎƻƴŦƛƎΦŜȄǇέ̆ ̆ ά ῀έ Ạ ῀Ȃ 

ᾌ ̔  

ⱳ ᾌ ֲ Gigabit ởᴍ⌠ Ҭ̆ Ạ ╠̆ ףּ

Gigabit ⱳ ᾌ Ҭ˻ ᾌ ̆ ởᴍ άŎƻƴŦƛƎΦŜȄǇέ

ᵝ ̆ ᾌ Ȃ 

ᴆ ᾌ ̔  

ⱳ IP & MAC BindingȁQoSȁProtocol Binding҈Ṏⱳ ╚ ṿᾌ ̆ ץ ֓ ╚

₮ᾌ ῀  (҉ ῀ ⱳ )Ȃ 
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13.4 SNMP  

SNMP  Simple Network Management Protocol ̆ Ȃ ҉ᶏ ѿṎ

ΐȂ SNMP ̆ ץ ΐở  ( SNMP tools-HP Open View) 

Ạ ӊ ᶏ ȂVPN  SNMP v1/v2c̆ ץ SNMP ᶖ

╠ VPN ҉ ᵬ Ḃץ̆ Ȃ 

 

̔ 
SNMPⱳ Ȃ ⱳ Ȃ 

̔ 
Ȃ 

̔ 
ֲ Ȃ 

̔ 
╠ ᵝ Ȃ 

Get Community Name̔  
ѿ ץ ̆  άtǳōƭƛŎέȂ 

Set Community Name̔  
ѿ ץ ̆  άtǊƛǾŀǘŜέȂ 

Trap Community Name̔  
ѿ ỹץ Trap Ȃ 

Send SNMP Trap to̔ 
ѿ IPᵝ Trap Һ Ȃ 
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̔ 
ά έ ᾌ ▄ לּ ḱ ῂ Ȃ 

̔ 
ά έ ▄ לּ ḱ ῂ ̆ ᵬ

ᾌ ╠ᵬӊלּ Ȃ 
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13.5   

ץ ΐҬ Gigabit ⱳ ̆ ά όwŜǎŜǘύέάלּ  ύέלּ

 Ȃלּ

 

 לּ 

̆ Ҋלּ ά έ̆לּ ₮ לּ ̆

Ạ לּ ᵬȂ 
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₮ ṿ  

ά έ̆לּ  ₮ ₮ ṿ̆ Ạ ₮

ṿ ᵬȂ 

 

Ṕ Ạ ╠ ᾢ ṿ ̆ Ạ ̆ᶏ ⱳ Ạ

₮ ṿ ץ Ḡ ̆ Ῥ ▄ Gigabit ( ᵥᾌ Gigabit

ᵥ Gigabit ̆ 12.3 ᾌ )Ȃ  
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13.6 ở ⱳ   

High Availabilityѿ ᶏ ở └ ̆ ῄṎѿ ѿ ởԑᵬở

̆ ῒҬѿ ởẠҺ ỹ ̆ ѿ ⌠ Һ ỹ ở ỹ ̆

҉ Ạ ᶖᶏ ỹ Ҍףּ Ҭ ̆Ӟ ᶫ ֲ ̆Ҍ

ѿ ở Ҋ Ȃ 

 

ԅ ᶫѿ HA ̆ḣ Ӟ ᶫԅῄ ở ỹ ở ⱳ HAⱳ ̆

Ҍ ѿ ở ῃ ̆ ῃᾟ№≠ ῄ ở ̆ҥғӞҌѿ ѿ ở̆

ḣ ғ HA ⱳ ở Ȃ 

 

ở ⱳ ̔ ̔ HAở ⱳ Ȃ 

̔ HAở ⱳ Ȃ 

ở ̔ (1) ở ̔ 

ѿ ở ̆ ῄ ởѿ Һ ỹ ̆ѿ ῃ ̆ ⌠ Һ

ỹ ở ̆ ₮ ở ỹ ᵬȂ 

 

(2) ҥ ở ̔ 

ῄṎ ở ᴋּ̆ףᵖׅ Һ ở №∟̆Һ

ở Ҋ Һ DHCP IP ở̆ ở Ҋ╚ לּ DHCP

ᵊ Ҍ ᶫ DHCP IP ̆ףּ ⌠Һ ở ̆ ở ở
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ᴋּף ̆ở ở DHCPə ᶫ IP  Ȃףּ

Ҋץ ץ ῄṎҌ №∟ ̔ 

ở  

 

ʆ ᵬ̇Һ ̔ ᵬ̆ ѿ ở ở  

̔ ȉ ̇ Ȋ ѿ℗ ᵬ Ȃ 

ở ở ̔ ╠ ở ở ̆ ╚ ץ

῀ ở ở  ( ѿ ⱳ )Ȃ 

ȉ ̇ Ȋ ở ѿ ở ẻ ⌠ Ҍ ̆ ѿ

ở ╠ Ȃ 

 

ʆ ᵬ̇ở ̔ ở ȉҺ Ȋ ở ᴋּ̆ף ץ ở

WAN LAN IP ȉҺ Ȋ ở ῃ ̆ҥғ

ở ở Ҍ ỹ ץ DHCP IPᴋּףȂ 

 

ʆ LAN ȉҺ Ȋ DHCP IP̆ ȉở Ȋ

ở DHCPə Ӟ ȉҺ Ȋ DHCPə ῃ ̆

ở ở ᵬלּ ̆ DHCP ᵬ ҥғ
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ҌҬ Ȃ 

ở ở LAN IP̔  ῀ȉҺ Ȋ ở LAN IPβ Ȃ( ȉ Ȋở ) 

ở ở MACᵝ ̔ ῀ȉҺ Ȋ ở MACᵝ Ȃ( ȉ Ȋở ) 

̔ ȉ ̇ Ȋ ╠ ở ở ῃ ȉ̆Һ Ȋ ở ᵬ ̕

ȉ ̇ở Ȋ ╠ ở ῀ ở ῃ ỹ ȉ̆Һ

Ȋ ở ̆ ⌠ ȉҺ Ȋ ở ҥғלּ

ở̆ ȉ ̇ Ȋ Ȃ 

ҥ ở ̔ 

 

 

ʆ ᵬ ̇Master Mode̔  ѿ ῍ ᵬ̆ᵖ ԅѿṎ DHCP IP

ᴋּ̆ף Slave Mode ở Ӟ ̆p DHCPə Ҍ Ȃ 

WAN Backup̔  

( WAN ᵬ) 

ᵬ֜ ѿ WAN ̆ ῍ ̆

WAN1 WAN2 ̆WAN3 WAN4╚֜ ѿ ̆

╚ WAN3 WNA4Ȃ 

LAN Gateway Backup̔ ѿ Slave Mode ở ᶏ LAN IPβ ̆ (Master Mode)

LAN IPҌ Ȃ 

ở ở MACᵝ ̔ ѿ Slave Mode ở ᶏ LAN MACβ ̆ (Master Mode)

LAN IPҌ Ȃ 

̔ ȉ ̇ Ȋ ῄ ở ╠ ᵬ ȉ̕ ̇ở Ȋ ѿ

 (Slave Mode) ở ̆ ở ⱳ ̆ ở
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Ȃ 

 

 

ʆ ᵬ ̇Slave Mode̔  ѿ ῍ ᵬ̆ᵖ DHCPə ⱳ

̆ ץ LAN Slave Mode ở WANỹ ̆

ȉMaster ModeȊ DHCPə ̇  (Default Gateway̆

Ӟ DHCPə IPᵝ ) ҬӞⱴ῀ Slave Mode ở LAN IPȂ 

 

ᶛᶖ ̆ Master Mode ở DHCPə IPᵝ 192.168.1.1

255.255.255.0̆╚ ѿ Slave Mode ởӞ 192.168.1.1 ѿṎ

Ҭ 192.168.1.2Ȃ 

WAN Backup̔  

( WAN ᵬ) 

ᵬ֜ ѿ WAN ̆ ῍ ̆

WAN1 WAN2 ̆WAN3 WAN4╚֜ ѿ ̆

╚ WAN3 WNA4Ȃ 

LAN Gateway Backup̔ ѿ Master Mode ở ᶏ LAN IPβ ̆ (Slave Mode)

LAN IPҌ Ȃ(ᵖ ѿ ѿṎ Ҭ) 

ở ở MACᵝ ̔ ѿ Master Mode ở ᶏ LAN MACβ ̆ (Slave Mode)

LAN IPҌ Ȃ 

̔ ȉ ̇ Ȋ ῄ ở ╠ ᵬ ȉ̕ ̇ở Ȋ ѿ

 (Master Mode) ở ̆ ở ⱳ ̆ ở

̆ҥ DHCPə ⱳ Ȃ 
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13.7 License key ⱳ  

Qnoḣ ↓  / ̆ ѿ֓ⱳ ȉ Ȋ ȉ Ȋ( )̆

License Key ( ⱳ ) ᶏ Ȃᶛ QnoSniff (ḣ )ȁInbound Load Balance (ῂ

)ȁHA Ȃ 

 

̔ ῀ License Key ( ⱳ ) ̆ ╠

̆ҥғ ׅ ῂ̆ ץ ῀

̆ᾢ ҥ ╠ ғ ץ̆ ᾧ ᶏ ⱳ

Ȃ 

License Key Number̔  ῀ License Key ῂ ̆ѿ Ṏ

̆ ῀ӊ ҊȉSubmitȊ(ỹ )̆

̆ ᶏ ⱳ ̆Ҋ

ⱳ ᵝӞ Ȃ 

ⱳ ̔ ⱴṿ ⱳ ↓ ̆ ₮ ṿ ᵝ ȉ Ȋ ̆

ⱳ ̆ ⱳ QnoSoftKeyӊ

Ȃ 

ץ ̔ /  ⱳ ₮ ṿ ̆ ᵝҬ ȉ

Ȋ ̆ Ҋ ץ ⱳ ѿ Ȃ 

 

ᵝ ҥғ ⱳ ῀ ȁ ⱳ ̆ ᵝ

ⱳ ̆Ҍ ⌠ └Ȃ 
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Ῡ ̔ License Key ⱳ ⱳ ῀ҥ Ῡ Ȃ 

̔ ╠ ▼ ̆ QnoSoftKey ╠

Ȃ 

̔ ╠ ⱳ Ȃ 
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ȁ ⱳ  

ⱳ ̆ҥץ Ῥ ҉ ᶫ ᵬ Ȃ ᶭץ

֓ Ȃ 

14.1  

Gigabit ᶫ҈ ̔ ̆ ᴆ ץ̆ ∟Ȃ 
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ỹ ⌠ ᵊ : ̆ỹ ⱳ Ȃ 

ᵊ Һ : VPN  ᶫԅ ᵊ ⱳ Ȃ

ѿ ̆ לּ҉ ȂVPN

  ᶫԅ ᵬҬלּ ᶖ ᵝ ᵝ ̆ ףּ

ץ Ȃ ῀ ᵊ IPᵝ ά

ᵊ έ ᵝῂȂ 

 

ⱳ ( ᶖ ) 

ỹ ⌠ : ̆ ᴆ Ȃ 

ᵊ : ῀ ᴆᵊ IPᵝ ̆ mail.abc.comȂ ̆

῀ ᴆᵊ ᴆ̆ ╚

ᴆ ₮Ȃ 

ᵝ : ᴆֲ ᴆḤ ̆ᶛ abc@mail.abc.com 

ỹ : ̆  50 Ȃ ⌠ ̆VPN לּ

Mailỹ Ȃ 

ỹ : ỹ ̆  10№ Ȃ ⌠ ̆VPN

לּ Mailỹ Ȃ 

VPN ∟∞לּ ѿṎ ᾢ⌠ ̆ Mailỹ

Ȃ 

ỹ ⌠ : ᶏ ץ ỹ Ȃ 

 

ѿ   

Gigabit  ᶫԅ Ҋץ ѿ ῂ ̆ Ȃ ̆ └

ᶛ̆ᾛ └ ᶛ̆ ̆ Ȃ 

└ ᶛ̔ ╚ҬҌᾛ ╚ ̆ ỹ ⌠

ҬȂ 

ᾛ └ ᶛ̔ ╚ ᾛ ╚ ̆ ỹ ⌠ ҬȂ 

ᾛ ̔ ѿṎ ⱳ IPᵝ ỹ ҥ ⌠ ҬȂ 
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Ҋץ Ṏ ̆№∟ Ҋ̔ 

̔ 

ᶏ ̆ῒ ῂ ץ Ҋ Ҭ№ ̆ ῃ ̆ ̆ ̆

/DoS Ȃ ά έ ץ ̆ά έ ץ Ȃ Ҋ ̔ 

 

̔ 

ῂ PC₮ԑ  ̆ ῂ ᵝ ̆ ᵝ ץ ᶏ ףּ

ȁ Ȃ 

 

῀ ̔ 

῀ Gigabit ̆ ῂ ᶖ ᵝ ̆ ᵝ

Ȃ 

 

̔ 

╠ Gigabit Ȃ 

14.2  

Gigabit ⱳ ץ ᶫ ╠ ᵬ ̆ ̆ ╠
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̆IPᵝ ̆ ᵝ (MACᵝ )̆ ̆ ̆ ᵊ (DNS)̆ ẻ

̆ ⌠ ̆ỹ ̆ῃ ₮ ̆ ⌠ Byte ̆ỹ Byte

̆ῃ ₮ Byte ̆ ⌠ ץ Ҟ ̆ ̆ ̆

҉ỹ ᶏ ̆Ҋ ᶏ Ȃ 

 

14.3  

Gigabit ᶫΈ ̆ᶖ ᶫ └Ȃ 
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ῂ IP ̔ 

Ҭ ԅ ῀ῂ ᶖ IP ̆ byte № Ȃ 

 

IP ̔ 

Ҭ ԅ ῂ ₮ ᶖ IP ̆ byte № Ȃ 
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ῂ ףּ ̔ 

Ҭ ԅץ ףּ ᶖ№ ῀ῂ ᶏ ( )byte № Ȃ 

 

ףּ ̔ 

Ҭ ԅץ ףּ ᶖ№ ῂ ₮ ᶏ ( )byte № Ȃ 

 

ῂ ̔ 

Ҭ ԅ ᶖ (Dest. IP)β IP(Source IP)β ᶏ ףּ

(Dest.Port) ᶏ (bytes/sec) № Ȃ  
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̔ 

Ҭ ԅ IP(Source IP)β ᵝ (Dest. IP)IP ᶏ ףּ

(Dest.Port) ᶏ (bytes/sec) № Ȃ 

 

14.4 ( ᶖ ) 
 

ⱳ ᶖ ῂ ̆ ₮↓ץ ╠ ȁ ῂ  (PC)̆ ҥғ

ῂ Ȃ 
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̔ ⱳ ̆ ⱳ Ṏ №

̆ ץ ̆ ҉

Ȃ 

╠ PC̔  ╠ ҥғ ̆

̆ Ҍ

ӊҬȂ 

ῂ ᶭ ȉIPᵝץ ̔ ⌠ ȊȁȉIPᵝ

⌠ Ȋ 

ȁȉ ⌠ Ȋȁȉ ⌠ Ȋ ѿ Ạ

Ȃ 

⌠___/___ ̕ 

___  

̆ҥғ ץ Ҋץ ╠ ῒז

Ȃ 

↓ ᵝ 

IPᵝ ̔ PC IPᵝ Ȃ 

ҥғ ץ IP ̆ ╠ ῂ  ( Ҋ

)̔ 
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Һ ̔ PC ̆ ₮ᶖ

Ȃ 

̔ ╠ PC Ȃ 

̔ Ҋ ץ ╠ ῂ Ȃ 

 

14.5 IP  

Gigabit ᶫ ֲ ץ ѿ IP ѿ IP ̆ ֲ֓ᶏ

Ṏ ףּ Ȃῒ ץ Ḃ ₮ ֓ WAN ѿṎWAN ̆ ֲ

ץ ₮ IPẠ ᶖ Ȃ ̆ ᵥֲ ᶏ BT P2P ̆Ӟ

PortẠᶏ Ȃ 
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IP ̔  

IPᵝ ῀ IPᵝ ̆ ץ ₮ IP Ȃ 

 

̔ 

῀ ̆ ץ ₮ ֓ IP ᶏ Ȃ 
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14.6 QRTG (Qno Router Traffic Grapher) 

QRTG ≠ לּ ׃ ṿ̆ ╠ Qno / ᵬ ̆ CPUᶏ

ȁ  (Memory) ᶏ ȁ  (Session) ץ ṎWAN  (WAN Traffic)Ȃ 

 

QRTG̔ QRTG ₮ ṿ Ҍ לּ ̆ לּ QRTGⱳ ̆ ₮ ⱳ

̆ ᶏ Ȃ ӊ ̆ ץ Ҋ Ҋץ ╠

ṿȁ ̆ Ҋȉ Ȋ ῂ Ȃ 

 

ѿȁCPUᶏ  /  ( Ҋ ) 

(1) CPUȁ ᶏ  / ṿ / ṿȂ 

(2) CPUȁ ѿ ᶏ  / ṿ / ṿȂ 

(3) CPUȁ ѿ ᶏ  / ṿ / ṿȂ 
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ԋȁ ṎWANȉ Ȋ ṿ (҉ỹ Ҋ )( Ҋ ) 
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* ̆ Ҍ ̆  

҈ȁ ṎWANȉ ѿ Ȋ ṿ (҉ỹ Ҋ )( Ҋ ) 
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* ̆ Ҍ ̆  

ȁ ṎWANȉ ѿ Ȋ ṿ (҉ỹ Ҋ )( Ҋ ) 
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* ̆ Ҍ ̆  
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ԓȁ ₮ 

Gigabit ҉ ѿṎ ₮ ̆ Gigabit ҥ Ȃ

Ҋ Ῥ ῀ Gigabit ̆ Gigabit ̆ҥ ῀

ᶏ Ȃ 
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ѿȁ ᶏ Ῡ  

Һ Ṏ ΐ Web ̆ ѿ Ḃ

̆ ⱴ ᵬ ⱬȂ 

ҊȂ 
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ѿ  ԋ   

 ԓȁ ở ȁ ץ

 

5.1  

 Έȁ  

  6.1  

  6.2 WAN  

  6.2 WAN  

USB   6.2 WAN  

6.3 3G/4G USB  

QoS  ȁQoS ⱳ  

  9.1 (QoS) /Smart QoS  

 Session  9.2  

 ⱴ 9.3 ףּ ⱴ  ףּ

IP/DHCP  ҂ȁῂ  

 DHCP  7.3 DHCP IPᵊ  

 DHCP  7.4 DHCP  

 IP MAC  7.5 IP MAC  

ᵘ ARP    12.7 ARP  

 ҂ȁῂ  

 IP  7.6 IP  

 IP  7.6 IP  

ףּ 7.7     

 ȁ  

  10.1  

 ╚  10.2 ╚  

 ῂ └ 10.3 ῂ └ 

 ȁῒז ⱳ  

 DMZ/ Һףּ  12.1 DMZ / ּףҺ  

 UPnP  12.2 UPnP  

  12.3  

 ѿ ѿ NAT 12.4 ѿ ѿ NAT 

http://220.130.188.39/china/adv_forwarding.htm
http://220.130.188.39/china/adv_routing.htm
http://220.130.188.39/china/adv_nat.htm
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 DDNSּל

 

12.5 DDNS-ּל  

 ῀ MAC

ᵝ  

12.6 MACᵝ  

 ῂ  12.7 ῂ  

ΐ ȁ ΐ ⱳ /ԓȁ ở ȁ

ץ  

  5.2  

  13.1 ҉  

  13.2  

 ởᴍ/  13.3 ᾌ  

 SNMP  13.4 SNMP  

  5.2  

  13.5  

 ở ⱳ  13.6 ở ⱳ  

 License Key 13.7 License Key 

 ҂ȁῂ  

  7.1  

  7.2  

VPN  ȁVPN  

 VPN  11.1.1 ╠ VPN  

  11.1.2.1  

  11.1.2.2  

 PPTP  11.1.3 PPTP  

 PPTP  11.1.3 PPTP  

 VPN  11.1.4 VPN ⱳ  

QnoKey 11.2 QnoKey  

  11.2.1 -11.2.3 QnoKey  

QVM VPN 11.3 QVM VPN ⱳ  

 QVM  11.3.1 QVM VPNҬ ᵊ  

11.3.3 QVM VPN  

 QVM  (ᵊ ) 11.3.2 QVM VPN Ҭ ⱳ  

http://220.130.188.39/china/adv_ddns.htm
http://220.130.188.39/china/adv_ddns.htm
http://220.130.188.39/china/adv_mac.htm
http://220.130.188.39/china/adv_mac.htm
http://220.130.188.39/china/lan_setting.htm
http://220.130.188.39/china/lan_status.htm
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 ȁ ⱳ  

  14.1  

  14.2  

  14.3  

  14.4  

 IP/  14.5 IP  

 QRTG 14.6 QRTG 

 

http://220.130.188.39/china/log_setting.htm
http://220.130.188.39/china/log_setting.htm
http://220.130.188.39/china/log_report.htm
http://220.130.188.39/china/log_traffic.htm
http://220.130.188.39/china/log_ipstats.htm
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ԋ̔  

˻ 

Ҋץ Ṏ ̆ ῒז ₮ ץ http://www.qno.cn/forum

http://www.qno.cn/web/faqlist.asp ̆ ֲףּ ̆ΐ ץ ԓ

Ȃ 
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̂1̃ └ 

ᶖ Ҭ

(Session) ⱴ Ҋץ̆ ֓ ץ ⌠ └ Ȃ 

a. ⱴ TCP135-139̆  UDP135-139 TCP445 :  

 

b. ά ╚ έⱳ ҈ :  
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ⱴ UDP[UDP135~139]ץ TCP[445~445]Ȃ 

c. ҈ ᾄᾢ : 
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̂2̃ QQLive  

QQLive ѿ ̆ ѿṎ ̆

Ṏ ᶏ QQLive ̆ᵤ ԅ ̆ ̆ᶏ

̆ Ṕ QQLive ᵊ ץ ̆Ҋ Ṏ ᶖ Qno

ⱳ ₮ ̆ᶖ Ȃ 

a). ῀ Web ̆Ῥ ῀ά έ ά ╚ έȂ 

 

b). Ῥ άⱴ῀ ╚έ̆ ῀ά ףּ έ ̆ ά ףּ έҬ ά έלּ Ҭ ά έ̆

Ῥ ά ףּ έ ά!ƭƭ ¢ǊŀŦŦƛŎώ¢/tϧ¦5tκмϤсррорϐέ̆ άᶖ έ ά έ̆ άᶖ IPᵝ έ ά

έ̂ ץ ά έ ά έ Ṏ IP ѿ IP QQLive ̃̆ Ῥ ά

IPᵝ έ ά έ ῀ QQLiveə IPᵝ άруΦслΦммΦмпрέ̂QQLiveə IPᵝ Ҍ ѿṎ̆

ⱴ̃̆ ά └ έ ά └ έ ά έ ҉ QQLive ̂
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ΐץ ̃̆ ά έ ῀Ҋѿ Ȃ 

c). ҉ץ ᵬ ά IPᵝ έ №∟ Ҋץ῀ IPᵝ ̔ 

 

cache.tv.qq.com 

58.60.11.145 

58.60.11.146 

58.60.11.147 

59.36.97.5 

59.36.97.7 

59.36.97.37 

219.133.63.48 

loginqqlivedx.qq.com 

219.133.49.159 

loginqqlivewt.qq.com 

58.251.63.13 

loginqqlivexy.qq.com 

202.205.3.218 

 

qqlive.qq.com 

219.133.62.70 

tv1-3t.qq.com 

221.236.11.40 

tv2.qq.com 

218.17.209.17 

 

ⱴ ץ ⌠ QQLive ᵊ ̆ QQLive ̆

QQLive3.1 Ҋ ҥ Ȃ 
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̂3̃ ARP └ 

1. ARP ץ₮  

̆ ῂ ₮ ῂ (ῃ № ) ̆ᵖ ῂ לּ Ȃ

MACᵝ ̆ MAC ⌠Һ ӊ NAT ở̆ ῃ ̆

⌠ ῂῒז ̆╚ № ₮ Ȃ ỹ ∟ ףּ Ȃ

⌠ԅ ARP ̆ῒ ̆ ⱴ ̆ Ҭ ̆

№ Ȃ Ṏ ̆ ץ Ṏ Ҭ ̆

ȂҊ Ṕ ᵥ └ Ȃ 

ᾢ̆ Ṕ Ҋָ ARP̆ !wt ά!ŘŘǊŜǎǎ wŜǎƻƭǳǘƛƻƴ tǊƻǘƻŎƻƭέ̂ᵝ ̃̆ Ҭ̆ Ҭ

ỹ ά έ̆ Һ MACᵝ Ȃ άβ έ Һ ╠ IPᵝ

MACᵝ ȂARP ⱳ ở IPᵝ ̆ ở MACᵝ Ḡץ̆

Ḥ ≠ Ȃ 

ARP ᵬ ̔ TCP/IP ѿṎ ARP ̆ IPᵝ MACᵝ

ѿѿ ̆ Ȃ 

IP  MACᵝ  

192.168.1.

1 

00-0f-3d-83-74-28 

192.168.1.

2 

00-aa-00-62-c5-03 

192.168.1.

3 

03-aa-01-75-c3-06 

ΧΧ ΧΧ 

ṔץҺ Â 192.168.1.5̃ Һ B̂ 192.168.1.1̃ ᶛȂ ̆Һ A ARP

Ҭ IPᵝ Ȃ ⌠ԅ̆Ӟ ԅ MACᵝ ̆ MACᵝ ῀

ԅ̕ץ ARP Ҭ ⌠ IPᵝ ̆Һ A ҉ ѿṎ ̆ MAC

ᵝ άCCΦCCΦCCΦCCΦCCΦCCέ̆ ѿ ῂ Һ ₮ ̔άмфнΦмсуΦмΦмMACᵝ ָ ̙έ
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҉ῒזҺ ҥҌ ARP ̆ Һ B ⌠ Ṏ ̆ Һ AẠ₮ ̔άмфнΦмсуΦмΦм

MACᵝ 00-aa-00-62-c6-лфέȂ ̆Һ A ԅҺ B MACᵝ ̆ ץ Һ B ԅȂ

ԅ ARP Ȃ 

Ῥ ̆ Ṕᾢ ׃ ѿҊָ ARP ̆ PC ̆ᶏ PC

ARP ԁ̆ Ҭ̆ ARP ᶖ IPᵝ ԋ ᵝ ̂ MACᵝ ̃ ȂARP

ῃΐ Ȃ ể IPᵝ MACᵝ ARP ̆ Ҭ ARP Ḥ

ᶏ Ȃ ARP ᵝ Ȃ ể MACᵝ ARP ̆ ARP └

Ȃ ֓ Һ ₮ ̆ № ῃ Ҍ ҉ץ ̆

ץ ̆ᵖḠ Ҍԅ ӄ ₮ ̆ ᶏ arp ςa ᶖפ ARP Ṝ

IP MAC ḱ ̆ ARP ῖ Ȃ 

PWSteal.lemir ῒ ̆ / W̆indows 95/98/Me/NT/2000/XP/2003

⌠ ̆ ᶖ ῄ ̆  ARP

PC ̆╠ ᾢ ̆Ῥ ѿ ↓ MAC ҌẢ ̆

₮ Ӟ MACᵝ ̆ PC ⌠ Ȃ ARP ể Ȃ ᾢ ѿṎẊ

̆ PC Ẋ ̆ Ҍ ҉ Ȃ PC ᶖ̆ ҉Ҍԅ ԅ̆ά

ԅέȂ 

ῄ ̆ ARP └ Ṕ Ạ Ḡ

Ȃ ץ Ṕ └ ARP ⱳ ̆Qno

ᶫԅ ⱳ ̆ ῒז ᵬ Ȃ 

2. ARP ∞  

Ҭ ѿ ⌠ ԅ ARP ̆ Ṕ ∞ ҥ

ᵌ ̆Ҋ ᶖ  Qno ARP └ Ȃ 

 ARP ᵬ ̆ ARP ḱ ҌẢ ѿ ↓ IP ӽ

ể ѿṎẊ ̆ ₮ ̆ ῖ  ARP ̆

ARP ∞ ̆ῒ ̆ᵰ ⌠₮ ῀ DOS ᵬȂping

LAN IPҞ Ȃ ῀ ping 192.168.1.1̂ IPᵝ ̃̆ Ȃ 
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ping LAN IPҞ Ṏ ̆ ҉̆ Ҭԅ ARP Ȃ ԅ ѿ ̆ Ṕ

ץ ARP ᶖ∞ Ȃ ῀ ARP -a ̆פ Ҋ Ȃ 

 

ץ ₮ 192.168.1.1β 192.168.252β IP  MACᵝ 00-0f-3d-83-74-28̆ ̆  ARP

Ȃ 

3. ARP  

Ṕ ԅ ARP̆ ARP ץ ᵥ∞ ̆Ҋ ᵥ ⌠ ӊ

└ ᶖ ȂQno ѿ №҈Ṏ ᶖ Ȃ 

a ȁ̃ ARP ̔ 

῀ IPᵝ ̆ ῀ Web ̆ ῀ά έ ά έ̆ Ῥ ⌠ά

ARP έ ѿ ά έ╠ Ạ ̆Ῥ Ҋ ά έ̆ Ȃ 
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b ȁ̃ PC҉ IP ῒ MACᵝ  

ᵬҺ ARP IP ῒ MACᵝ ᾢ IP MACᵝ ̆ Ȃ 

 

PC ҉ / cmd ῀ dos ᵬ̆ ῀ arp ςs 192.168.1.1 00-17-16-01-35-cf̆ Enter

pc01 Ȃ  

 

ῂ ῒזҺ ῀ Һ IPץ MACᵝ IP MAC Ȃᵖ ᵬ̆לּ

ԅ ̆ᵬ ̆ ץ ץ Ạפ ѿṎ ̆ ᵬ ̆

ץ ̔ 

 @echo off  
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arp -d  

arp -s  LAN IP  LAN MAC 

Ҭԅ arp ̆ ⌠ Ȃ ̔ PC҉Ҍԅ pingҞ Ṝ̆ DOSҊ

 arp ςa ̆פ MACᵝ MAC Ȃ Ҍ ̆╚ Ṏ MACᵝ

PC̆ PC Ȃ 

ῒז Ӟ PC IPᵝ MACᵝ ᶖ └

ᵬ ̆ᵖ PC IPᵝ MACᵝ ̆ PC IPᵝ MACⱴ

ԅ ᵬ ̆ ᵬ Ҭ ₮ Ȃ 

c̃ ȁ IP/MACᵝ ̔ 

῀άLt κ 5I/t ⱳ έ̆ ץ ⌠άLtMAC έ̆ ᵰ ץ ⱴ IP MAC ̆ ῀ ̆

ά έ҉ άҞέῬά ⱴ⌠ ↓ έ̆ ᵬ ⱴ ῒז IP MAC ̆Ῥ Ҋ ά

έȂ 
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ⱴԅ ↓ ӊ ̆ῒ Ҋ ₮ᶖȂҌ Ҍ ̆

ᵬ ῂ Һ IP/MACᵝ ᵬ ̆ ѿ ᶖ IP MAC̆ ᵬ ̆ ץ

ᵬ ̆ ̆Ҋ ⌠Ȃ 

῀άLt κ 5I/t έ άLtMAC έ ѿṎά ⱴ῀ IPᵝ έ ῀Ȃ 



 
GGii gg aa bb ii tt   VVPPNN  

 

 

 

 

 266 

 

ӊ ₮ IP MAC ↓ ̆ ῂ Ạ pc IP MACᵝ

̆ ῀ ά έ ά έ҉άҞέ̆ Ῥ ҉ ₮Ȃ 
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ᵰ ₮ IP MAC ↓ ̆ 5Ῥ ά έ Ȃ 

 

ᵖ Ṕ ᵬ ץ ̆ᵖ Qno ѿ ѿ֓ ᶖ ѿ

└ ARP Ȃ 

1ȁ ̆ ̆ Ȃ ᵬ ̆ ԅ ARP

PC ̆ Ḡץ ᾧ Ȃ 

2ȁ ̆ ̆ Ȃ 

3ȁ Ҁ Ȃ Windows Update Ҁ ( ȁ ῃ Service Pack) 

4ȁ ̆ 12ᵝᾝᾝ̆҉ץ + ᵝᾝ+ ̕Ӟ

ץ /≡ ѿ֓Ҍᶏ  
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5ȁ ̂ ̃̆ ᾛ לּ Ȃ ҥᶏ ̆

ҬӞ ץ ⌠ ᵬ ̆ ᶖ ῀᷅Ȃ №

Windows Ҍ Ҁ̆Ҍ ᶏ ῒז ᶖẠ⌠ѿ  

6ȁ ѿ֓Ҍ ̆ףּ ᴆᾛ ѿ֓ ῍ ̆Ӟ C$ȁD$ ῍ Ȃ ῃ

Ӟ Server  ףּ

7ȁҌ Ḃ QQȁMSN ΐ҉ ᶖ ̆Ҍ Ḃ ȁ ̆

ᴆҬ ᴆ̆ Ȃ 

4.  

ARP └ ѿṎᴋ ҉ץ̆ ץ ARP ̆ ғ

ᵌ Ӟ ⌠ԅ ̆ᵖ ֲ Ṏ ̆ ғҌ

̆ Ṕ ץ ҉ץ ARP ץ̆ ⌠ ̆ ᵬ ̆ ᵞ Ȃ 
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҈̔Qno  

ḣ ̆ ԅ ץ ḣ ȁ FTPə ᶛ̕ ѿ ḣ

ȁ ḣ Ҭ ꜛȂ 

ḣ ̔http̔//www.Qno.com.tw 

 

ףּ ̔ 

ץ ᾢ҉ ףּ http̔//www.qno.com.tw/web/where_buy.asp 

 

Ҭ ̔ ᴆḤ ̔QnoFAE@qno.com.tw 

 


