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Product Manual Using Permit Agreement

[Product Manual (hereafter the "Manual") Using Permit Agreement] hereafter the "Agreement" is
the using permit of the Manual, and the relevant rights and obligations between the users and
Qno Technology Inc (hereafter "Qno"), and is the exclusion to remit or limit the liability of Qno.
The users who obtain the file of this manual directly or indirectly, and users who use the relevant

services, must obey this Agreement.

Important Notice: Qno would like to remind the users to read the clauses of the "Agreement”
before downloading and reading this Manual. Unless you accept the clauses of this "Agreement",
please return this Manual and relevant services. The downloading or reading of this Manual is

regarded as accepting this "Agreement" and the restriction of clauses in this "Agreement".

[1] Statement of Intellectual Property

Any text and corresponding combination, diagram, interface design, printing materials or
electronic file are protected by copyright of our country, clauses of international copyright and
other regulations of intellectual property. When the user copies the "Manual", this statement of
intellectual property must also be copied and indicated. Otherwise, Qno regards it as tort and

relevant duty will be prosecuted as well.

[2] Scope of Authority of "Manual"

The user may install, use, display and read this "Manual on the complete set of computer.

[ 3] User Notice

If users obey the law and this Agreement, they may use this "Manual" in accordance with
"Agreement". If the users violate the "Agreement", Qno will terminate the using authority and
destroy the copy of this "Manual". The "hardcopy or softcopy" of this Manual is restricted using for
information, non-commercial and personal purpose. Besides, it is not allowed to copy or
announce on any network computer. Furthermore, it is not allowed to disseminate on any media.
It is not allowed to modify any part of the "file". Using for other purposes is prohibited by law and
it may cause serious civil and criminal punishment. The transgressor will receive the accusation

possibly.

[4] Legal Liability and Exclusion
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[4-1] Qno will check the mistake of the texts and diagrams with all strength. However, Qno,
distributors, and resellers do not bear any liability for direct or indirect economic loss, data loss or
other corresponding commercial loss to the user or relevant personnel due to the possible
omission.

[4-2])In order to protect the autonomy of the business development and adjustment of Qno, Qno
reserves the right to adjust or terminate the software / Manual any time without informing the
users. There will be no further notice regarding the product upgrade or change of technical
specification. If it is necessary, the change or termination will be announced in the relevant block
of the Qno website.

[4-3] All the set parameters are examples and they are for reference only. You may also purpose
your opinion or suggestion. We will take it as reference and they may be amended in the next
version.

[4-4]) This Manual explains the configuration of all functions for the products of the same series.
The actual functions of the product may vary with the model. Therefore, some functions may not
be found on the product you purchased.

[4-5] Qno reserves the right to change the file content of this Manual and the Manual content
may not be updated instantly. To know more about the updated information of the product, please
visit Qno official website.

[4-6]) Qno (and / or) distributors hereby declares that no liability will be born for any guarantee

and condition of the corresponding information. The guarantee and condition include tacit
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I. Introduction

2 WAN 3 LAN VPN Firewall (referred as VPN Firewall hereby) is a small business, local
branch, and government and school department level router that high efficiently integrates
full function VPN firewall with well worth it's value. This VPN Firewall has two WAN ports and
also provides high proformance dual-line Intelligent Load Balancing which supports exteral
connections of WAN prot. Besides, Internet connection capacity is satisfied with the spec. of
most bandwidth marketing. Moreover, the second WAN port can be a configurable hardware
DMZ port. In addition, VPN Firewall has 3 10/100 Bazs-T/TX Ethernet (R1J45) Switch ports,
each of which can connect extra switches to connect more Internet devices.

To fulfill the requirement for self defense of most enterprise against from the Internet
network attack, our VPN Firewall has firewall system embedded. In addition to include NAT,
it has DoS (Denial of Service), and SPI (Stateful Packet Inspection). Also it could use the
default setting to automatically detect the Internet network attack.

And, Qno is a supporter of the IPSec Protocol. IPSec VPN provides DES(56bit),
3DES(168bit), MD5 & SHA certification. VPN Firewall also has unique QVM VPN- SmartLink
IPSec VPN. Just input VPN server IP, user name, and password, and IPSec VPN will be
automatically set up. Through VPN Firewall exclusive QVM function, users can set up QVM to
work as a server, and have it accept other QVM series products from client ports.

VPN Firewall also has unique QVM VPN- SmartLink IPSec VPN. Just input VPN server IP,
user name, and password, and IPSec VPN will be automatically set up. Through VPN Firewall
exclusive QVM function, users can set up QVM to work as a server, and have it accept other
QVM series products from client ports. QVM offers easy VPN allocation for users; users can do
it even without a network administrator. VPN Firewall enables enterprises to benefit from VPN
without being troubled with technical and network management problems. The central
control function enables the host to log in remote client computers at any time. Security and
secrecy are guaranteed to meet the IPSec standard, so as to ensure the continuity of VPN
service.

NAT (Network Address Translation) can do Private IP and Public IP exchange, which you
can only need one Public IP but many people could go to the Internet at the same time.
Besides, it includes virtual NAT application function, which makes the network environment
more flexible and easier to manage.

Through web- based UI, VPN Firewall enables enterprises to have their own network
access rules . To control web access, users can build and edit filter lists. It also enables users
to ban or monitor websites according to their needs. By the filter setting and complete OS
management, school and business internet management will be clearly improved. VPN
Firewall offers various on-line SysLog records. It supports on-line management setup tools;
it makes setting up networks easy to understand. It also reinforces the management of
network access rules, VPN, and all other network services.
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II. Hardware Installation

In this chapter we are going to introduce hardware interface as well as physical
installation.

2.1 VPN Firewall LED Signal
LED Signal Description

LED Color Description
Power Green Green LED on: Power ON
DIAG Amber Amber LED on: System self-test is running.

Amber LED off: System self-test is completed
successfully.

Link/Act Green Green LED on: Ethernet connection is fine.
Green LED blinking: Packets are transmitting through
(Green ||ght at the Ethernet port_

right of the port)

100M- Speed Amber Green LED on: Ethernet is running at 100Mbps.

Green LED off: Ethernet is running at 10Mbps.
(Amber light at the

left of the port)

Connect Green Green LED on: WAN is connected and gets the IP address.

Reset

Action Description

Press Reset Button For 5 Secs Warm Start
DIAG indicator: Amber LED flashing slowly.

Press Reset Button Over 10 Secs Factory Default
DIAG indicator: Amber LED flashing quickly.

System Built-in Battery

A system timing battery is built into VPN Firewall. The lifespan of the battery is about 1~2
years. If the battery life is over or it can not be charged, VPN Firewall will not be able to record
time correctly, nor synchronize with internet NTP time server. Please contact your system
supplier for information on how to replace the battery.

Attention!

Do not replace the battery yourself; otherwise irreparable damage to the product may

be caused.

Installing VPN Firewall on a Standard 19” Rack



your future life

CINO

may

Attention!

In order for the device to run smoothly, wherever users install it, be sure not to obstruct

the vent on each side of the device. Keep at least 10cm space in front of both the vents for
air convection.

2.2 VPN Firewall Network Connection

Hub/Switch

Server
Internet

WAN connection : A WAN port can be connected with xDSL Modem, Fiber Modem,
Switching Hub, or through an external router to connect to the Internet.

LAN Connection: The LAN port can be connected to a Switching Hub or directly to a PC.
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Users can use servers for monitoring or filtering through the port after “Physical Port
Mangement” configuration is done.

DMZ : The DMZ port can be connected to servers that have legal IP addresses, such as Web
servers, mail servers, etc.
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ITI. Quick Configuration

In this chapter we are going to introduce software setting interface, explaining the
message of home page as well as basic connection setting.

3.1 Login and Set Up

Connect to 192.168.1.1

User name; | L #)

Passinord: I |

[ 1Remembet my password

| ok | | cancel

VPN Firewall default username and password are both "admin”. Users can change the login

password in the setting later.

Attention!

For security, we strongly suggest that users must change password after login. Please
keep the password safe, or you can not login to VPN Firewall. Press Reset button for more

than 10 sec, all the setting will return to default.

3.2 Home Page
In the Home page, all the device parameters and status are listed for users’ reference. For
detailed settings, click each parameter or status hyperlink below: the relevant set-up tab will be

loaded for users to choose their management options.

3.2.1 System Information
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® gystem Information

DH[‘:P Setial Mumber @ Gnoz8 M1 00501 0650 Firrmweare wersion . 1.50-Cno (Feb 27 2008 15:23:45)
Tﬂﬂl CPU:  High Speed Metwork Processar

Firewall Systemactive time © 21 Days S Hours 20 Minites 48 Seconds
VPN Currert time ¢ Thu May 82008 14:51:22

( QVM Function )
C_w D ® port Statistics

Port B 1 2 3 Internet DMZrternet
Intettace LAN AN DMZ
Status Enabled Enabled cannecteel Comnecter Enabled

Serial No.

This number is the device serial number.
Firmware version

Information about the device present software version.
CPU (Central Processing Unit)

Indicates the device CPU model No.: Intel IXP425-533MHz
System active time:

Indicates how long the device has been running.
Current Time:

Indicates the device present time, but you have to pay attention to set the synchronous
time with that of the romote NTP server, and then the time will be shown correctly.

3.2.2 Port Statistics
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®port statistics
Part ID 1 2 3 Irternet DM ZArternet
Interface L&k WA DME
Status Enabled Enabled Connected Connected Enabled

The current port setting status information will be shown in the Port Status Table. Examples:
Network connection, port (on or off), priority (high or normal), connection speed (10Mbps or

100Mbps), duplex status (half-duplex or full duplex), and auto negotiation (Enabled or Disabled).

3.2.3 General Setting Status

- General Setting Status

LAN IP : 1892168 31
WANTIP - 58,115.226.173 I Dizconnect ] l'innr!-e:': ]
YWANT P 59115226171 I Disronnect ] l'::mne:': ]
Default Gateway (WANT) 61.216.112.254
(WANZS B61.216.112:254
DNS (WANT) : 165.95.192:1 1635571
(WEANZ) 168.05.1021 1689511

LAN IP:

Indicates the LAN port current IP configuration. The default IP is 192.168.1.1. Click the
hyperlink to enter and manage the configuration.

WAN 1 IP:

Indicates the WAN1 current IP configuration. Click the hyperlink to enter and manage the
configuration. When “Obtain an IP automatically” is selected, two buttons (Release and
Renew) will appear on the right of the page. Click "Release” to release the IP that is issued by
the ISP, and click "Renew” to refresh the IP that is issued by the ISP. If a WAN connection,
such as PPPoE or PPTP, is selected, “Disconnect” and “"Connect” will appear on the page.

WAN 2/DMZ IP:

Indicates the WAN2 or DMZ current IP configuration. Click the hyperlink to enter and
manage the configuration.

Default Gateway:

Indicates the current Gateway IP configuration. Click the hyperlink to enter and manage
the configuration.

DNS:

Indicates the current DNS IP configuration. Click the hyperlink to enter and manage the
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configuration.

3.2.4 Advanced Setting Status

.A{Ivanceil Setting Status

D Host Dizabled
Wiarking Mode Gatewvay
DORS MAART | WA Crff | Crff

DMZ Host:

Indicates if DMZ is activated. Click the hyperlink to enter and manage the configuration.
The default configuration is “Disabled”.

Working Mode:

Indicates the the device current operation mode (either Gateway mode or Router mode).
Click the hyperlink to enter and manage the configuration. The default operation mode is
Gateway mode.

DDNS (Dynamic Domain Name Service):

Indicates if Dynamic Domain Name is activated. Click the hyperlink to enter and manage
the configuration. The default configuration is “Off”.

3.2.5 Firewall Setting Status

- Firewall Setting Status

SPI (Stateful Packet Inspection) : Ot
DS (Denial of Service) Off
Block WWwAN Reguest : Off
Remote Managemeni : on

SPI (Stateful Packet Inspection):

Indicates whether SPI (Stateful Packet Inspection) is on or off. Click the hyperlink to
enter and manage the configuration. The default configuration is “"Off".

DoS (Denial of Service):

Indicates if DoS attack prevention is activated. Click the hyperlink to enter and manage
the configuration. The default configuration is “Off”.

Block WAN Request:

Indicates that denying the connection from Internet is activated. Click the hyperlink to
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enter and manage the configuration. The default configuration is “Off”.
Remote Management:

Indicates if remote management is activated (on or off). Click the hyperlink to enter and
manage the configuration. The default configuration is “Off".

3.2.6 VPN Setting Status

®yPN Setting Status

WP Summary
Tunnel(=) Uzed 2

Tunnel(=) Available: 3

VPN Summary:

Indicates VPN configuration status. Click the hyperlink to enter and manage the

configuration.
Tunnel(s) Used:

Indicates number of tunnels that have been configured in VPN (Virtual Private
Network).

Tunnel(s) Available:

Indicates number of tunnels that are available for VPN (Virtual Private Network).

3.3 General Setting

General Setting provides basic VPN firewall Internet connection setting. For most users, it's
enough to go to Internet after making basic setting without doing any changes. However, to
connect Internet still needs some ISPs to provide advanced detail information. Therefore, please

refer to the following explaination of the detail setting.

3.3.1 Configure
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General Setting => Configure @

Host Name: [Compact @VM Fouter | (Required by some ISPs)
|m'm. Domain Name: [Compact @VA Fouter | (Required by some ISPs)
Time.

( Advanced Setting )
C oHer ) ®LAN setting

C Tool 3 (MAC Address: 00-17-16-01-F0-B1 )

C Firewall D Device IP Address Subnet Mask

C VPN D [fo o o T 256 255 265 [0
{' QVM Function )

W ) ® Dual-WAN / DMZ Setting

" Dual WAN # DMz

Host Name and Domain Name

Device name and domain name can be input in the two boxes. Though this configuration

is not necessary in most environments, some ISPs in some countries may require it.
LAN Setting

This is configuration information for the device current LAN IP address. The default
configuration is 192.168.1.1 and the default Subnet Mask is 255.255.255.0. Now it can
support to the IP Class C network and also it can be changed according to the actual network

structure.
Dual-WAN / DMZ Setting

It provides a configurable WAN 2 or DMZ port. First, choose this port as the second WAN
port or define it as DMZ mode, and then keep doing the following setting.

DMZ Setting

For some network environments, an independent DMZ port may be required to set up
externally connected servers such as WEB and Mail servers. Therefore, the device supports

a set of independent DMZ ports for users to set up connections for servers with real IPs. The

10
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DMZ ports act as bridges between the Internet and LANSs.

Subnet :
The DMZ and WAN located in different Subnets

For example: If the ISP issued 16 real IP addresses: 220.243.230.1-16 with Mask
255.255.255.240, users have to separate the 16 IP addresses into two groups: 220.243.230.1-8
with Mask 255.255.255.248, and 220.243.230.9-16 with Mask 255.255.255.248 and then set the
device and the gateway in the same group with the other group in the DMZ.

oMz
(*) Subnet () Range (DMI & VAN within same subnet)
Specify DMZ IP Address: 220 | 130 | (243 | |9 |
Subnet Mask: (255 | 255 | 255 | 248 |

Range :

DMZ and WAN within same Subnet

DMZ

) Subnet (*) Range (DMI & VAN within same subnet)

IP Range for DMZ port: [220  Jiao fiss |1 lto |16 |

IP Range for DMZ port: Put IP range in DMZ port.

After the changes are completed, click “"Apply” to save the configuration, or click “Cancel"

to leave without making any changes.

11
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WAN Connection Type

Obtain an IP automatically

This mode is often used in the connection mode to obtain an automatic DHCP IP. This is the
device system default connection mode. It is a connection mode in which DHCP clients obtain an
IP address automatically, which is often applied in Cable Modem or DHCP Client connection mode,
etc. If having a different connection mode, please refer to the following introduction for selection
of appropriate configurations. Users can also set up their own DNS IP address (Use the Following
DNS Server Address). Check the options and input the user-defined DNS IP addresses.

Obtain an P automatically

[] use the Following DMS Server Addresses:
DNS Server (Required) 1:

2:

Static IP

If ISP issue a static IP (such as one IP or eight IPs, etc.), please select this connection mode

and follow the steps below to input the IP humbers issued by ISP into the relevant boxes.

Attention: Even if ISP offers a static IP address, it might be an automatic mode to
obtain a DHCP IP or to obtain a PPPoE dial-up IP. Although the IP address obtained will be

the same each time, users still must select the correct connecting mode!

12
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Static IP A
Specify WAN IP Address: |0 |a |a |a
Subnet Mask:
0 o 1 1
Default Gateway Address:
0 o 1 1
DNS Server (Required) 1: |0 |a |a |a
2|0 o o o

Specify WAN Input the available static IP address issued by ISP.
IP address:

Subnet Mask: Input the subnet mask of the static IP address issued by ISP, such
as:

Issued eight static IP addresses: 255.255.255.248

Issued 16 static IP addresses: 255.255.255.240

Default Input the default gateway issued by ISP. For ADSL users, it is
Gateway usually an ATU-R IP address. As for optical fiber users, please input
Address: the optical fiber switching IP.

Domain Name Input the DNS IP address issued by ISP. At least one IP group
Server (DNS) @ should be input. The maximum acceptable is two IP groups.

Point-to-Point Protocol over Ethernet

This option is for an ADSL virtual dial-up connection (suitable for ADSL PPPoE). Input the user
connection name and password issued by ISP. Then use the PPP Over-Ethernet software built into
the device to connect with the Internet. If the PC has been installed with the PPPoE dialing

software provided by ISP, remove it. This software will no longer be used for network connection.

13
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PPPoE w
Uszer Name:
Password:
O Connect on Demand: Max Idle Time |- Min.
() Keep Alive: Redial Period |5 Sec.

User Name: Input the user name issued by ISP.

Password Input the password issued by ISP.

Connect on This function enables the auto-dialing function to be used in a
Demand: PPPoE dial connection. When the client port attempts to

connect with the Internet, the device will automatically make a
dial connection. If the line has been idle for a period of time,
the system will break the connection automatically. (The

default time for automatic break-off resulting from no packet

transmissions is five minutes).

Keep Alive: This function enables the PPPoOE dial connection to keep
connected, and to automatically redial if the line is
interrupted. It also enables a user to set up a time for

redialing. The default is 30 seconds.

After the changes are completed, click “Apply” to save the configuration, or click

“Cancel" to leave without making any change.

3.3.2 Dual WAN
If you have chosen the second WAN, then you can employment this setting.

Network Service Detection

14
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General Setting => Dual WAN

-Netwurk Service Detection

Enable Network Service Detection
 Passwoard 3 —
. e Retry count | 5 | Retry timeout | 3c | second
Advanced Sﬂtﬂﬂ When Fail ; | Femove the Conmeéstion ..p_!

C o D o e

Firewall [] Default Gateway [ Default Gateway
K B 1 Oww —
l . [[] Remote Host: |:| Remots Host: |:|
[ owstookspHost: | ] [7] HS Lookup Host: ]

Network Service Detection System:

This is a detection system for network external services. If this option is selected,
information such “"Retry Count” or "Retry Timeout” will be displayed. If two WANs
are used for external connection, be sure to activate the NSD system, so as to avoid
any unwanted break caused by the device misjudgment of the overload traffic for the
WAN.

Retry Count: This selects the retry times for network service detection. The
default is five times. If there is no feedback from the Internet in
the configured “Retry Times", it will be judged as “External

Connection Interrupted”.

Retry Timeout: Delay time for external connection detection latency. The default
is 30 seconds. After the retry timeout, external service detection
will restart.

When Fail: (1) Generate the Error Condition in the System Log: If an ISP

connection failure is detected, an error message will be
recorded in the System Log. This line will not be removed;
therefore, the some of the users on this line will not have

normal connections.

This option is suitable under the condition that one of the WAN

15
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connections has failed; the traffic going through this WAN to
the destination IP cannot shift to another WAN to reach the
destination. For example, if users want the traffic to 10.0.0.1
~ 10.254.254.254 to go only through WAN1, while WAN2 is
not to support these destinations, users should select this
option. When the WAN1 connection is interrupted, packets for
10.0.0.1~10.254.254.254 cannot be transmitted through
WAN 2, and there is no need to remove the connection when
WAN 1 is interrupted.

(2) Remove the Connection: If an ISP connection failure is
detected, no error message will be recorded in the System
Log. The packet transmitted through this WAN will be shifted
to the other WAN automatically, and be shifted back again
when the connection for the original WAN is repaired and
reconnected.

This option is suitable when one of the WAN connections fails
and the traffic going through this WAN to the destination IP
should go through the other WAN to reach the destination. In
this way, when any of the WAN connections is broken, other
WANSs can serve as a backup; traffic can be shifted to a WAN

that is still connected.

Detecting Feedback Servers:

Default The local default communication gateway location, such as the
Gateway: IP address of an ADSL router, will be input automatically by the
device. Therefore, users just need to check the option if this
function is needed. Attention! Some gateways of an ADSL
network will not affect packet detection. If users have an optical
fiber box, or the IP issued by ISP is a public IP and the gateway
is located at the port of the net café rather than at the IP
provider’s port, do not activate this option.

ISP Server: This is the detected location for the ISP port, such as the DNS IP

address of ISP. When configuring an IP address for this function,
make sure this IP is capable of receiving feedback stably and
speedily. (Please input the DNS IP of the ISP port)

16
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Remote Server: | This is the detected location for the remote Network Segment.
This Remote Host IP should better be capable of receiving
feedback stably and speedily. (Please input the DNS IP of the ISP

port).
Use DNS server | This is the detect location for DNS. (Only a web address such as
for Domain www.hinet.net is acceptable here. Do not input an IP address.)
Name Service: In addition, do not input the same web address in this box for

two different WANSs.

Apply: After the changes are completed, click “"Apply” to save the

network configuration modification.

Cancel: Click “Cancel" to leave without making any change, but only it

works before you click apply button.

Bandwidth

® Bandwidth

nFAR Ipstresm [#12 khitiSec Downstream |#12 khit/Sec

Ipstresm [912 KhitiSec Cownstream |51 Z KhitiSec

Automatic load balance ratio will be made according to the upstream bandwidth users input for
the two WAN ports. For instance, if the upstream bandwidth for both WANs is 512Kbit/sec, the
automatic balance ratio will be 1:1. If one WAN upstream bandwidth is 1024Kbit/sec while the
other is 512Kbit/sec, the automatic balance ratio will be 2:1. Therefore, to ensure the load can
be really balanced, please input the actual upstream and downstream bandwidth. In addition,

the data users input will also affect the QoS configuration. Please refer to QoS Configuration.

Protocol Binding
Users can define specific IP addresses or specific application service ports to go through a
user-assigned WAN for external connections. For any other unassigned IP addresses and

services, WAN load balancing will still be carried out.
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Protocol Binding

Service : | SMTP [TCPR25~25] |

[ Service Management ]

Source IP : 192 . 168 1 Lo o |0 |
Destination IP : 0 L |o Lo .o lto
.| .o o
Interface : AR |
Enable : ]

Acld to list

L Amly ][ Cancel |

Service: This is to select the Binding Service Port to be activated. The
default (such as ALL-TCP&UDP 0~65535, WWW 80~80, FTP 21 to
21, etc.) can be selected from the pull-down option list. The default
Service is All 0~65535.

Option List for Service Management: Click the button to enter the
Service Port configuration page to add or remove default Service
Ports on the option list.

Source IP: Users can assign packets of specific Intranet virtual IP to go
through a specific WAN port for external connection. In the boxes
here, input the Intranet virtual IP address range; for example, if
192.168.1.100~150 is input, the binding range will be 100~150. If
only specific Service Ports need to be designated, while specific IP

designation is not necessary, input “"0” in the IP boxes.

Destination In the boxes, input an external static IP address. For example, if

IP: connections to destination IP address 210.11.1.1 are to be
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restricted to WAN1, the external static IP address 210.1.1.1 ~
210.1.1.1 should be input. If a range of destinations is to be
assigned, input the range such as 210.11.1.1 ~ 210.11.255.254.
This means the Class B Network Segment of 210.11.x.x will be
restricted to a specific WAN. If only specific Service Ports need to
be designated, while a specific IP destination assignment is not

required, input “0” into the IP boxes.

Interface: Select the WAN for which users want to set up the binding rule.
Enable: To activate the rule.

Add To List: To add this rule to the list.

Delete To remove the rules selected from the Service List.

selected

application:

Apply: Click “"Apply” to save the modification.

Cancel: Click “Cancel" to leave without making any change, but only it

works before you click apply button.

Add or Remove Service Ports
If the Service Port users want to activate is not in the list, users can click “Add or Remove Service

Ports from “Service Management” to arrange the list, as described in the following:
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; Senvice Management - Microsoft Intermet Explorer

Servios Name

—

Protocol
| TCP v_|

A=l

[ &1 Teaffic [TCP&UDPH~E5535] 2

Port Rangs

i ta

DNS [UDP53~53]
FTR [TCRi21~21]

HTTP [TCR/S0~E0]

HTTP Secondary [TCRIS0E0~S080]

HTTPS [TCPi4453~443) _

HTTPS Secondary [TCP/S443~8443]

TFTP [UDP/EI~E9]

IM&P [TCP A 431 43]

RRTP [TCRA19=119]

POP3 [TCPH10~110] -
SHIMP [UDPMET~161]

SMTP [TCPI25~25]

TELMET [TCPf23~23]

TELMET Secondatry [TCP/AE023~B023] _'\_f
| Al 1o list fE
Apply Cancel | Ext |

Service Name:

In this box, input the name of the Service Port which

users want to activate, such as BT, etc.

Protocol:

This option list is for selecting a packet format such as

TCP or UDP for the Service Ports users want to activate.

Port range:

In the boxes, input the range of Service Ports users

want to add.

Add To List:

Click the button to add the configuration into the
Services List. Users can add up to 100 services into the
list.

Delete selected

To remove the selected activated Services.

service:

Apply: Click the "Apply” button to save the modification.

Cancel: Click the “Cancel” button to cancel the modification.
This only works before “Apply” is clicked.

Exit: To quit this configuration window.
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3.3.3 QoS

QoS is an abbreviation for Quality of Service. The main function is to restrict bandwidth
usage for some services and IPs to save bandwidth or provide priority to specific
applications or services, and also to enable other users to share bandwidth, as well as to
ensure stable and reliable network transmission. To maximize the bandwidth efficiency,
network administrators should take account of the practical requirements of a company, a
community, a building, or a café etc, and modify bandwidth management according to the

network environment, application processes or services.

QoS Setting

- The Maximum Bandwidth provided by ISP

Upstream Downstream
Urieln ots (Wbit/Sec) (Wbit/Sec)
WWARNT 512 212
AR 512 512

In the boxes for WAN1 and WAN2 bandwidth, input the upstream and downstream
bandwidth which users applied for from bandwidth supplier. The bandwidth QoS will make
calculations according to the data users input. In other words, it will guarantee a minimum
rate of upstream and downstream for each IP and Service Port based on the total actual
bandwidth of WAN1 and WAN2. For example, if the upstream bandwidths of both WAN1 and
WAN2 are 512Kbit/Sec, the total upstream bandwidth will be: WAN1 + WAN2 =
1024Kbit/Sec. Therefore, if there are 50 IPs in the Intranet, the minimum guaranteed
upstream bandwidth for each IP would be 1024Kbit/50=20Kbit/Sec. Thus, 20Kbit/Sec can

be input for “"Mini. Rate” Downstream bandwidth can be calculated in the same way.

Session Control

Session management controls the acceptable maximum simultaneous connections of
Intranet PCs. This function is very useful for managing connection quantity when P2P
software such as BT, Thunder, or emule is used in the Intranet causing large numbers of
connections. Setting up proper limitations on connections can effectively control the

connections created by P2P software. It will also have a limiting effect on bandwidth usage.
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In addition, if any Intranet PC is attacked by a virus like Worm.Blaster and sends a huge

number of connection requests, session control will restrict that as well.

® session Control

{* Disable
" Single IP cannot exceed |207 Session
' when single IP exceed |2'3"3' Session, * block this IP to add new session for |7 minuts

" block this IP*= all connection for |3 minuts

® scheduling

Apply this rule |31m?5;||':”3' :|'3”:' tu:-l':":' :|':"3I (24-Hour Forrnat)
r Everyday Fosun T ton T Tue T owed 7w T Fi T sat

.Exempted Service Port or IP Address

| swrE [TCR/25725] =]
Setvice :
Servrice Manapgement I
SowrcelP: [to oo fie o ggfto o fio  fio o
Enakle: [
add to list |

lelleter celleated applioat1om
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Disable: To disable Session Control function.
Single IP cannot This option enables the restriction of maximum external
exceed Session connections to each Intranet PC. When the number of

external connections reaches the limit, to allow new
connections to be built, some of the existing connections
must be closed. For example, when BT or P2P is being
used to download information and the connections
exceed the limit, the user will be unable to connect with
other services until either BT or P2P is closed.

Network Service

. (%) block thiz IP to add new session for |3 Minutes
Detection:

(When single IP If this function is selected, when the user’s port

exceed limit) connection reach the limit, this user will not be able to
make a new connection for five minutes. Even if the
previous connection has been closed, new connections

cannot be made until the setting time ends.
'D' block thiz IP'= all cennection for |3 Minutes

If this function is selected, when the user’s port

connections reach the limit, all the lines that this user is
connected with will be removed, and the user will not be
able to connect with the Internet for five minutes. New

connections cannot be made until the delay time ends.

Scheduling If “"Always” is selected, the rule will be executed around

mln—:wmw: Tl the clock. If "From..." is selected, the rule will be
executed according to the configured time range. For
example, if the time control is from Monday to Friday,
8:00am to 6:00pm, users can refer to the following

figure to set up the rule.

Days Management: If “Everyday” is selected, the rule will be activated for
[ Everyiey T s T ton T Tue T et T the control time range every day. Users can choose to

activate the rule during certain days of the week.
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Exempted Port or IP

Service:

Service:

Service Management:

Source IP/Group:

Enable:

Add To List:

Apply:

Cancel:

QoS Configuration

The important services or IPs in a company or business
can be configured to be free of the Connection

Restriction Rule.
To select a Service Port to be free of the connection rule.
To add or remove a Service Port.

To add IP addresses/Groups that are free from

restriction.
To activate the added rule.
To add the rule into the list.

Click the “"Apply” button to save the modification.

Click the “Cancel” button to cancel the modification.

This only works before “Apply” is clicked.

There are two options for bandwidth management: one is Rate Control, the other is

Priority Control. The two kinds of management cannot be used at the same time. Network

administrators must choose one or the other based on the Intranet needs.

Rate Control -

The network administrator can set up bandwidth or usage limitations for each IP or IP

range according to the actual bandwidth. The network administrator can also set bandwidth

control for certain Service Ports. A guarantee bandwidth control for external connections

can also be configured if there is an internal server.
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e Quality of Service
Type: (¥ Rate Control ) Priority
Interface: [ wean1 [ wan2
Service : | SMTP [TCPi25~25] b | [ Service Management
IP: 192 . 168 1 .o 1o |0 |
Direction : Upstream b |
Mini. Rate : | Khitizec Max. Rate: I:I Khitizec
Bandwidth _ '@' Share total bandwidth with all P addresses.
sharing * () Assign bandwidth for each IP address.
Enable : il

Addd to list

SMTP [TCP/25~25]-=192 168 1 0~0{Upstream)==3~5Khit/sec-=\yWaN1 , 2
HTTP [TCPA0~E0]-=192.165 1 4 0~20{Upstream)==3~EKbit sec-=\Wan1 |, 2
A1l Traffic [TCPEUDPH ~65535]-=192 165 1 1 00~1 S0(Upatream)==3~40Kbitisec-=VaNT | 2

_ ShowTables | [ Apply | I Cancel |

Interface: To select on which WAN the QoS rule should be executed. It can be

a single selection or multiple selections.

Service: To select what bandwidth control is to be configured in the QoS
rule. If the bandwidth for all services of each IP is to be controlled,
select “All (TCP&UDP) 1~65535". If only FTP uploads or downloads
need to be controlled, select "FTP Port 21~21". Refer to the Default
Service Port Number List.

IP: This is to select which user is to be controlled. If only a single IP is
to be restricted, input this IP address, such as "192.168.1.100 to
100”. The rule will control only the IP 192.168.1.100. If an IP range
is to be controlled, input the range, such as "192.168.1.100 ~
150”. The rule will control IPs from 192.168.1.100 to 150. If all
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Intranet users that connect with the device are to be controlled,
input “0” in the boxes of IP address. This means all Intranet IPs will

be restricted. QoS can also control the range of Class B.

Direction: Upstream: Means the upload bandwidth for Intranet IP.
Downstream: Means the download bandwidth for Intranet IP.
Server in LAN, Upstream: If a Server for external connection has
been built in the device, this option is to control the bandwidth for
the traffic coming from outside to this Server.

Server in LAN, Downstream: If there are web sites built in the
Intranet, this option is to control the upload bandwidth for the
connections from outside to this Server. For example, game servers
have been built in many Internet cafés. This rule can be used to
control the bandwidth for connections from outside to the game
server of a café to update data. In this way, game players inside the

café will not be affected.

Min. & Max. The minimum bandwidth: The rule is to guarantee minimum
Rate: available bandwidth.
(Kbit/Sec) The maximum bandwidth: This rule is to restrict maximum

available bandwidth. The maximum bandwidth will not exceed the
limit set up under this rule.

Attention! The unit of calculation used in this rule is Kbit. Some

software indicates download/upload speed by the unit KB. 1KB =

8Kbit.
Bandwidth Sharing total bandwidth with all IP addresses:
Sharing: If this option is selected, all IPs or Service Ports will share the

bandwidth range (from minimum to maximum bandwidth).
Assign bandwidth for each IP address:

If this option is selected, every IP or Service Port in this range can
have this bandwidth (minimum to maximum.). For example: If the
rule is set for the IP of each PC, the IP of each PC will have the same
bandwidth.

Attention: If "Share-Bandwidth” is selected, be aware of the
actual usage conditions and avoid an improper configuration that

might cause a malfunction of the network when the bandwidth is

too small. For example, if users do not want an FTP to occupy too
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much bandwidth, users can select the "Share-Bandwidth Mode”, so
that no matter how much users use FTPs to download information,

the total occupied bandwidth is fixed.

Enable: To activate the rule.

Add To List: To add this rule to the list.

Move up & The QoS rules will be executed from the bottom of the list to the top
Move Down: of the list. In other words, the lower down the list, the higher the
priority of execution. Users can arrange the sequence according to
their priorities. Usually the service ports which need to be

restricted, such as BT, e-mule etc., will be moved to the bottom of

the list. The rules for certain IPs would then be moved upward.

Delete To remove the rules selected from the Service List.
selected
application:

Show Table: This will display all the Rate Control Rules users made for the
bandwidth. Click “Edit” to modify.

Apply: Click the "Apply” button to save the modification.

Cancel: Click the “Cancel” button to cancel the modification. This only

works before “"Apply” is clicked.

Priority Control :

The Router will distribute the bandwidth as 60% (the highest) and 10% (the lowest). If you
set the service port 80 as “High” priority, the router will give 60% bandwidth to the port 80. In
the other hand, if you give the port 21 as “Low"” priority, the device will only give it 10%
bandwidth. The remained 30% bandwidth will be shared by the other service.
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- Quality of Service
Type: () Rate Control (%) Priority
Interface (] want [ wanz
Service Direction Priority Enable
SMTP [TCPi25~25] w Upstresm W High [+ ]

[ Setvice Management ] A to list

PORS [TCPA 10~110)Upstream)==High==¥ANT , 2

| ShowTables || Appy ]| Cancel |

Interface : Select on which WAN the QoS rule should be executed. It can be a

single selection or multiple selections.

Service Port : Select what bandwidth control is to be configured in the QoS rule. If
FTP uploads or downloads need to be controlled, select “FTP Port
21~21". Refer to the Default Service Port Number List.

Direction : Upstream: Means the upload bandwidth for Intranet IP.

Downstream: Means the download bandwidth for Intranet IP.
Server in LAN, Upstream: If a Server for external connection has
been built in the device, this option is to control the bandwidth for
the traffic coming from outside to this Server.

Server in LAN, Downstream: If there are web sites built in the
Intranet, this option is to control the upload bandwidth for the
connections from outside to this Server. For example, game servers
have been built in many Internet cafés. This rule can be used to
control the bandwidth for connections from outside to the game

server of a café to update data. In this way, game players inside the

café will not be affected.
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Priority : High: 60% guaranteed bandwidth to the service
Low: Only 10% bandwidth offered to the service

Enabled : Activate the rule.

Add to list : Add this rule to the list.

Delete Remove the rules selected from the Service List.

Selected

items :

Show Table : This will display all the Priority Rules users made for the bandwidth.
Click “Edit” to modify.

Apply : Click “"Apply” to save the configuration

Cancel : Click “Cancel" to leave without making any change.

3.3.4 Password

This is an advanced management tool for the device. The default password of the host is

“admin”. Users can change the password after configuration has been completed. Remember to

click “"Apply” when the configuration data has been completed.

General Setting => Password @

User Mame: admin

Old Password: |

New Password: |

Confirm NMew Password: |
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User Name:

The default is "admin”.

Old Password:

Input the original password.

New User Name:

Input the new user name.

New Password:

Input the changed password.

Confirm New

Password:

Input the new password again for verification.

3.3.5 Time

A function to calculate the correct time is available with the device. Users can either select

the embedded NTP Server synchronization function or set up a time reference. This function

enables users to know the exact time of event occurrences that are recorded in the System Log,

and the time of closing or opening access for Internet resources.

Configuring Automatic Synchronize With NTP Function

Select the time zone from the "Time Zone" pull-down option list. If there is Daylight

Saving Time in the area, input it. The device will adjust the time for the Daylight Saving

period automatically. If users have their own "Time Server Address”, input the Server’s IP

address.
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General Setting => Time

Genef;I Setting

(¥} Set the local time using Network Time Protocol (NTP) automatically

() Set the local time Manually
| Password |
[ Time J

i

d Setting

Time Zone: i Hong Eone. (GMT-0E:00) v

£
3

Daylight Saving: [ | Enabled frumD [l'-!unth}D may)tuD (Fﬂunth}E] (Day}

HTP Server: | |

=

. QUM Client

Input Date and Time Manually

General Setting => Time

Gemar; Setting

: : ﬂ - ) set the local time using Network Time Protocol (NTP) automatically

(%) Set the local time Manually

;ﬂﬂi@m’;
[ D08 |
~ Password
[ Tme ]

|2 |Hours|s: |Minutes|50  |Seconds

e | Month|& |Day  [z005 |Year

=

Input the correct date and time in the boxes.
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After the changes are completed, click “"Apply” to save the configuration, or click

“Cancel" to leave without making any changes.
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IV. Advanced Configuration

This chapter introduces the VPN Firewall advanced configuration, including opening the link of
virtual server, routing setting, physical IP corresponding to virtual IP as well as setting dynamic
DNS, etc.

4.1 DMZ Host-(Demilitarized Zone)
When the NAT mode is activated, sometimes users may need to use applications that do not
support virtual IP addresses such as network games. We recommend that users map the device

actual WAN IPs directly to the Intranet virtual IPs, as follows:

Advanced Setting => DMZ Host

DMZ Private IP Address : 10, 10, 1I].|':'

Firewall
VPN

{ QVMFunction )
g )

If the "DMZ Host” function is selected, to cancel this function, users must input "0” in

the following “"DMZ Private IP”. This function will then be closed.

After the changes are completed, click “Apply” to save the network configuration
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modification, or click “Cancel" to leave without making any changes.

4.2 Forwarding

Setting up a Port Forwarding Virtual Host: If the server function (which means the server for
an external service such as WWW, FTP, Mail, etc) is contained in the network, we recommend
that users use the firewall function to set up the host as a virtual host, and then convert the
actual IPs (the Internet IPs) with Port 80 (the service port of WWW is Port 80) to access the
internal server directly. In the configuration page, if a web server address such as 192.168.1.2
and the Port 80 have been set up in the configuration, this web page will be accessible from the
Internet by keying in the device actual IP address such as: http://220.130.188.45 (This is VPN
Firewall legal IP address).

At this moment, the device actual IP will be converted into "192.168.1.2" by Port 80 to
access the web page.

In the same way, to set up other services, please input the server TCP or UDP port nhumber
and the virtual host IP addresses.

® port Range Forwarding

Service IP Address Enable
[#11 Traffic [TCPEUDR/17BS535] | 10 .10 .10 | r
Service Management | Add to list I

Wellet e cel ented anpliication

Service: To select from this option the default list of service ports of the

virtual host that users want to activate.

Such as: All (TCP&UDP) 0~65535, 80 (80~80) for WWW, and
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Internal IP Address:
Enable:

Service

Management:

Add to list:

21~21 for FTP. Please refer to the list of default service ports.

Input the virtual host IP addresses.

To activate this function.

Add or remove service ports from the list of service ports.

Add to the active service content.

Add or Remove Service Ports

The services in the list mentioned above are frequently used services. If the service

users want to activate is not in the list, we recommend that users use “Service

Management” to add or remove ports, as follows:

; service Management - Microsoft Internet Explorer

Servioe Nams

—

Praotocol
|TCP M|

Port Ranges

| o]

Addd to list

&1l Traffic [TCPEUDPH ~B5535]

DNS [UDP/53~53]

FTR [TCRi21~21]

HTTP [TCR/S0~80]

HTTP Secondary [TCRE080~8080]
HTTPS [TCPi443~443] _
HTTPS Secondary [TCPAE443~E443]
TFTP [LUDP/E9~E9]

AP [TCPH 431 43]

NMTE [TER#M A 9~119]

POP3 [TCRH10~110]

SHIMP [LDPH E1~161]

SMTP [TCPI25+25]

TELMET [TCP23~23] _
TELMET Secondaty [TCR/S023~8023]

Apply.
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Service Name: In this box, input the name of the Service Port which

users want to activate, such as BT, etc.

Protocol: This option list is for selecting a packet format such as

TCP or UDP for the Service Ports users want to activate.

Port range: In the boxes, input the range of Service Ports users
want to add.

Add To List: Click the button to add the configuration into the
Services List. Users can add up to 100 services into the
list.

Delete selected To remove the selected activated Services.

service:

Apply: Click the "Apply” button to save the modification.

Cancel: Click the “Cancel” button to cancel the modification.
This only works before “"Apply” is clicked.

Exit: To quit this configuration window.

Port Triggering :

For some special application software, the Internet accessing port numbers are
unsymmetrical. Therefore, the port numbers for this special software must be input in the

“Port Triggering”, as in the above fig.
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Application Name:

Trigger Port Range:

Incoming Port Range:

Add to list:

Delete selected
application:

Apply:

Cancel:

o Port Triggering

Application Hamie Trigger Port Range Incoming Port Range
[ ] [ W[ ] L el ]
Addtolist

Users can define names for special application

software. This is to make management simple.

Input the port numbers for data going from the device
to the Internet. (Such as 9000~6600).

Input the port numbers for data coming in from the
Internet to the device. (Such as 2004~2005).

Add the service to the active service list.

To remove selected services.

Click the "Apply” button to save the modification.

Click the “Cancel” button to cancel the modification.

This only works before “Apply” is clicked.

4.3 UPnP- (Universal Plug and Play)

UPNP (Universal Plug and Play) is a protocol set by Microsoft. If the virtual host supports UPnP

system (such as Windows XP), users could also activate the PC UPnP function to work with the

device.
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UPnP Function (Automatically Mapping): ) Yes & NO

© UPnP Mapping

Service Poft: . DMS [UDPI52-=53] v |

Host Mame or IP Address

Enabled - []

| |

Service Port :

Host Name or IP
Address :
Enabled :
Service Port
Management:
Add to List :

Delete Selected Item :

Show Table :

Apply :
Cancel :

o Telds  ( Apply | Camesl

Select the UPnP service number default list here; for example,
WWW is 80~80, FTP is 21~21. Please refer to the default
service number list.

Input the Intranet virtual IP address or name that maps with
UPnP such as 192.168.1.100.

Activate this function.

Add or remove service ports from the management list.

Add to active service content.

Remove selected services.

This is a list which displays the current active UPnP functions.
Click “Apply” to save the network configuration modification.

Click “Cancel" to leave without making any change.
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4.4 Routing

When there are more than one router and IP subnets, the routing mode for the device should
be configured as static routing. Static routing enables different network nodes to seek necessary
paths automatically. It also enables different network nodes to access each other. Click the button
“Show Routing Table” (as in the figure) to display the current routing list.

‘Advanced Setting => Routing W

® static Routing

DestinationP: [~ [~ [ [

SubnetMask: [~ | [ [ [

Default Gateway: [~ [~ [T [
Hop Count: |_'

interface: [LiF =

wAd to 11zt |

HEler="==llad ed il I

[ Showoving Tabte ) ([ Aoy ] [ Ganoel |

Destination IP / Input the remote network IP locations and subnet that is to

Subnet Mask : be routed. For example, the IP/subnet is
192.168.2.0/255.255.255.0.

Default Gateway : The default gateway location of the network node which is to
be routed.

Hop Count : This is the router layer count for the IP. If there are two

routers under the device, users should input “2” for the
router layer; the default is "1”. (Max. is 15.)
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Interface: This is to select "WAN port” or “"LAN port” for network
connection location.

Add to list / Delete Add the routing rule into the list or remove the selected

selected IP : routing rule from the list.

Show Running Table: Show current routing table.

4.5 One-to-One NAT

As both the device and ATU-R need only one actual IP, if ISP issued more than one actual IP
(such as eight ADSL static IP addresses or more), users can map the remaining real IP addresses
to the intranet PC virtual IP addresses. These PCs use private IP addresses in the Intranet, but

after having One to One NAT mapping, these PCs will have their own public IP addresses.

For example, if there are more than 2 web servers requiring public IP addresses,

administrators can map several public IP addresses directly to internal private IP addresses.

Example : Users have five available IP addresses - 210.11.1.1~5, one of which, 210.11.1.1,
has been configured as a real IP for WAN, and is used in NAT. Users can respectively configure the

other four real IP addresses for Multi-DMZ, as follows:
210.11.1.2> 192.168.1.3
210.11.1.3> 192.168.1.4
210.11.1.4> 192.168.1.5

210.11.1.5> 192.168.1.6

Attention !

The device WAN IP address can not be contained in the One-to-One NAT IP

configuration.
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C To )
( Firewall )
VPN
{ QM Function )
C Log )

One to One NAT :

Private IP Range
Begin :

Public IP Range
Begin :

Range Length:

Add to List :

Delete Sleeted Item :
Apply :

Cancel :

{ Setting => One to One

Oneto-One NAT :Enable ¥

-Add Range
Private Range Begi.n Public Range Begin Range Length
oo [ [ LE T K1 [
Add b dist |

To enable or close the One-to-One NAT function. (Check to “Enable”
or “Close” the function).

Input the Private IP address for the Intranet One-to-One NAT
function.

Input the Public IP address for the Internet One-to-One NAT
function.

The numbers of final IP addresses of actual Internet IP addresses.
(Please do not include IP addresses in use by WANSs.)

Add this configuration to the One-to-One NAT list.

Remove a selected One-to-One NAT list.

Click “"Apply” to save the network configuration modification.

Click the “Cancel” button to cancel the modification. This only

works before “Apply” is clicked.

Attention: One-to-One NAT mode will change the firewall working mode. If this function
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has been set up, the Internet IP server or PC which is mapped with a LAN port will be exposed
on the Internet. To prevent Internet users from actively connecting with the One-on-One NAT

server or PC, please set up a proper denial rule for access, as described Firewall.

4.6 DDNS- Dynamic Domain Name Service

DDNS supports the dynamic web address transfer for QnoDDNS.org.cn, 3322.org,
DynDNS.org and DtDNS.com. This is for VPN connections to a website that is built with dynamic
IP addresses, and for dynamic IP remote control. For example, the actual IP address of an ADSL
PPPOE time-based system or the actual IP of a cable modem will be changed from time to time. To
overcome this problem for users who want to build services such as a website, it offers the
function of dynamic web address transfer. This service can be applied from www.gno.cn/ddns,

www.3322.org, www.dyndns.org, or www.dtdns.com, and these are free.

Also, in order to solve the issue that DDNS server is not stable, the device can update the

dynamic IP address with different services at the same time.
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"Advanced Setting => DDNS

W WAN1
DONS Service: | 3322 ore =l

User name:  [TEST1528 Realster

Password: |IIIII-I-I-I-

Host Hame: N EEEE fore

Internet IP Address: 220130185839
Status: DO T2 updated successiully

W waN2

DDHS Service:

User name:
Password:
Internet IP Address:

Status:

lQm];lDITS. OrE, cnﬂ

I OnoDDHS.org.cn Register

0.0.0.0

DONS function =2 dizabled or Ko Internet connection

Cancel |

L Ay )

DDNS Check either of the boxes before DynDNS.org, 3322.0rg,
DtDNS.com and QnoDDNS.org.cn to select one of the four
DDNS website address transfer functions.

User name The name which is set up for DDNS.
Input a complete website address such as abc.gnoddns.org.cn
as a user name for QnoDDNS.

Password The password which is set up for DDNS.

Host Name Input the website address which has been applied from DDNS.

Examples are abc.dyndns.org or xyz.3322.org.
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Internet IP Address

Status

Apply

Cancel

4.7 MAC Clone

Input the actual dynamic IP address issued by the ISP.

An indication of the status of the current IP function refreshed

by DDNS.

After the changes are completed, click “"Apply” to save the

network configuration modification.

Click the “Cancel” button to cancel the modification. This only

works before “Apply” is clicked.

Some ISP will request for a fixed MAC address (network card physical address) for

distributing IP address, which is mostly suitable for cable mode users. Users can input the

network card physical address (MAC address: 00-xx-xx-XX-XX-xx) here.

this MAC address when requesting IP address from ISP.

L Advanced Setfing

3

|

Advanced Setting => MAC Clone

W yan

User Defined WAH 1 MAC Address:

MAC Address from this PC:

i WANZ

User Defined WAN2 MAC Address:

MAC Address from this PC;

The device will adopt

@0 Jlee e |ofoo

i

(Default: 00-Os-a0-00-02-15)
O 40-0b-ee-0-bi-fF

@ e |fo | [w

|-loz

(Default: 00-02-a0-00-02-1 Bj
O 2-0h-ee-20-b-fF
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User Defined WAN The default MAC location of the current equipment.
MAC Address:

MAC Address from Current address of MAC that is connected with this PC.
connected device:

Apply After the changes are completed, click “"Apply” to save
the network configuration modification.
Cancel Click the “Cancel” button to cancel the modification. This

only works before “Apply” is clicked.

4.8 DHCP IP Issuing Server

With an embedded DHCP server, it supports automatic IP acquisition for LAN computers.
(This function is similar to the DHCP service in NT servers. It benefits users by freeing them from
the inconvenience of recording and configuring IP addresses for each PC respectively. When a
computer is turned on, it will acquire an IP address from the device automatically. This function
is to make management easier.)

[VPN Firewall offers a class C DHCP server with default setting to on. It can provide the
computer to get the IP address automatically in the LAN (Like the DHCP service in the NT Server).
It benefits the computer do not need to record and setup its IP address. When the PC started, it

would get the IP address automatically from the VPN Firewall, and it is easier to management.]

4.8.1 Dynamic IP

DHCP => DHCP Setup

{_General Seting )
{Advanced Setting
DHEP
—T—

Enabiled DHCP Server

Client Lease Time | 1442 | Minutes
Port Management
S

Rangs End ; 182 168, |5 12
|
4 Log )

!

45



)

your future life

2 WAN 3 LAN VPN Firewall

Client Lease Time: This is to set up a lease time for the IP address which is
acquired by a PC. The default is 1440 minutes (a day).
Users can change it according to their needs. The time unit

is minute.

Range Start: This is an initial IP automatically leased by DHCP. It means
DHCP will start the lease from this IP. The defaultinitial IP
is 192.168.1.100.

Range End: This means DHCP will terminate the lease at this IP
address. The default terminal IP address is 149. Though
the default supports automatic IP acquisition for 50
computers, users can increase or reduce the number

according to their needs.

4.8.2 IP & MAC Binding
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® P & MAC binding

Show new IF user

MAC binding
Static IP Address A

3 R |
Macaddress: [ [ [ [ [ [
Hame: I—

Enable: [

add to list |

lelleter celleated Entiry |

r Block MAC address on the list with wrong IP address
r Block MAC address not on the list

Static IP: There are two ways to input static IP:

If users want to set up a MAC address to acquire IP
from DHCP, but the IP need not be a static IP, input

0.0.0.0 in the boxes. The boxes cannot be left empty.

If users want DHCP to assign a static IP for a PC every
single time, users should input the IP address users want
to assign to this computer in the boxes. The server or PC
which is to be bound will then acquire a static virtual IP

whenever it restarts.

MAC Address: Input the static real MAC (the address on the network card)

for the server or PC which is to be bound.

Name: For distinguishing clients, input the name or address of the
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client that is to be bound. The maximum acceptable

characters are 12. Either Chinese or English can be

accepted.

Enabled:

To activate this configuration.

Add To List:

To add the configuration or modification to the list.

Delete Selected

To remove the selected binding from the list.

address on the
list with wrong
IP address:

included in the list will not be able to connect with the

Internet.

Items:
Add: To add new binding.
Block MAC When this option is activated, MAC addresses which are not

Block MAC
address not on
the list:

When this option is checked, user-modified IP or IP which is
not configured in the list will not be able to connect with the

Internet.

Show New IP User

f2 TP & MAC binding List - Windows Internet Explover

£ | hitps230.120.188 398080 Dhep_tablel him

IP & MAC binding List dpoly | felset Wil | Refxesh | lose |

[ P | MAC | Name __Enable

| 104040103 | O0:11:2f:56:50 96 | 1 | r

| 101010102 ‘ OO 175 1 11 | [ ] | r

‘_ 10401050 | 00-09: 26:h5:029a | — | r

‘ 101010101 ‘ 00:0c:61:00:00:00 ‘ — | r

| 104040400 | 007110l TH: 08 | 1 | r

=

ER LT T TS s [£100% ~

After the changes are completed, click “"Apply” to save the network configuration

modification, or click "Cancel™ to leave without making any change.

Show Tables
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, IP & MAC binding Last - Windows Internet Explorer
£ hitp#7220. 130,165 33:B0R0Dhep_tabls him —
' indi i i

IP & MAC binding List Refresh | ciose| T
| P [ MAC | Name  [Enable | Edit
| 1040.10.102 | 00-17-31 A a-df-11 | TESTO0Z |  Enabled | Edit
| 101010103 | 0011-2¢-55-ac-00 | TESTOON | Ersbled | Edit

| LoD DT e e e s =

Click “Edit” to set binding rule
4.8.3 DNS & WINS Server

This is for checking the DNS from which an IP address has been leased to a PC port. If
you have specific DNS Server, input the IP address of this server directly. As an IP address

has been leased to a PC port, it also gets designated DNS Server address.

- DNHS

DHS Server (Required)1: 168 | |35 | |1 nk |
2|168 | |95 M- |
-W'INS
WINS Server : |':' | . |':' | . |':' | . |':' |

DNS Server 1: | Input the IP address of the DNS server.
DNS Server 2 : | Input the IP address of the DNS server.

WINS Server:

If there is a WIN server in the network, users can input the IP address of that server
directly.

WINS Server: Input the IP address of WINS.
Apply : Click “"Apply” to save the network configuration modification.
Cancel :

Click “Cancel" to leave without making any changes.

4.8.4 DHCP Status
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This is an indication list of the current status and setup record of the DHCP server. The

indications are for the administrator’s reference when a network modification is needed.

DHCP => Status

™ status

DHCP Server:
hynamic IP Used :
Static IP Used :

10104001
0
o

DHCP Available: 50

C irewall J Total: =0

& o
C Log _—) | Client Tablﬂ-

Client Host Hame

IP Address MAC Address Leased Time

DHCP Server: This is the current DHCP IP.

Dynamic IP Used : The amount of dynamic IP leased by DHCP.

Static IP Used : The amount of static IP assigned by DHCP.

IP Available : The amount of IP still available in the DHCP server.

Total IP : The total IP which the DHCP server is configured to lease.
Host Name : The name of the current computer.

IP Address: The IP address acquired by the current computer.

MAC Address : The actual MAC network location of the current computer.
Client Lease Time : The lease time of the IP released by DHCP.

Delete : Remove a record of an IP lease.
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V. Tool Configuration

This chapter introduces the management tool for controlling the device and testing network

connection.

5.1 Diagnostic
The device provides a simple online network diagnostic tool to help users troubleshoot
network-related problems. This tool includes DNS Name Lookup (Domain Name Inquiry Test)

and Ping (Packet Delivery/Reception Test).

DNS Name Lookup

On this test screen, please enter the host name of the network users want to test. For
example, users may enter www.abc.com and press "Go" to start the test. The result will be
displayed on this page.

ool => Diagnostic

1ol DHS Hame Lookup & Ping

Look upthe name: |

( QVM Function >
o )

This item informs users of the status quo of the outbound session and allows the user to

know the existence of computers online.
On this test screen, please enter the host IP that users want to test such as
192.168.5.20. Press "Go" to start the test. The result will be displayed on this screen.
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5.2 Restart
As the figure below, if clicking “Restart Router” button, the dialog block will pop out,

confirming if users would like to restart the device.

( QVM Function }

5.3 Return to Factory Default Setting

Select "Return to Factory Default Setting” to reset all the settings and restart the
device. Alternatively, users may press “"Reset” button on the device to manually restore the
default value and clear all settings including port configures, password setting and etc. Press
“Reset” and hold for more than 10 seconds. The flicker of the yellow light indicates the

default value is being restored.

Please note that this feature resets all the data on the device!
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ool => Factory Default

‘Beturn to Factory Default Satting

( QVM Function )
( Log )

5.4 Firmware Upgrade
Users may directly upgrade the device firmware on the Firmware Upgrade page. Please
confirm all information about the software version in advance. Select and browse the

software file, click "Firmware Upgrade Right Now" to complete the upgrade of the
designated file.

Note !
Please read the warning before firmware upgrade.

Users must not exit this screen during upgrade. Otherwise, the upgrade may
fail.
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Tool => Firmware Upgrade

. FHestad Warning: | VWhen chonsing previous firmuvars versions, all ssttings swil restore beck to default vaiue.
t m 2, Upgrading tiemyvare may take four minutes ar more, pleaze dont turn otf the power or press theresst
e Upgrade bttan
 Sotting Backup 3 Please dont close the window or dizconnect the link, during the upgradeprocess.
( F|rm|| ) 4. Please use BB D or shove for an-line firmwake Upgrads:

P
QVM Function

Cm
e

5.5 Setting Backup

Tool => Setting Backup

® Import configuration File

® Export configuration File

( QVM Function )
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Import configuration file

This feature allows users to integrate all backup content of parameter settings into the
device. Before upgrade, confirm all information about the software version. Select and
browse the backup parameter file: "config.exp." Select the file and click "Import" to import
the file.

Export Configuration File

This feature allows users to backup all parameter settings. Click "Export" and select the
location to save the "config.exp" file.
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VI. Firewall Configuration

This chapter introduces the option of firewall setting as well as the setting of network

access and control.

6.1 General Settings

The firewall is enabled by default. If the firewall is set as disabled, features such as SPI,

DoS, and outbound packet responses will be turned off automatically. Meanwhile, the remote

management feature will be activated. The network access rules and content filter will be

turned off.

€ VPN )
{ avmFunction )
g )

Firewall => General

Firewall :
5Pl (Stateful Packet Inspection) :
Da5 (Denial of Service) -
Block WAN Request -

Remote Management :
‘Access Auls Multicast Pass Through :
_ Contant Filter Prevent ARP Virus Attack -

MTU :

® Restrict WEB Features

Block :

* Enable " Disable
* Enable " Disable
%' Enable " Disable
& Enable " Disable
* Enable € Disable  Port 2050 |
T Enable # Disable
" Enable ' Disable
Router sends ARP |1_ times per-second.
& autn " manual 1200 Fpvtes
- Java
[T cookies
I Activex

[ Access to HTTP Proxy Servers

[T Don't block Java/ActiveX/CookiesProxy to Trusted Domains

Firewall: This feature allows users to turn on/off the firewall.

SPI (Stateful Packet
Inspection):

This enables the packet automatic authentication

detection technology. The Firewall operates mainly at
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DoS (Denial of Service):

Block WAN Request:

Remote Management:

Multicast Pass Through:

Prevent ARP Virus Attack:

Router sends ARP
times per second:

MTU:

the network layer. By executing the dynamic
authentication for each connection, it will also perform
an alarming function for application procedure.
Meanwhile, the packet authentication firewall may
decline the connections which use non-standard
communication protocol.

This averts DoS attacks such as SYN Flooding, Smurf,
LAND, Ping of Death, IP Spoofing and so on.

If set as Enabled, then it will shut down outbound ICMP
and abnormal packet responses in connection. If users
try to ping the WAN IP from the external, this will not
work because the default value is set as activated in
order to decline the outbound responses.

To enter the device web- based Ul by connecting to the
remote Internet, this feature must be activated. In the
field of remote browser IP, a valid external IP address
(WAN IP) for the device should be filled in and the
modifiable default control port should be adjusted (the
default is set to 80, modifiable)

There are many audio and visual streaming media on
the network. Broadcasting may allow the client end to
receive this type of packet message format. This
feature is off by default.

This feature is designed to prevent the intranet from
being attacked by ARP spoofing, causing the
connection failure of the PC. This ARP virus cheat
mostly occurs in Internet cafes. When attacked, all the
online computers disconnect immediately or some
computers fail to go online. Activating this feature may
prevent the attack by this type of virus.

Prevent ARP attack by broadcast packet issued on the
intranet

MTU is an acronym for Maximum Transmission Unit.
The default value is 1500.But in different network

environments, different values can be applied. ADSL
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PPPOE is the most common condition. (ADSL PPPoE
MTU Size: 1492).But the MTU Size of many users of
Servers and ADSL PPPoE are identical. Generally, the
default value of Auto is good enough and further
settings are not necessary.

Apply: After the changes are completed, click “"Apply” to save
the network configuration modification.

Delete : Click the “Cancel” button to cancel the modification.

This only works before “"Apply” is clicked.

=> General

2D

Firewall : Enable " Dpisable
5P| (Stateful Packet Inspection) : * Enable " Dizable
DoS (Denial of Service) - ' Enable " Dpisable
Block WAN Request : & Enable " Disable
Remote Management : ' Enable T pisable Part: |8080

Multicast Pass Through : ' Enable & Dizable
Prevent ARP Virus Attack - " Enable {* Dizable

Router sends ARP |1_ times per-second.

CQVM Fl.ll'll':ﬂﬂ'l'l—) MTU - ' Auto " Manual 1280 pytes

C g )
W Restrict WEB Features

Block : ™ Java
[T cookies
I activex
3 Access to HTTP Proxy Servers

[T Don't block Java/ActiveX/iCookies/Proxy to Trusted Domains

6.2 Access Rule

Users may turn on/off the setting to permit or forbid any packet to access internet. Users

may select to set different network access rules: from internal to external or from external to
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internal. Users may set different packets for IP address and communication port numbers to
filter Internet access rules.

Network access rule follows IP address, destination IP address, and IP
communications protocol status to manage the network packet traffic and make sure
whether their access is allowed by the firewall.

The device has a user-friendly network access regulatory tool. Users may define
network access rules. They can select to enable/ disable the network so as to protect
all internet access. The following describes the internet access rules:

* All traffic from the LAN to the WAN is allowed - by default.

* All traffic from the WAN to the LAN is denied - by default.

* All traffic from the LAN to the DMZ is allowed - by default.

* All traffic from the DMZ to the LAN is denied - by default.

* All traffic from the WAN to the DMZ is allowed - by default.

* All traffic from the DMZ to the WAN is allowed - by default.

Users may define access rules and do more than the default rules. However, the following
four extra service items are always on and are not affected by other user-defined settings.

* HTTP Service (from LAN to Device) is on by default (for management)

* DHCP Service (from LAN to Device) is set to on by default (for the automatic IP retrieval)

* DNS Service (from LAN to Device) is on by default (for DNS service analysis)

* Ping Service (from LAN to Device) is on by default (for connection and test)
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=> Access Rule

Ay to | L ?'E 1 page |5 53 entries per page

Priarity  Enable | Action Service: | Source Destination Time:

Interface

| F | mllow | AlTrafic[1] | L& Ay Ay Blhwisys
P— F | Dery | alTraffic[1]  waMi | osny | any | always
[F | Deny | &lTraffic[1] | WWsnN2 Any Any Alwvays:

_Aocess Hula
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In addition to the default rules, all the network access rules will be displayed as illustrated
above. Users may follow or self- define the priority of each network access rule. Click on Edit

to define the network access rule item and press Delete to remove the item.

Press Add New Rule to create a new network access rule. Or press Return to Default

Rules to restore all settings to the default values and delete all the self-defined settings.

After modification, press “"Apply” button to save the network settings or press “Cancel”

to keep the settings unchanged.

6.2.1 Add a new Rule

‘irewall => Access Rule

“Advanced Setti ® services

' Tool p Service:|111 Traffic [TCPEVDE/1 553331 =] Gervice Management

Log :INcrt log
Source Interface :lLRH -_1:]

Source |P | Single = I_ I_ ] I_ :
Destingtion |P | [Sinele =] ..

I«

.

q

(g ) ® scheduling

Apply this rulelﬂlmﬁ's-:-.‘"l | :| .tol :| (24-Haur Farmat)
F_Evervday Fosun T omon T oTue T7owved 7 o0 I Fa 7 osat

Action : Allow: Permits the pass of packets compliant with this control

rule
Deny: Prevents the pass of packets not compliant with this
control rule

Service Port: From the drop-down menu, select the service that users grant
or do not give permission.

Service Port If the service that users wish to manage does not exist in the
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Management : drop-down menu, press — Service Management to add the new
service.

From the pop-up window, enter a service name and
communications protocol and port, and then click the “Add to
list” button to add the new service.

Log: No Log : There will be no log record.

Create Log when matched : Event will be recorded in the log.

Interface: Select the source port whether users are permitted or not (for
example: LAN, WAN1, WAN2 or Any). Select from the
drop-down menu.

Source IP: Select the source IP range (for example: Any, Single, Range, or
preset IP group name). If Single or Range is selected, please
enter a single IP address or an IP address within a session.

Dest. IP : Select the destination IP range (such as Any, Single, Range, or
preset IP group name) If Single or Range is selected; please
enter a single IP address or an IP address within a session.

Scheduling : Select “Always"” to apply the rule on a round-the-clock basis.
Select “from”, and the operation will run according to the
defined time.

Apply this rule: Select "Always" to apply the rule on a round-the-clock basis.

If “From” is selected, the activation time is introduced as below

to... This control rule has time limitation. The setting method is in
24-hour format, such as 08:00 ~ 18:00 (8 a.m. to 6 p.m.)
Day Control : "Everyday” means this period of time will be under control

everyday. If users only certain days of a week should be under
control, users may select the desired days directly.

Apply : Click “Apply” to save the configuration.

Delete : Click the “Cancel” button to cancel the modification. This only

works before “"Apply” is clicked.
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VII. VPN Configuration
7.1 Display All VPN Summary

This VPN Summary displays the real-time data with regard to VPN status. These data include:
all tunnel numbers (PPTP, IPSec + QnoKey and IPSec VPN), setting parameters and Group VPN
and so forth.

E\'\j’ J
"a‘:c ",

-
COND VPN => Summary

E Tunnelis) Ussa |§E Tunnsliz) Availaols

- Tunnel Status

Add New Tunpsl
Ju‘rnpml_: “|-"I page |3 "_!ent'lz.perpsqe

PhazeZ Loesl Rzmaots Ramote Tunnsl
| Enm/Auth/Gep Group Croup: Gatewsy Test

[T tunneis Enssied B Tunnels) Dfined

Mams Status

Config

Summary :

VPN => Summary

Detail |

Detail : Push this button to display the following information with regard to all current

VPN configurations to facilitate VPN connection management.
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WwanNl IP: 192.168.5.181  waN2 IP: 0.0.0.0 Fri Aug 27 07:32:42 2004
FPhase 2 Local Rernote Rernote
Lz e SEe Enc/Auth/Grp Group Graoup Gateway

Close

Tunnel Status :

-Tunnel Status

[ Akl hlewe Tunnel ]
Jump t;-!1 * |1 page I3 % | entries perpage
FhaseZ Lacal Femote Remaote Tunnel :
N M ; -Gtat Lontig,
£ A Al Enc/futh/Grp Group Group Grateway Test St

10 Tunnels) Enabled [! Tunneliz) Dafined

Add New Tunnel :

The device supports Gateway to Gateway tunnel or Client to Gateway tunnel.

The VPN tunnel connections are done by 2 VPN devices via the Internet. When a new
tunnel is added, the setting page for Gateway to Gateway or Client to Gateway will be
displayed.

Gateway to Gateway -

Click “Add"” to enter the setting page of Gateway to Gateway.

REMOTE:
VPN Device

ol e INTERNET ol s

LOCAL: Gateway to Gateway
VPN Device
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Client to Gateway -

Click “Add” to enter the setting page of Client to Gateway.

CLIENT
(Mobile Users)

S INTERNET
T T ."="i ;_ = :

LOCAL: Client to Gateway
VPN Device

VPN Tunnel Status :
The following describes VPN Tunnel Status, the current status of VPN tunnel in detail :

.Tunnel Status

[ Add hew Tunnel ]
Jdump t-:-!1 1""|."'1 page I3 1""|entr|es perpage
FhazaZ Lacal Remote Remote Tunnel :
N M ‘Stat Lonfig,
& Sas it EncfAuthiGrp Froup Group atamay Test <

1':' Tunnels) Enabled i Tunneliz) Dafined

Click Previous page or Next page to view the desired VPN
tunnel page. Or users can select the page number directly to
Page/Next Page, view all VPN tunnel statuses, such as 3, 5, 10, 20 or All.

Previous

Jumpto_ /_

Page, __ Entries

Per Page :

Tunnel No : To set the embedded VPN feature, please select the tunnel

number. It supports up to 300 IPSec VPN tunnel Setting
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(gateway to gateway as well as client to gateway).
Status : Successful connection is indicated as-(Connected).

Failing hostname resolution is indicated as - (Hostname

Resolution Failed).

Resolving hostname is indicated as -(Resolving

Hostname)

Waiting to be connected is indicated as - (Waiting for

Connection).

If users select Manual setting for IPSec setup, the status
message will display as “Manual” and there is no Tunnel

test function available for this manual setting.

Account ID : Displays the current VPN tunnel connection name, such
as XXX Office. Users are well-advised to give them
different names to avoid confusion should users have
more than one tunnel settings.

Note: If this tunnel is to be connected to other VPN
device (not QVM750), some device requires that the
tunnel name is identical to the name of the host end
to facilitate verification. This tunnel can thus be
successfully enabled.

Phase2 Displays settings such as encryption (DES/3DES),

Encrypt/Auth/Gro authentication (MD5/SHA1) and Group (1/2/5).

up: If users select Manual setting for IPSec, Phase 2 DH
group will not display.

Local Group : Displays the setting for VPN connection secure group
of the local end.

Remote Group : Displays the setting for remote VPN connection
secure group.

Remote Gateway : Set the IP address to connect the remote VPN

device. Please set the VPN device with a valid IP
address or domain name.

Control : Click “Connect” to verify the tunnel status. The
test result will be updated. To disconnect, click
“Disconnect” to stop the VPN connection.

Config. : Setting items include Edit and Delete icon.
Click on Edit to enter the setting items and

users may change the settings. Click on the

trash bin icon Eland all the tunnel settings will
be deleted.

7.2 Gateway to Gateway VPN
In this session, we are going to introduce Gateway to Gateway VPN setting.
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7.2.1 Tunnel Setup

The following instructions will guide users to set a VPN tunnel between two devices.

VPN => Gateway to Gateway

Tunnel Mo. |3

Turnel Mame |

Enahle [#

Tunnel No.: To set the embedded VPN feature, please select the Tunnel number.
This device supports up to 5 VPN tunnel settings.

Tunnel Name: Displays the current VPN tunnel connection name, such as XXX
Office. Users are well-advised to give them different names to
avoid confusion should users have more than one tunnel settings.

Note: If this tunnel is to be connected to any other VPN device (not
VPN firewall), some device requires that the tunnel name is identical
to the name of the host end to facilitate verification. This tunnel can
thus be successfully enabled.

Enabled: Click to "Enable” the VPN tunnel. This option is set to enable by
default. Afterwards, users may select to enable this tunnel feature.

Local Group Setup:

This Local Security Gateway Type must be identical with that of the remote type (Remote
Security Gateway Type).

® Local Group Setup

Local Security Gatewsy Type |IP Only =]

Paddress [220  [130 [1ee |43

Local Security Graup Type I Submet vI

Paddress [to | fto | o o

Subnet Mask [255 | [255 | [255 | [0

Local Security This local gateway authentication type comes with five
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Gateway Type operation modes, which are:
IP only - Authentication by the use of IP only
IP + Domain Name (FQDN) Authentication, -IP +
Domain name
IP + E-mail Addr. (USER FQDN) Authentication,-IP +
Email address
Dynamic IP + Domain Name (FQDN) Authentication,
-Dynamic IP address + Domain name
Dynamic IP + E-mail Addr. (USER FQDN)
Authentication. Dynamic IP address + Email address name

(1) IP only:

If users decide to use IP only, entering the IP address is the
only way to gain access to this tunnel. The WAN IP address
will be automatically filled into this space. Users don't need
to do further settings.

Local Security Gateway Type: | IF Only w

P Address: [192° [188° [ i

(2) IP + Domain Name(FQDN) Authentication:

If users select IP + domain name type, please enter the
domain name and IP address. The WAN IP address will be
automatically filled into this space. Users don't need to do
further settings. FQDN refers to the combination of host
name and domain name and can be retrieved from the
Internet, i.e. vpn.server.com. This IP address and domain
name must be identical to those of the VPN secure gateway

setting type to establish successful connection.

Local Security Gateway Type: | IF ~ Domain Neme (FRDN} Authentication L
Domain Name:

Pagdress: [192° [1e8 [ [iin

(3) IP + E-mail Addr. (USER FQDN) Authentication.

If users select IP address and E-mail, enter the IP address
and E-mail address to gain access to this tunnel and the WAN

IP address will be automatically filled into this space. Users
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don't need to do further settings.

Local Security Gateway Type: | [F ~ E-mail(User FRDK) Authentication w
E-mail: @

P Address: [192° [1e8 & [i71

(4) Dynamic IP + Domain Name(FQDN)

Authentication:

If users use dynamic IP address to connect to the device,
users may select this option to link to VPN. If the remote VPN
gateway requires connection to the device for VPN
connection, this device will start authentication and respond
to this VPN tunnel connection; if users select this option to

link to VPN, please enter the domain name.

Local Security Gateway Type: | Dynamei IF + Domain Name (FEDN) Authentication

Domain Mame:

(5) Dynamic IP + E-mail Addr. (USER FQDN)

Authentication.

If users use dynamic IP address to connect to the device,
users may select this option to connect to VPN without
entering IP address. When VPN Gateway requires for VPN
connection, the device will start authentication and respond
to VPN tunnel connection; If users select this option to link to
VPN, enter E-Mail address to the empty field for E-Mail

authentication.

Local Security Gateway Type: | Drnamie IF + E-mail (User FRDN) Authentication

E-mail: @

Local Security Group This option allows users to set the local VPN connection
Type access type. The following offers a few items for local
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settings. Please select and set appropriate parameters:

1. IP address
This option allows the only IP address which is entered to
build the VPN tunnel.

Local Security Group Type: | IF Address w

IP Address: |192 | (168 | (1 |0

Reference: When this VPN tunnel is connected, computers
with the IP address of 192.168.1.0 can establish connection.

2. Subnet

This option allows local computers in this subnet can be

connected to the VPN tunnel.
Local Security Group Type: | Subnet L

IP Address: (192 | (168 | |1 |

P

on
on

75
Z2J

Subnet Mask: (253 | |25

Reference: When this VPN tunnel is connected, only
computers with the session of 192.168.1.0 and with subnet
mask as 255.255.255.0 can connect with remote VPN.

3. IP Range
This option allows connection only when IP address range

which is entered after the VPN tunnel is connected.

Local Security Group Type: | IF Fange | w

IP Range: (132 | |188 | |1 |G to | 234

Reference: When this VPN tunnel is connected, computers
with the IP address of 192.168.1.0 ~254 can establish
connection.

Remote Group Setup

This remote gateway authentication type (Remote Security Gateway Type) must be
identical to the remotely-connected local security gateway authentication type (Local

Security Gateway.
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® Remote Group Setup

Remate Security Gatewway Type | IF Only =]
IIP address LI I I I I
Remaote Security Group Type I fubnet vI

IF addresz | ) | . | . |

Subret Mask 255|255 [255 | [o

Remote Security This remote gateway authentication type comes with five
Gateway Type: operation modes, which are:
IP only-Authentication by use of IP only
IP + Domain Name(FQDN) Authentication, -IP +
Domain name
IP + E-mail Addr. (USER FQDN) Authentication, -IP +
Email address
Dynamic IP + Domain Name (FQDN) Authentication,
-Dynamic IP address + Domain name
Dynamic IP + E-mail Addr. (USER FQDN)
Authentication. Dynamic IP address + Email address name

(1) IP only:

If users select the IP Only type, entering this IP allows users

to gain access to this tunnel.

Remote Security Gateway Type: | IF Only "

IF Address 4

If the IP address of the remote client is unknown, choose IP
by DNS Resolved, allowing DNS to transcode IP address.
When users finish the setting, the corresponding IP address

will be displayed under the remote gateway of Summary.

Remote Security Gateway Type: | IF Inly w

IF by DNS Resclwved b4

Or users can choose IP by Multiple DNS Resolved, and IP
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address can be transcoded through DNS. When users finish
the setting, the corresponding IP address will be displayed

under the remote gateway of Summary.

Remote Security Gateway Type: | IF Onlr b
IF by Multiple DNS Fesoclved w
IP by DNS Resobved 1
IP by DNS Resolved 2
IP by DNS Resolved 3

IP by DNS Resolved 4

(2) IP + Domain Name(FQDN) Authentication:

If users select IP + domain name, please enter IP address
and the domain name to be verified. FQDN refers to the
combination of host name and domain name. Users may
enter any name that corresponds to the domain name of
FQDN. This IP address and domain name must be identical to
those of the remote VPN security gateway setting type to
establish successful connection.

Remote Security Gateway Type: | IF + Domain Name (FQDN) Authentication L3
IF Address L¥

Domain Name:

If the remote IP address is unknown, choose IP by DNS
Resolved, allowing DNS to transcode the IP address. This
domain name must be available on the Internet. When users
finish the setting, the corresponding IP address will be

displayed under the remote gateway of Summary.

Remote Security Gateway Type: | IF + Domain Kame (FRDN) Authentication LY
IF by DNS Fesolwed W

Domain Name:
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Or users can choose IP by Multiple DNS Resolved, and IP
address can be transcoded through DNS. When users finish
the setting, the corresponding IP address will be displayed

under the remote gateway of Summary.

Remote Securty Gateway Type: | IP = Domain Name (FQDN) Authentication w
IF by Multiple DNS FResolved
IP by DNS Resolved 1
IP by DNS Resolved 2
IP by DNS Resolved 3
IP by DNS Rezolved 4

Domain Name:

(3) IP + E-mail Addr. (USER FQDN) Authentication:

If users select IP address and E-mail type, entering the IP

address and the E-mail allows users to gain access to this

tunnel.
Remote Security Gateway Type: | IF + E-mail(User FYON} Authentication -
IP Address Ew3

E-mail: @

If the remote IP address is unknown, choose IP by DNS
Resolved, allowing DNS to transcode the IP address. This
domain name must be available on the Internet. When users
finish the setting, the corresponding IP address will be

displayed under the remote gateway of Summary.

Remote Security Gateway Type: | IF + E-mail{User FQODN} Authentication E¥3
IP by DNS Fesolved Er3
E-mail: @

Or users can choose IP by Multiple DNS Resolved, and IP
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address can be transcoded through DNS. When users finish
the setting, the corresponding IP address will be displayed

under the remote gateway of Summary.

Remote Security Gateway Type: | IF = E-mail(User FRDN) Authentication "
IF by Multiple DNS Resoclved w
IP by DNS Rezsolved 1
IP by DNS Rezolved 2
IP by DNS Resolved 3
IP by DNS Resolved 4

E-mail: @

(4) Dynamic IP + Domain Name(FQDN)

Authentication:

If users use dynamic IP address to connect with the device,
users may select the combination of the dynamic IP address,

host name and domain name.

Remote Security Gateway Type: | Drnamci IF + Domain Neme (FRDN) Authentication

Domain Mame:

(5) Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

If users use dynamic IP address to connect with the device,
users may select this type to link to VPN. When the remote
VPN gateway requires connection to facilitate VPN
connection, the device will start authentication and respond
to the VPN tunnel connection; Please enter the E-Mail to the

empty space.

Remote Security Gateway Type: | Drnamic IF + E-mail (User FEDN) Authentication |

E-mail: @
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Remote Security This option allows users to set the remote VPN connection
Group Type: access type. The following offers a few items for remote
settings. Please select and set appropriate parameters:
(1) IP address
This option allows the only IP address which is entered to
build the VPN tunnel.

Remote Security Group Type: | IF Addreszs |w

IP Addres=s:

Reference: When this VPN tunnel is connected, computers
with the IP address of 192.168.2.1 can establish connection.

(2) Subnet

This option allows local computers in this subnet can be
connected to the VPN tunnel.

Remote Security Group Type: | Subnet L

IP Addresg: 192 | (168

(8]

on

Subnet Mask: (233 | (23

on

23

Reference: When this VPN tunnel is connected, only
computers with the session of 192.168.2.0 and with subnet
mask as 255.255.255.0 can connect with remote VPN.

7.2.2 IPSec Setup

If there is any encryption mechanism, the encryption mechanism of these two VPN
tunnels must be identical in order to create connection. And the transmission data must be
encrypted with IPSec key, which is known as the encryption "key". The device provides the
following two encrypted Key Management. They are Manual and IKE automatic encryption
mode- IKE with Preshared Key (automatic). By using the drop down menu, select the desired
encryption mode as illustrated below.

Key Mode :

When users set this VPN tunnel to use any encryption and authentication mode, users
must set the parameter of this exchange password with that of the remote. Setting methods

include Auto (IKE) or Manual. To do the settings, select any one from the two options.
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IKE with Preshared Key :

Click the shared key generated by IKE to encrypt and authenticate the remote user. If
PFS (Perfect Forward Secrecy) is enabled, the Phase 2 shared key generated during the IKE
coordination will conduct further encryption and authentication. When PFS is enabled,
hackers using brute force to capture the key will not be able to get the Phase 2 key in such

a short period of time.

® Perfect Forward Secrecy: When users tick the PFS option, don't forget to activate
the PFS function of the VPN device and the VPN Client as well.

® Phase 1/ Phase 2 DH Group: This option allows users to select Diffie-Hellman
groups: Group 1/ Group 2/ Group 5.

® Phase 1/ Phase 2 Encryption: This option allows users to set this VPN tunnel to
use any encryption mode. Note that this parameter must be identical to that of the
remote encryption parameter: DES: 64-bit encryption mode, 3DES: 128-bit
encryption mode, AES: the standard of using security code to encrypt information. It
supports 128-bit, 192-bit and 256-bit encryption keys.

® Phase 1/Phase 2 Authentication: This authentication option allows users to set
this VPN tunnel to use any authentication mode. Note that this parameter must be

identical to that of the remote authentication mode: “MD5” or “"SHA1".

® Phase 1 SA Life Time: The life time for this exchange code is set to 28800 seconds
(or 8hours) by default. This allows the automatic generation of other exchange

password within the valid time of the VPN connection so as to guarantee security.

® Phase2 SA Life Time: The life time for this exchange code is set to 3600 seconds (or
1hours) by default. This allows the automatic generation of other exchange password

within the valid time of the VPN connection so as to guarantee security.

® Preshared Key : For the Auto (IKE) option, enter a password of any digit or
characters in the text of “Pre-shared Key” (the example here is set as test), and the
system will automatically transcode what users entered as exchange password and
authentication mechanism during the VPN tunnel connection. This exchange

password can be made up of up to 30 characters.
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.|P5El: Setup

Keying Mode: | [mE ;;;H"{-rs_—,h;;&_ﬂ_ﬁ;: _;-

Phases1 DH Group: | Groupl vi

Pha=ze1 Encryption: [ DES v
Phase! Authentication: [ D3 v |

Phasel SA LifeTime (28200 |Seconds

Perfect Forward Sscrecy

Phase2 OH Group: i-:-::-m:-'_ 'u',

PhassZ Encryption IJ:r__. " |

Phiase? Authentication MES  (a|

Phaze2 B4 Life Time;: | 3800 | Seconds

Freshared Key !

Zdwvanosd =

Manual Mode

.IPSE[: Setup

Manual w

Keving Mode:

Inceming SPI: |:|

Qutgoing SPI: I:I
Encryption:
Authentication: -

Encryption Key: |

Authentication Key: | |

If the Manual mode is selected, users need to set encryption key manually without

negotiation.

® It is divided into two types: “Encryption KEY” and “Authentication KEY”. Users may
enter an exchange password made up of either digits or characters. The systems will
automatically transcode what users entered into the exchange password and
authentication mechanism during the VPN tunnel connection. This exchange

password can be made up of digits and characters up to 23.

® Moreover, the exchange strings for “Incoming SPI” and “Outgoing SPI” must be
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identical to those of the connected VPN device. For the Incoming SPI parameters,

users must set it the same with the Outgoing SPI string of the remote VPN device.

And the Outgoing SPI string must be the same with the coming SPI string of the

remote VPN device.

7.2.3 VPN Advanced
IKE Preshared Key Only

® advanced
- Aggressive Mode
- Keep-2Alive
- MetBIDS broadoast
- MAT Traversal
r Diead Peer Detection (DPD) Interval |25 | seconds

Aggressive This mode is mostly adopted by remote devices. The IP

Mode : connection is designed to enhance the security control if
dynamic IP is used for connection.

Compress : If this option is selected, in the connected VPN tunnel, the
device supports IP Payload Compression Protocol.

Keep-Alive : If this option is selected, VPN tunnel will keep this VPN connection.
This is mostly used to connect the remote node of the branch office
and headquarter or used for the remote dynamic IP address.

NetBIOS If this option is selected, the connected VPN tunnel allows the

Broadcast : passage of NetBIOS broadcast packet. This facilitates the easy
connection with other Microsoft network; however, the traffic using
this VPN tunnel will increase.

NAT Traversal : It will let VPN related packs transcend the front NAT rules without
any limits.

Dead Peer If this option is selected, the connected VPN tunnel will regularly

Detection(DPD): | transmit HELLO/ACK message packet to detect whether there is
connection between the two ends of the VPN tunnel. If one end is
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disconnected, the device will disconnect the tunnel automatically
and then create new connection. Users can define the transmission
time for each DPD message packet, and the default value is 10

seconds.

7.3 Client to Gateway & Group VPN
The following describes how an administrator builds a VPN tunnel between devices.

Users can set this VPN tunnel to be used by one client or by a group of clients (Group VPN)
at the client end. If it is used by a group of clients, the individual setting for remote clients
can be reduced. Only one tunnel will be set and used by a group of clients, which allows easy

setting.

The following introduces Group Mode VPN setting.
Group No. : Two Group VPN settings at most.
Group Name: Displays the current VPN tunnel connection name, such as
XXX Office. Users are well-advised to give them different

names to avoid confusion.

Note: If this tunnel is to be connected to other VPN device,
some device requires that the tunnel name is identical to the
name of the host end to facilitate verification. This tunnel can
thus be successfully enabled.

Interface : From the pull-down list, users can select the Interface for this
VPN tunnel.
Enabled : Click to Enabled the VPN tunnel. This option is set to Enabled

by default. After the set up, users may select to activate this
tunnel feature.
Local user group This option allows users to set the local VPN user group type.
configuration: The following are a few items for local settings. Please select
and set appropriate parameters:
(1) IP address
This option allows the only IP address which is entered to build
the VPN tunnel.

Lacal Security Group Type | P w

IP address (192 . |168 B .o

Reference: When this VPN channel is connected, computers
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with the IP address of 192.168.1.0 can establish connection.

(2) Subnet
This option allows remote computers in this IP session can be

connected when the VPN tunnel is connected.

Local Security Group Type: | Subnet L

IP Address: |132 | 1688 | |1 |o

[
[

ra
on
on

Subnet Mask: | 233 | |235

Reference: When this VPN tunnel is connected, only
computers with the session of 192.168.1.0 and with subnet
mask as 255.255.255.0 can connect with remote VPN.

(3) IP Address Range

This option allows connection only when IP address range

which is entered after the VPN tunnel is connected.

Local Security Group Type: | IF Fange |

IP Range: (192 | [188 | |1 |@ tg | 234

Reference: When this VPN channel is connected, computers
with the IP address range between 192.168.2.1 and
192.168.1.254 can establish connection.
Remote Client This setting offers three operation modes, which are:
configuration: Domain Name (FQDN), - Domain Name
E-mail Address (USER FQDN), - Email Address
Microsoft XP/2000 VPN Client, - Microsoft XP/2000 VPN Client
end

(1) Domain Name(FQDN), - Domain Name

If users select Domain Name type, please enter the domain
name to be authenticated. FQDN refers to the combination of
host name and domain name that are available on the Internet
(i.e. vpn.Server.com).The domain name must be identical to
the status setting of the client end to establish successful

connection.
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Remote Client IDDmain Hame [FRDH) ;I

Domain Mame |

(2) E-mail Addr. (USER FQDN): E-mail address
If users select this option, only filling in the E-mail address

allows access to this tunnel.

Remate Cliert IE-mail hddress (USER FQLH) ;|

E-mail addrezs | i@ |

(3) Microsoft XP/2000 VPN Client, - Microsoft XP/2000 VPN
Client end
If users select XP/2000 VPN Client end status, users don't

need to do extra settings.

Femate Client IHichsu:-ft XES2000 VPH Client w|
As far the details of setting please refer to 7.2 IPSec Setup.
7.4 PPTP Setting

It supports the PPTP of Window XP/ 2000 to create point-to-point tunnel protocol for

single- device users to create VPN connection.

81



—

CONO

your future life

2 WAN 3 LAN VPN Firewall

VPN => PPTP

¥ Enable PPTP Server

®ppTP IP Address Range

Range Start : 10.40 .10, [200

Range End : "Il].‘lll."ll].lz':'l

®users

|ﬂ User(s) Detined

User Hame ! I

Hew Password : I
Confirm Hew Password : |

| kdd to list
ER =i =
® connection List
I.isar. ﬁama . .REITIEI'tE Adl:iress - F'-PTF'IF Al:idrass-

(T .

Enable PPTP Service: When this option is selected, the point-to-point tunnel
protocol PPTP server can be enabled.

PPTP IP Address Please enter PPTP IP address range so as to provide the
remote users with an entrance IP into the local network.
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Range: Enter Range Start: Enter the value into the last field. Enter
Range End: Enter the value into the last field.

User Name: Please enter the name of the remote user.

Password: Enter the password and confirm again by entering the new
password.

Confirm Password:
Add to List: Add a new account and password.

Delete Selected Item: Delete Selected Item.

Client Table: Displays relevant information with regard to the use of PPTP
Server tunnel

User Name: Remote user name after connection is established.

Remote Client IP: Remote IP address after connection is established.

PPTP IP Address : The local PPTP server IP address after connection is
established.

7.5 VPN Pass Through
VPN Pass Through setting allows or rejects other VPN devices of Local network or VPN PC

clients and remote VPN devices to set VPN tunnel.
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VPN => VPN Pass Through

™ General Setting
(_ Advanced Setting ! @ Enable ) Disabie
C_oir )  Enatle © Disavle
: @ Enable O) Disable
o
VPN

IPSec Pass Through: If this option is enabled, the PC is allowed to use VPN-

IPSec packet to pass in order to connect to external VPN
device.

PPTP Pass Through: If this option is enabled, the PC is allowed to use VPN-

PPTP packet to pass in order to connect with external VPN
device.

L2TP Pass Through: If this option is enabled, the PC end is allowed to use
VPN- L2TP packet to pass in order to connect with
external VPN device.
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VIII. QVM VPN Function Setup

The QVM-series device provides three major convenient functions:

1. Smart Link IPSec VPN: Easy VPN setup replaces the conventional complicated

VPN setup process by entering Server IP, User Name, and Password.

2. Central Control Feature: Displays a clear VPN connection status of all remote
ends and branches. Its central control screen allows setup from remote into
external client ends.

3. VPN Disconnection Backup: Solves data transmission problem arising from

failed ISP connection with remote ends or the branches.

QVM Client => Setup

¥ Enable QWM Client

Account 1D :

Pazsword :

Confirm Paszsword :

Conmect |

Remote Server :

Status :

¥ when QVM connection failed, Retry every |5 minutes

¥ Tunnel Backup
Remote Serwver 2 :I

Remote Server 3 :|

Remote Server 4 :|

® advanced Settings
Change QVM Client's Service Port : [+: 5]

L Aoy ][ Cancel |

Enable QVM Enable this account.
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Client :

Account ID : Must be identical to that of the remote client end such as QVM100,
QVM330 or QVM660. Please enter the remote client user name in
either English or Chinese.

Password : Must be identical to that of the remote client end such as QVM100,

Confirm Please enter the password and confirm again.

Password :

Remote Server:

Input the IP address or Domain name of QVM Server.

Status : Displays the QVM VPN connection status. Red means
disconnection and green means connection.
When QVM This function is to set re- connect duration if QVM contention

connection
failed - Retry
every ( )

minutes

drops. The range is 1~60 mins.

Tunnel Backup :

You can input at most 3 backup IP addresses or domain names for
backup. Once the connection is dropped, the function will be
automatically enabled to backup the VPN connection and ensure

data transition security.

Remote Server
2/3/4:

Input the IP address or Domain Name of QVM back-up central

server .

After modification, push “Apply” button to save the network setting or push

“Cancel” to keep the settings unchanged.

QVM Advanced Settings
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IX. Log Configuration

From the log management and look up, we can see the relevant operation status, which is

convenient for us to facilitate the setup and operation.

9.1 System Log

Its system log offers three options: system log, E-mail alert and log setting.

og => System Log

W syslog

™ Enable Syaing

< Tﬂﬂl ’ Syslog Server, ‘Thame or IP Address)

( QVM Function ) ™ E-mail

I Enable E-Mail slert

£ (]
= m— fiall Server, I [Mame or IP Addrezs]
__;mm*__ Send E-mailto I (E-mail Address)
Liog Guieue Length |5'J entries
Log Time Threshald: |I 1] minutes:

it |

Syslog:
Enabled: If this option is selected, the System Log feature will be enabled.

SysLog Server: The device provides external system log servers with log collection
feature. System log is an industrial standard communications
protocol. It is designed to dynamically capture related system
message from the network. The system log provides the source and

the destination IP addresses during the connection, service number
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and type. To apply this feature, enter the system log server name or

the IP address into the empty "system log server" field.

E-mail :
Enabled: If this option is selected, E-mail Warning will be enabled.
Mail Server: If users wish to send out all the logs, please enter the E-mail
server name or the IP address, for instance: mail.abc.com
E-mail: This is set as system log recipient email address such

asabc@mail.abc.com

Log Queue Length: Setthe number of Log entries, and the default entry number
is 50. When this defined number is reached, it will
automatically send out the log mail.

Log Time Threshold: Set the interval of sending the log, and the default is set to
10 minutes. Reaching this defined number, it will

automatically send out the Mail log.

The device will detect which parameter (either entries or
intervals) reaches the threshold first and send the log
message of that parameter to the user.

E-mail Log Now: Users may send out the log right away by pressing this
button.

Clink "View System Log”, and then you can review the related list of system log:

View Srstem Log | Cleary Log How |

This option allows users to view system log. The message content can be read online
via the device. They include All Log, System Log, Access Log, Firewall Log and VPN
log, which is illustrated as below.
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& i et Exploter

£ hifp//290. 130,188 298080k log him

-
System Log
Current Time: Fri May 9 12:58:47 2008 [ =] | St || elar | eioss |
. Time s  Event-Type | Message
iMay g 020713 (VPN (4] [oPD MFC: DPD faillke court = 1 DPD Retry = 3 Try DPD-again!
ey 8 02:13:56 PN ag) [BFD INFC: DPD failure court = 1 DPD Retry = 3 Try DPD again!
iMay'S 024439 EVF‘N:H‘Q]: |max number of retranzmissions (20) reached STATE_AGGR_N
May & 021438 VPR [49] [Tunirie! Megotiation Info] === Intistor Send Aggressive hiods 15t packet
iMay o220 l‘v"PN:[49]: |[Tunne| Megaotiation Info] === Responder Received Quick Mode 15t packet
iMa}.i' F0220:22 i:\f'PN;[-fIQ]: |r|'unnel Megatiation Info] Inkound SP( value = al239467
[hdane & rFan-aa hepnlrdar I inmel Mantiatinn Intal Fithoond 200wl e = B30R5715 it
| L T s SR

9.2 System Statistics

The device has the real-time surveillance management feature that provides system
current operation information such as port location, device name, current WAN link status,
IP address, MAC address, subnet mask, default gateway, DNS, number of received/ sent/
total packets , number of received/ sent/ total Bytes, Received and Sent Bytes/Sec., total
number of error packets received, total number of the packets dropped, nhumber of session,
number of the new Session/Sec., and upstream as well as downstream broadband usage
(%).
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'E:g => System Statistic
LAM LA AR
Device Mame ethld eth ethz

Status - Connect Enabled

P &cicress 10104041 22013018839 noon
MAC Address 00-17-168-01-FO-B1 0o0-17-16-01-F0-B2 00-17-16-01-F0-B3

Subnet Mazk 2552552550 255255255240 nooan

Default Gateway - 22013018533 n.o.on

DS - 1689511 noon

Metwork Service Detection --- Test Succeeded Test Failed

Received Packets 3737499 154193 0
Sent Packets 4372970 128036 1118
Total Packets 31104649 282229 1118
Received Bytes 1004369520 20380734 1
Zent Bytes 494604363 FastToz EE4092
Total Bytes 14959741583 22241486 GE4092
Received BytesiSec o 4330 0
Sent BytesrSec o 55373 0
Error Packets Received o 0 0
Dropped Packets Received o 0 0
Seszions - 2 0
Mevwy SessionsiSec - 0 0
Upstream Bandwicth Usage(%:) - G4 0
Dovwenstream Bandwidth Usagel ) -—- 7 0

9.3 Traffic Statistic

Six messages will be displayed on the Traffic Statistic page to provide better traffic

management and control.
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Log => Traffic Statistic

[ Enabled Traffic Statistic

Traffic Type: | Inbeund TP dddress w|

Spirea iR . tytesisde . -,

Traftic Statistic

Inbound IP Address

The figure displays the source IP address, bytes per second and percentage.

Traffic Type: | Inbound IP Address |

Source IP bytes/szec %

Outbound IP Address

The figure displays the source IP address, bytes per second and percentage.

Traffic Type: |Outbm.|.n|:l IF Addreses vl

Source IP bytesi/sec %

Inbound Service

The figure displays the network protocol type, destination IP address, bytes per second

91



()
Nt

your future life

2 WAN 3 LAN VPN Firewall

and percentage.

Traffic Type: | Inbound Service v|

Protocol Dest. Port bytesizec %

Outbound Service Ports

The figure displays the network protocol type, destination IP address, bytes per second

and percentage.

Traffic Type: Cutbound Serwvice V|

Protocol Dest. Port bytes/sec %a

Inbound Session

The figure displays the source IP address, network protocol type, source port,

destination IP address, destination port, bytes per second and percentage.

Traffic Type: |:ntc:-un::l Sessicn V|

Source IP Protocol Source Port Dest. IP Dest. Port bytes/sec a

Outbound Session

The figure displays the source IP address, network protocol type, source port,

destination IP address, destination port, bytes per second and percentage.

Traffic Type: |Duttaund Session v|

Source |P Protocol Source Port Dest. IP Dest. Port bytes/zec %

9.4 Specific IP/ Port Status

The device allows administrators to inquire a specific IP (or from a specific port) about
the addresses that this IP had visited, or the users (source IP) who used this service port. This
facilitates the identification of websites that needs authentication but allows single WAN port
rather than Multi-WAN. Administrators may find out the destination IP for protocol binding to
solve this login problem. For example, when certain port software is denied, inquiring about

the IP address of this specific software server port may apply this feature. Moreover, to find out
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BT or P2P software; users may select this feature to inquire users from the port.

Log => Specific IP/Port status

[[] Enabled IP/Port Statistic

Search Type: | IF Addzess o Paggress-[2 |2 |2 |[e

SourcelF | Protocol  Source Port Ilﬂerl_‘qce| Dest. IP Dest. Port

[Specific IP/Part Status]
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Specific IP Status

Enter the IP address that users want to inquire, and then the entire destination IP

connected to remote devices as well as the nhumber of ports will be displayed.

Specific IPPart status for ;| IP

Source IP Protocol
192168.3.1M1 TCR
192168.3.1M1 DR
192168.3.1M1 TCR
192168.3.1M1 TCR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 TCR
192168.3.1M1 TCR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 DR
192168.3.1M1 TCR

Specific Port Status

b IP address ; |192

Source Port Interface(WAH)

4322
16056
4926
4927
16056
16056
16056
16056
4943
4345
16056
16056
16056
16056
16056
16056
16056
16056
16056
16056
3637

WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA
WA

e E 101
Dest. IP Dest.Port | pote e
24147 5951 44677 50
219.134.169.251 9533 3
24.232.220.43 40635 g
51.958.30.51 2043 g
24.15.195.99 4T4E6 0
24.232.220.43 40635 5
211162238218 32523 0
51.958.30.51 2043 5
211162238218 32523 0
24.15.195.99 4T4E6 0
21131 56.225 5764 0
210620420 55570 5
22015.76.4 25576 0
219.212.48.36 £2510 0
21211377 a1 0
221 216138491 | 14372 0
16325143158 | 30416 0
51.111.168.144 9749 4
220210225129 18569 7
2425372162 43076 0
220130115 243 20 0

Downstream  Upstream

BytesiSec
29

o o O th Ot O B s W

— —
oo o oo oo o oln

\

Enter the service port number in the field and IP that are currently used by this port will

be displayed.
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Specific IPPort status for - | Port % Part: (80

Downstream Upstream
Bytes/Sec Bytes/Sec

192.1653.3.101 TCF 3333 LRES| 220130113243 il 23 G

Source IP Protocol Source Port Interface(WAH) Dest. IP Dest. Port
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X. Logout

Click the “Logout” button, which is to terminate VPN Firewall management meanwile it
also terminates the management user interface. If you want to go into this user interface,
please repeat the same steps and input administrator’s ID and password.

Log => Traffic Statistic
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Appendix I: VPN setting Sample

VPN Environment Sample 1

Head Office A

(  Lecal L&N

Data Base & Elj—
" ==

=

DataBaseB |

Server A

LAN 20,20 .20.0/24
Gateway:2020201

VAN 1P:200.200 200.200
2DSL WAN

Ethernet LAN

FUYR9416 SME Multi-WAN
Firewall/VPN Rouler
Lan 1P 20,2020

© XDSL ISP

Gateway to Gateway

Head Office B
YWAN [P 100 106100 100 _—
" %DSL WAN Datalﬁﬁﬁ-' A
AD [ -- &1 .
& ___DataBaseB
# 1]
y — |
v d il
Ethernet LAN T
FYRD4A16 SME Multi-WAN U P
Firawall/VF uler ﬁ
AN 181010 1
LAN 1P 10.10.10.0/24
Ethernet LAN

Zateway. 1010102

Firewall Setting :

Firewall=»General2Block WAN Request

= Disable

VPN Setting : VPN=>Summary=>Add New Tunnel>Gateway to Gateway

QVM100 VPN Configuration for

Head Office A

Head Office B

Tunnel Name HOB HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet Subnet
Local Security Group Type=> IP Address | 20.20.20.0 10.10.10.0

Mask

Local Security Group Type=> Subnet

255.255.255.0

255.255.255.0

Remote Security Gateway Type

IP

IP

Remote Security Gateway Type=> IP

100.100.100.100

200.200.200.200

Address

Address
Remote Security Group Type Subnet Subnet
Remote Security Group Type=> IP 10.10.10.0 20.20.20.0

Remote Security Group Type=>» Subnet

255.255.255.0

255.255.255.0
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Mask

Keying Mode IKE with preshared IKE with preshared
key key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28 - 800 Seconds 28 - 800 Seconds

Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds

Preshared Key Both sides should use the same key.

VPN Environment Sample 2 : Gateway to Gateway

Head Office A ) o Home
—_— VVAN [P'200 200 200.200 WWAN P-100 100,100 100 _—
. Local LAN ®DSL WAN %DSL WAN
Data Base A | ADSL Modem
_ — I:: _ADSL Modem
oy
Data Base B | N f Install ¥PN Client Softwarea
Ethernet LAN Ethernet LAN
FVR9416 SME Multi-WAN sme Routs
Firewall/VFIN Router LAMN IP1010.101 a —
LAN IP20.20.20.1 LAN IP10.10.10.10/24

Gateway: 1010101

Server A

VPN Setting :  VPN=>»Summary=>»Add New Tunnel = Gateway to Gateway

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet P
Local Security Group Type=> IPAddress 20.20.20.0 10.10.10.10
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Local Security Group Type=> Subnet Mask 255.255.255.0 255.255.255.0

Remote Security Gateway Type Domain Name P

Remote Security Gateway Type=» Domain Name | Company domain Name

Local ID=» Domain Name Company domain Name
Remote Security Gateway Type=> |PAddress 100.100.100.100 200.200.200.200
Remote Security Group Type P Subnet

Remote Security Group Type=> IPAddress 10.10.10.10 20.20.20.0

Remote Security Group Type=>» Subnet Mask 255.255.255.0

Keying Mode IKE with preshared key IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28 > 800 Seconds 28 > 800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds
Preshared Key Your tunnel password

VPN Environment Sample 3 : Client to Gateway (Tunnel)

Head Office A AN IP;200.200 200,200 Home
_— Local LAN *DSL WAN / \_\ «DSL WAN
—
Data Base A M_ xDSL ISP
g = - ADSL Mode
=
.
Data Base B| ;
Ethernet LAN _ (]
FVYR9416 SME Multi-WAN
Firetwall/VPN Rouler
AN 1P 20.20.20.1 Host 1P Address:

IF:100.100.100.100

VPN Setting :  VPN=>»Summary=>»Add New Tunnel=» Client to Gateway=>» Tunnel
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Head Office A Homel (VPN Client
Sw)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet P
Local Security Group Type=> IPAddress 20.20.20.0 100.100.100.100
Local Security Group Type=>» Subnet Mask 255.255.255.0 255.255.255.255
Remote Security Gateway Type IP
Remote Security Gateway Type=>|PAddress 200.200.200.200

Remote Client

Email Address

Remote Client=» Email Address

User Email Address

Local ID=>» Email Address

User Email Address

Remote Client=> |PAddress 100.100.100.100

Remote Security Group Type Subnet

Remote Security Group Type=> IPAddress 20.20.20.0

Remote Security Group Type=>» Subnet Mask 255.255.255.0

Keying Mode IKE with preshared key IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time

28 > 800 Seconds

28 > 800 Seconds

Perfect Forward Secrecy

Checked

Checked

Phase 2 DH Group Group 1 Group 1
Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds

Preshared Key

Your tunnel password
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Appendix II : Qno Technical Support Information

For more information about the Qno's product and technology, please log onto the Qno's
bandwidth forum, refer to the examples of the FTP server, or contact the technical department of

Qno's dealers as well as the Qno's Mainland technical center.

Qno Official Website
http : //www.Qno.com.tw

Dealer Contact
Users may log on to the service webpage to check the contacts of dealers.
http : //www.gno.com.tw/web/where_buy.asp

Taiwan Support Center :

E- mail : QnoFAE@gno.com.tw
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