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i BRI BB TS #3381 10000 | kpits {EFSEE AR 10 %
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T 1PV6 4 T BB BB AR - BEEE A 1P SRR Dual-Stack 1P ECHIREAI 1Pve

o
Ij]ﬁb °
R v

your future life

FHELHE . AWAN_ILAN IPSec_VPN_Rouer (&K ISP EREIN)

iFl%ETE . smboom (HLL ISP EfE )
MRS R
O P #E

WEEE o _— —
HREHE © IPv4 Only IPyd -
IPVE gt © Dual-Stack IP |Pv4 and IPV6 P,

LiRTHER Prd .

USB 2%
5 ot 20—

EEMERD O EEE(LANEE

Qos fAEEE MACEIE00 -17 -16 -0 -Cl -E4 (EER{:00-17-16-03-c1-24)

— = AR 1P fikl - 192.168 1.1 \ FHERSER - 255.255 .255.0

FEFHRRE M

TR

Bk ISR E

ERE

IF B5E38

72



()

your future life

Gigabit VPN {ERZ 2R

7.1.1 555 IPv6 EIRAEER
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B4 IPve B EIEH o
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v M AR hSE S
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3 w2 [ = v 10M @ 100M S YOk S V| g

4 WA Ol =B 10M @ 100M b3 1ok | Vigm

5 R [l =21 10M @ 100M b3 O V] B
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s o PEHRE A DURFR— Il IR a0 /iy VLAN Al REEE (Rl E532 AL VLAN Al
FYsR > SERERL AT AGERTA R [E VLAN BEAHAY SRS ED 7] DA 2 (e s -

80



(Y

your future life

Gigabit VPN {8k 2 HE

7.2 GERSIEARARRIRF RO
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SKARELIE ©
RE4G 1P firdk AR TEES B U E 4GS (¢ 192.168.1.100 ~ 192.168.2.100 ~ 192.168.3.100 -
192.168.4.100 HY IP fiLiEFAAFENT « WA DURIGE R T KA E
&k e ik - 2 TE B TU(E4YES 192.168.1.149 ~ 192.168.2.149 ~ 192.168.3.149 -

192.168.4.149 P firhk Ryl (REF 1L IP > b/l th Rese i (B A E 4 sz m] {3
50 5 ERHE EH EHHUS 1P A2tk - PU{EHEE: S, 200 SERHE H EHHUS 1P 24k - &
H] DURIE T AR SR AGRE

MR AENTARES (DNS) (EIfRES(r4E -

EERE Fysd4s PC Ui 1P izikHY DNS 48isifal ik as & firhl - HEOEFFEEERIAY DNS falfkss » AT U EREm A LL
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* DHCP HYFRETE LAN 1%l Gigabit B&HI2S FHERBARAY (K T1¢ Gigabit & H1 25 H BIHUS 1P {iril:
{EH)

* DNS HYRRF(E LAN Uin¥l Gigabit FSFHES THECRBHRLHY (K T A24T DNS ARES(EH]) -
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* Ping HYARFSHE LAN UiiE] Gigabit PR HHES TR ABHEIAY ( Fy 7 ENE Gigabit B&HHE5(EH)

O WEMBIERE

i3 KRl [5 ~lomminss T—&==
BF wm wwsm  mBEO *ESE XEGE  BMEE | SHEE B B
P A BAMRE N BEER HED Hiam $%
P OBE BAGER N BEEm | FED Hiam 2%
P OBE FAOER 1 BEEm2 | FED Hiam 2%
P OBE HAGER 1 BEEms | FED Hiam 2%
P OBE BAOER 1 BEEms | FED Hiam 2%

A ERS4E8] l I

bR T THSHHAILIAON - FrA ISR HUR A S ORI IR AR T - AT DL E C B s MBS —
RSP HURAIE T - Gigabit B HHESIEBURAINERERHS (RIGIE S RE 1-2-3... « (RIFHORAIFIET - FrLUE i
AR EUR A AR E S T A BEE fEHY » DUEE R (I AE B R BAPARY ThRE L5 -

miE - A DARSEE R T AR A 2K -
IR S - AT DA R 4E RS 7 AR A 2 -

MRV ERDRA] ¢ T E AR B AR T DURTRY — IR A HOR AL -
WREZIHTERE © AT DAB(E I 5 A TR U RS S R A A Y B E A -
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11.2.2 HHIFEIERIRA

O R&EmO
Bl : | foEp o~
IBFEEE0 : | All Traffic [TCPRUDP/M~65535] -
BzE: B -
FEEm: (EiEE v
HE P fight : M
B Pk : | BiERY v
O EREENEE
EhlEh AraREE - ; 2] (24| B R
8x EA H— 13 A= Hm 5k iy
]

R&Eh:

AR

AR5 R

SIS -

B 1P Mkl

ET ¢ AEFRGIERIREITT ARV e -

BAPH @ NS EIEHIREHT REVE i -

e T U P BRI AT RO AR FHIIRBIR IR A A

EE B E IR IR R IR N B LA R THE Y IR HYES - fn] DUREEE
A 7 N oS Ui P BB R R AT o — AR A PN - ool el s o A — R
B DA s i i g B - RS i % SR e Ml — (A E RIS E R A -
FeEt: ARHE AR RIS A A BB AR E B SE P acsk -

BRPH: HRIEEAR RIS A AU MBS & 038P acs -
BEIRICFT R SR BN FeETHYACRE B 5 E (PIAZSE LAN > WANL > WAN2
BIEEATHY) o AT DS T FUBR B g g

BEACHRENEAY IP EE(AEMEY > B EEE) - SRR R AT E
o > AW AL B — R B E Y 1P fikk: -

142



your future life

Gigabit VPN {2 ies

E &Y 1P firkt:

R B s e :

VB FA LT GAR RI:

WELL

EHRIRE -

#X[e] -

REE
HUH

Tt T USRS 1P BRAHAY 5 AU E AR 1P - BEBY 1P BR4HAVERE 5525 (“7.6
P ERAHE TSR -

B H A BT ELRY 1P SRR (A ETHY - B EE) o AR R E
HYEE - 3Bl AL — B P Y P i -

J&H] LU L ARAR R IR S i R SRR TR PRI A2 B » B0 ] DA E BEAR
AR B4 8 ¢ 00 FZGHATT T4 17 * 00 &R - B 24 /NFFERETE 1 -

B A RO 24 /NEFERERTT LR (PR » B2 P DABESRE SR B 2085
DUR st E g K R F AR ] -

CE o REEHIRAEIFEIRS] > 30E 50k 24 /MK > 4108 1 00 F] 18
00 (7 8 BEEI 4 6 &) °

nEERERRE - RVERREEZRE R R 2R E 2
% WIDIEREEEEN -

(e EEA RS S e H -

RLEE L RS S A R FrE B B E NS -
RS2 Pt BUH B & S PR A P SR B E NE 28 BHRIELHR

WERR BN E ZRIA AR -

1 : B TCP 135-139 £/ LI E?

B ARSI HE L LA TCP 135-139 3R (5 2 H WA il IR S RAVEEET) - ZREHETT U T AR

L

A s © TCP135-139

ACIRSRIE TR (LR S Rk sl PO LS M LU R AL S M B N (] LR R )

AR 1P Mk + AEAATEY (R RS R S ER P 48 A MR DL R A4 M B2 P A (AT L3

HEY 1P firkl: + (ETAY (RS R BT e N A N DA (e S M B R (L T 52 )
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O R#HmOl

B
B0
B&::

FeFm:

@ 1P fipdik
B P fizit

Bop)2 & FEEEE P4 IP £F192.168.1.200 £)/192.168.1.230 257/ 80

‘ERlEhE - FRIk

HRFEIE © TCP 80

R v

TEST1 [TCP/135~139)]
i

i1
FiEE -
FrEm -

ACTRSA © BRI A (T S BB 85 HH 4R TE S MY 80 1)

MR IP H#bfl ¢ HE[E 192.168.1.200 F1] 192.168.1.230

HEY 1P firdik (L2 B R $5 T 192.168.1.200 F 192.168.1.230 N4E{ESMI(E{A] 80 &)

O R#¥mO]

B3
IR0
B

HSTm

B8 1P furht
B P ik :

2t ~
HTTP [TCP/30~80]

5
Bl -

=E 192 168 1 200
FiEm -
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11.3 FHARER

Gigabit [ FHESHIAE H NS il i SR TR NI B H > — REMEA eaTaiFRvEEat - 55—(8 R st
RG>t AR A RE (A — T -

& RIRRENEE
C AndrRERaRf

I BmREHiES
I piFiEERdR =S
O HEZEIHRE
wlpend |BamsRd x| 00 [0 om0 00 ) mEsrEHRRS)

Fex Frgg M @—Fa- "= @n © @7 T @5

ESF- Ao il [: Db

IETHAE R SE BEAVAFHE L www.sex.com $ELA - BIIE]EHEH A0S -
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V) R
O HamEEH
RS
it
Bbb P -0 0 D 0 go
4l
|
B E A T BESEHT LB E N AT RITIAE - TERR RSB -
BAEEASEHE:  EEEHNEEE -
HrH: SUETACE HIITAEAL - 40 www.playboy.com ¢
BISN 1P ALtk /BE4E AT LU AR S BRI 1P St SRS S IR 1P B4 -
BE NI D% S TS 2 ST M e — AR 40 -
MBS ety s - T L P BB — (B 5 (B O » 2305 B BT AT <
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WHEBgETEH

O #AREEFEW

RAERRRETES

REF
s
E S A S S - B
|

WHETREH

EILTAThREREN % - Bl ASEUG AL A sex” RS T - Al Gigabit F& =%

R “sex” (N4 L EH -

Frig:

BUsh 1P sk /E4H
W INEIHESR:

HHERFT R A A
HEE:
BUH:

iy ABHSES -
DR AASZE HIEY 1P HhE sE B A 2 [RAIAY 1P BFAH -

RN HI RS HEN B R RN -
MR IR BRI RIIA -

BLEE LI S TR B (M A FTE BRI G
BLEE LT BUM B E PRI A P Eiv B e NE

WESH -
Y2 BLERTELAEIN T

E” HEEEZRIA AR -

SRR

FETIRERY H Y2 e E HAE

A EEDIRE 2 AR -

LJEPHRSTEHECE”

EENEHIMELE - RN SE T - G R AT A T EER A R

AR N B S E AR A

147

EUPLEAE LS -



(Y

your future life

Gigabit VPN {8k 2 HE

O BAREERTES
@ RasrERBEank
O AIFMHE
RAASHEE
AADEE
by
,I,

NHFEARE : BT A BUCE TR E FITIRE - THEL RRRRA -
Hrvg: EEAUVEHI o F4g4E - 41 www.playboy.com ©
WNEEESIZR: BEEE [ fa SR IS BEARE Y TR T AL -
HHERFT BRI A 2 DA O BB — (B (B I P At - AR BEEER T TGS -

T ZRRAEY 1P

A P HEEUE 1P BT R B ST HRVE S - ATLEE R E L 1P PEER -

o st
pUstIefztk [v]: @ | o .o .0 g
-
Bilsh P firhk/EE4H o] DIE AR ZEHI 1P bk BGE S E R 2[RI 1P BE4H -
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WINEHESR: B P DT LA SZBRAIAY 1P 2 1P B4l
THER AT BRI A A A DA FH 7 B R 2R — (B 55025 (B A SZ PR A 1P 5 1P BF4H PR BEEERTH]
s -
BRI A PERE

EBE R I > FORBLORAR 24 /NEFRRTT o BB BB HIRETE I AT E Y A R
BATELRARRT - AVERIRE RE 2B T > B L/ GRS N/ @R A5 LU EIAE T -

O mrEEH®E

B AR - : ] : (24| B E R
=E HE H— I = H HA A7

2

FrA FORBLEHIEA 24 /NFEFBRRL -

® BEE R REIRRG] - 3E J530F 24 /NEFA] - 4108 : 00 %] 18 © 00 (F_F 8 BLE] |
- 6 k) -

EHRE: LB ERIEFRRNE - RAVERRNEE RS > SR - EIRE R - v DE

PR -
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+= - VPN EHHHERE

12.1. VPN EEFEE 48 (VPN)

RiEEH AEE TE
FEFRinHMESETE
FPTPERS
PRTRYAEE
HRTFRN B S
PPTPEEES: [ (mosmsreiEs E Ly
IPSec + QnoKeyBE&®t: [ jxsmsree s [0 iz ormpsa
IPSec VPNEEE® : | iroEsiies [50 weermpea
O VPN BREINES
[ mranimes T =
el E9ed RRE) sEET T
Phase2 2am am
No. &R "% Encryptmahpn | TESHE | BENE | AR
O VPN B BRI IR ER
[ Phase2? £y
mEEH T | adthDH FEFH wmME ABRRE

12.1.1. HAEIHTEH VPN RRERER

=
| SRR
HREN  ES
EREN | ES

It VPN JREE AT LU HATATER VPN J5HIFYEIRHIRRE - Gl : A RyBEE R (PPTP/IPSec+QnoKey
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B IPSec VPN [ZiE%) - s E 2 LIS GroupVPN-VPN BEAHIRREFE &GN -

RANEOE: (EHE A UE S S EOE B TTHHEE IPSec B QnoKey [EIEE]

PrTPEEES: [ roEseiEs B0 irampsa
IPSec + OnokeyBEE® : 1 romsmeiem 00 o mmes
IPSec VPHNEEE 8 : ID fECEsREE |15E| {6 0] FRBE

S RBURERTA /) VPN BEEAEER - B9 T 2/ DR E n] IR HEOE

ﬂ" [FSec BEESADE - Windows Internet Explorer [ =] |

£ | hitp:4192.168.250 1/ipsec_tonnel him vI

PPTPEEH : |3IJ {30 -~8207

ovmBsE® : [100 (50~ 100)
IPSec + OnokeyBEE 8 |EI:||:| (&0 ~3003
OnoKeyEESE & : |5El

IPSec VPHEEEN |15U

(el B

L@ s EUIR

SRl 2 P IE RN ] DB R L N SR A HATFTA VPN SRR 5 FIR R B B AT
A VPN RS
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WiaR P 192.168.3.133 WWANZ IP: 0.0.0.0 WANI IP: 0.0.0.0 YWaAN4 IP: 0.0.0.0 Thu Aug 7 18:25:25 20083
Phase2 sam o
No. &4 e EncrmtRuthDH *i3 T S Ta M
Wiiaiting far 192.168.250.0 101010.0
L il Cannection e 255 255 24550 285 255 2550 LALISUA dE38
HALE DEEEE PIEEEL FEEE i) FaEME
Encrypt/Auth/DH
REES

VPN %38 H FiAREERE R (Tunnel Status ) :

DUFstst " VPN [RAERRE” VPN %78 H AiRRERU N o e

O VPN ERiEiikaR
[ spemnimem T psaniEse
szl =l g sEET? vz
No. IEF Ty Encmifnzhm ETE = aaEda amlE | EREW | ES
| oy Y ocoposn | 1921992500 1010008 2015010025 oA s

ECEETE

E—H/F—H B8 SRR T B EHE N EE R R AR VPN E S
_/ H--HHERH b REEADEEEES - XERIVE R KEE LRI

Wiz VPN [¥isEREE > 41(3 > 5> 10 > 20 » All)

Tunnel No. B IREE VPN [FKGfE PR VPN THREN - o B SR e n ki
Gmt

AREE: AR

4K AR A - (Connected )

B ST AT 2 H- (Hostname Resolution Failed )
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T EISZFE (Resolving Hostname )
R4~ (Waiting for Connection ) ZE&

“EiE BT Eh-Manual 5E IPSec 848 - RILLIRE S RIS T-8)
-Manual 3E B2 A MU IE T BhE0E THREIR AR

W= H ArELR VPN FRiEH A - 411 XXX Office - LG ZH —{H A
EHYBRESCERYEL - B (R E PR RN E] > DURIR
H

GER PEREAA R AR R A VPN B (IR VPN 5 KGHE)
R > 3 — LS PR AR JEE R A e S B 2 o M [ P I A -
I B A IR 4 B L

Phase2 A LR 7% (DES/3DES) DL K g (MD5/SHAL) DL K B¥4H Group
Encrypt/Auth/Group: (1/2/5)F 2 ERFER,
FEREEEFF(Manual )5 E 1PSec FYEE TR LA &R Phase 2

DH £$2H
AHIEEAH: e R BN A ek VPN AR 2 2 EEAH R E
EREREA: It RBUT IS VPN EER 7 2R AL
EIERE: b Ryt Ry A LAy VPN S (A SRy IP fIZHE - 3B aE Ryl

VPN [ KGR MG T2 1P (L HE B A4 T 5

BRI AT D R T S B R RS - s R e
HEIREE |- FEREmATIS N R Pl » (R LB P s
VPN 7Hi3

Bl S IE 2 4 (Edit) DL R i O

EEE T RE(Edit) f28 > e ERERIIECERVEE E o AT
DB PRt - e P mEraED - prat
PR IEAYSCE I A HER

_ HBEDRA BT OA S D MRS T R IR R %) e A
PR B
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SO

12.1.2. FrHE—{5& VPN 238
VPN (375 K S 3R] 2 26 o e 2 P = i S e A i 7

R SRS E (Gateway to Gateway) :
BT R g BYEE o B ELREES [ F] VPN EEE VPN FERVEE b e

B - VPNEG{E
bl g i
R, ™ ) i, ™ <
| o 250 ol = s 1T oweRRRRRTRRY j
—— L—— —
i VPNRZ

FH Bl A 38 (Client to Gateway):
BN BUEE > g E S B PR VPN BEREOE HiH L o
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ERE (TBHRAF)

b ilid e
| o 2S00 . ,‘:
T \v
VTUE - VPNEZ

12.1.2.1. FEEERIEAERT

BEaEgk 2

BEAE: |

EOfrE: |Efﬁﬁﬁl vl

BRH F

BN TN HECERR Y > (EAERE AT LAMEM & VPN B Z T — (& VPN [ -

BRIE R B ISEE VPN KRN VPN THEERS » S5 BRI ENY Tunnel fiFE
Ao
B384 SE BEBRE AT - 40 XXX Office » fERICE B A —(ELL B ER EN

&t BN —E R E AR R R IE - DASRIRE
TR BB AT R R A VPN 5% (FE VPN KGR - A
— BUES AR [P R B o P2t Ry M B ARG s - tERE A &I
FELRBHRL | -

VPN frEifickk: AT DB —(E i B U I VPN B RS

RSO TJEERN FHEETA - REIEE VPN BRIERHEL - IEIHH R THE R BT & S E SE R
A] DL R SR i 5

At FE£4HECE (Local Group Setup)
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O XBAFRMRE

*EMazRek: [EERAE =
Pt [92 [i88 B [133

A EETEA fr e A |¥?§Eﬂﬁ ~]

Ptk (192|168 | 250 [0
FHBESE: [255 (255 | [255 | |0

PETE H AV AN R 5 73 A2 ( Local Security Gateway Type )i R B E B2l Y6 28 & 77854 ( Remote
Security Gateway Type)FH[E] -

B S IR APERER A - AR A B > 26l R
& 1P

IP + Domain Name(FQDN) 2Y&&

IP + E-mail (USER FQDN) Y58

#fHE IP + Domain Name(FQDN) 7E&

#fJHE IP + E-mail (USER FQDN) 2¥z8

IFEIE H B AR 28 5 738U ( Local Security Gateway Type )23 /H 8l
HPFRERT R E B 7088 ( Remote Security Gateway Type)fH[F]
(1) f&H IP:

R E A PSS - FUREEE AL 1P Arkk mT DA EU
[ - ZA1% VPN 5 KGREHT WAN IP firdl - & B EE AT H 22
BN EAFTEEETHINCE -

FENEZD WA |EEAE =]
Pt |92 68 B |13

(2) IP + Domain Name(FQDN) 3F:5:
R 1P+ R YT - S A P EREE A A DL
IP iz iEZ41& VPN [5G WAN IP fizdk » K& 5B AT H 22
A EA TR TEINGE -
FQDN 245 AT DL I TRINES & » VEIFAER Internet
LA PLEEHIE] » A1 vpn.server.com « [ IP fizilk DL A AT A
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Az e AR

JRBLIENHY VPN 22 2R iE s e SRR R A T AIEREE -
FEMEZIEn: [T+ BEEBFON 28 7
P (192 8 [3 0 [133
BERRE: ||

(3) IP + E-mail (USER FQDN) 3¥:E:

o TREERE P ik BB FEM IS - A REIEEALL IP fir
ik PAR BB EM AR B T LA HU BRI  Z31% VPN [ K4 WAN 1P
firsik - R B EMEASETH B 228N - R R AT TERI NS

FEMEZRHOR: [T+ Emedl(Joer FQDN) 308 7]
P (192 [i68 B [133

E-mail: || @|

(4) EHHE IP + Domain Name(FQDN) 2EE5:

e E ENRE P ALHEELRE VPN [ - n] DUBEFEEE A
HPE VPN > ERIEHY VPN B EOKEL VPN GRS (E Ry VPN 7
GRS VPN KRR BrAa SRS I B LL VPN B8 Hay, 5
FRILIUHRE VPN - SRR A RmRN AT -

FEMAEZDEN: [BET + BEABEQN ZE v
FEEE: |

(5) BfEE IP + E-mail (USER FQDN) #23%:

A BIRR P (Lak 22 VPN KGR - ] DU R LB
ALPE VPN [ S 0 A IP (il & Ay VPN ]38 225K B VPN
BKGETE Ry VPN ZERIE > VPN BKGRE K& BdAEgaa oL
VPN [y, 35 QSRR IR EEE VPN S5 AR T B0 FaTsE s
E-Mail {ir B2 A& iz P ET A -

FENBZREA: [T + E-mal{Jser FODN) 328 =]

E-mail: | @l
b By E A I kil Y VPN ﬁﬁiﬁﬂy*ﬁﬁ” » DUNA (R A
B ERRE » BEE S EEE S8

IP izt
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BEIR H B SuaT It VPN R EERE - A H AL 1P LA A o
BETHT DLAEHAR

FETF 7 e | PRAE =]

IPfgdk: 192 e Lo

DL EHIRRE 275 Ry G VPN R AEHER1% > Y 192.168.1.0 HYLL IP
{ir kb A ER R T DUsAR -

TR
ETE H B FLT L VPN BRI HSR1E - 55— 6 T LA R AT A EE A
HR AT DUHELR
*@EFaFieEl: [TRE =
Pk [192 68 1D
FHBEE: [255 | [255 | [255 | [0

DL EHIRRE 2 RyrE L VPN R EHER1% - 17 192.168.1.0 » T-44
U =R Ky 255.255.255.0 HYIELAE PR e =] DLEL il VPN 4R -

1P firtik#E

BEIR H By SuaT It VPN R AR - HAH AL 1P SEEIA A G
RETHT LAAHHAR

FETAFIEA: | [PARE -
PR AR 192 168 L 0 g [254

DL EHIRRIE 27 Ry G VPN R AEHER1% - Y 192.168.1.07254 1Y
IEE4EEZE P fir ik G =Y B RE P AR -

B P EE4HECE (Remote Group Setup )
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O ERAFRMRE

T MESEHHER: |f§_fEFHIP =]
[TF ik = 0 1 |

EnmaTnEy: [TRE 7|
P i || | | |
FHIESR: [255 (155 [255 |0

W 051328 2 535S Remote Security Gateway Type) ) BRI e AN At iz & 53
$H7Y( Local Security Gateway Type)H[E] -

BRENRES EA: EIRA AR A SRR TE E B Al R
&P
IP + Domain Name(FQDN) 2Y&&
IP + E-mail (USER FQDN) #z&
#fjHE IP + Domain Name(FQDN) &
#fJHE IP + E-mail (USER FQDN) 2¥z8

(1) £/ IP:
HERE R P RIS - A EEEALL IP firik ] DIfFEUT
BxiE -
HRmMEZEEA: |(EERP |
[T At =l 1 1 ]

el FE AN B RGP 1P Arkk > BI] DU S A FE R DNS
Resolve 2 DNS #EigY IP firht o 3l HAESE SERIEE Summary
Yz D U~ AR ERY 1P Az -

meRMEZDEN: |EERE =]
| P by DN Resolved |

Bt AT L Multiple DNS Resolved 5 DNS ##57 IP fird: -
M EAERSESERRIRAE Summary HYilmRE T RZE R A BEN
1P firkk -
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T MEZDEN: |BEAP =]
1.
2.
3.
4.

|IP by Multiple DNE Eeslved j

A

(2) IP + Domain Name(FQDN) 3XE5:

BRI ARSI EE - SE A 1P irkk DU A FEaEg iy
AgikAatE FQDN J2f5 A DU GBI BEE & - (A&

DA A—{E 77 & FQDN HYAFIATERI AT - LL 1P firsik DA S 4 447
AR B VPN 27 42 i s e SR AR 7R DU -

mmMEZIEn: [FEEEEFDN 22 5
[T 2 e
AEEE: ||

e (R RN R Y P (kb > Ao DUm 4k 24 fs i DNS
Resolve 2 DNS #EigY IP {izfl o FLAEEkATH 0 EIFAE Internet
FATPAERHYE] o M H AR E SERARAE Summary HYZEgERE
[ H B A ERY 1P firk

EmMAZ2EY: [T+ BEABFWN 22 7]
IIP b DHE Resolved ﬂ I

RELE: |

s Eta] LLiEE Multiple DNS Resolved #jEF DNS #E#HEE IP {7k -
A HAFSSIE SE A& AT Summary HYiE R 8 [ s A R
IP firfik

E}Ig

mmiaaEn: [FrESERr0DN 22 7|
1.

2.

3.

4

AEEE: |

[P b Multiple DN Resolved j

(3) IP + E-mail(USER FQDN) 373%:
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IR P b0 E A T E RS - A TEE AL IP i
HELUR B B B A DA B R A -
HRMEZDEA: [T+ Ena(ler DN 02 7]

[TF 4t =S T I

E-mail: | | @|
HEEAE N AE RS PR 1P Akl > ATF] DUZE A A ik i
1% DNS Resolve i DNS #5 IP firhk - 3 FL{F3& = 52 4 1
Summary [YZmREIE AR A SERT P ik -

HEmMEEE TR |1P + Email(Jeer FQDN) 828 =
|IP by DHE Fesolved j |

E-mail: || @)

Bt 5] DL7# Multiple DNS Resolved 7R DNS Bk IP izl -
I HAFRE SER R AE Summary Y &R 2 T R~ A B HERY
P firik: -
HmMEZEREA: |IF+ Enad e FODN) 5288 =]
1.

IP by Multiple DHE Remlved ﬂ = I
3.

Y|

E-mail: || @|
(4) #fEE IP + Domain Name(FQDN) :&:
G R EFHBIRE IP (iLhbEEE VPN KRS » 0] DS EEhRG 1P
kb0 b AT DL A RS & -
wERmMEZZEN: [T + HEAB0N 28 -]
HizEH: |

(5) BfE 1P+ E-mail (USER FQDN) 3255
A EF IR P (k22 VPN KGR ] DUSE R LR
HLE VPN > &l VPN FTEEOKEL VPN KSRy VPN 23R
[RF> VPN 5K R BRanBaaaall B ELL VPN BRI, A
BT EFEREEE E-Mail fir B2 R -
TR MR, [FET + E-mailUser FODN) 522 v

E-mail: || @|
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BIE L 2HEA:

IPSec Setup

b Ry iE bl VPN SEEERAF AL > DL 5 28 BE A 22 i s
TERVIHHE - SRR E A E 2

(1) IP fir 4k

BEIA H Ry SuaT It VPN R EERE - VA AL P (kbR At
EEME AT DAHAR -

it A | FRdE =]

IPfh: [192 e8| 2t

DA YRS E S5 Ry E L VPN R EEARI% 12 192.168.2.1 HYLE IP
iz kS (B ) B S T DAz
(2)F4g
IR H Ry eaF It VPN BREHLR 1% » 5 — O T LA BT A i BE A
ER A DLER
aREaEheEl: [TRE <
P it [192 68 | 20
FHREES: ||255 | |255 | |255 | |0

DL EHIRRE 275 Ry L VPN RS 1% - HA 192.168.2.0 © T
A& IR EE Ky 255.255.255.0 HYIELAEE EE A o] DL VPN ZH4R
(3)IP fir kil & [&

BEIR H By SuaT It VPN BREEARTE - HAE ALL IP T iE#EHYA
i ER G T DA SR

T o T AY: | | IPAHEEEE -
IPHEdEEERE: 192|168 |2 |1 g f254

DL IR E 278 Ry & I VPN R AR % > HA 192.168.2.1 |
192.168.2.254 [ IP {irhF-&aE A EES ] LUIELRE -

TR AERYES - FERI(E VPN BB EE R RS E A T DA LR 8 - W
B I EAEAERY IPSec & - IR B IIE &SR “key” » VPN [FRKGEHRAE 17 DU T R0 & Hf
=, Key Management » 437l B F-E(Manual)(R 22 #8) DL IKE BB E- IKE with Preshared Key
(automatic) » FRATLLEME N HIDIREFRIEFEFR EAVIIEIEA N E R -

162



(D
Q

your future life

Gigabit VPN {8k 2 HE

© IPSec ¥

EEEN RS | {EFIKERE ~|

REEz 1 DHIZSETFR: I?ﬁﬂl v|

R mEsmEs: [ 5]
REg1 ZB:w Bk | [MD5 5]
REEE1 SATIESHE: |[25800 g
EEMAEMPFS) ¥
REER2 DHIRERTFE: [FF1 =]
DE3 -
#

RiEr2 mEREE: | |

BiER2 2B |MD5 vl

REEz2 SARHERE: |36I:||:|

HHE R

| EREE

whR e

BEABETRRE Ry FEEE S VPN [ (5 A i s s DR B ot - W HEE —REAC A > Sl
A R I 2 Bl R SR ) SR IS S B [F] 5 R 5 20A B Eh Auto (IKE)E0E T8 Manual 5%0E —
T R R SR o — s R E]
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© IPSec ¥

EEEN RS | {EFIKERE ~|

REEE1 DHIRZEZF®: ||[EFEl =

RSB mEFREE: || DES -

BEEx1 SEJWEE: | MDS =

REEX 1 SATISBREE: | |28500 2

M A EEWPFS)

REEE2 DHIRSET M |(EHEl =

BEpr2 mEFEE: |DES

BEER2 EFZWMEE: || MDS =

REER2 SAE TR | [36500 2
H i

]

e85

| SEREEE - |

1.  {HH IKE fE:

73 \KE A S Y i Bl i@ lm i (E - KR8 IR R %55 PFS(Perfect Forward
Secrecy) BT - RAIIEr 8 —FRERHY IKE fisfidiea AL nysE L E St — P N Bilesg -
& PFS BUf1% » 7 brute force ZRFEHUEIBINEZE (hacker) i A E AN » HE—PBFE T
5 -

2. 5E2lEE% @ (Perfect Forward Secrecy) © 75 fA5KF PFS BETH 47581 » SCi9-557 MV VPN 5L E0E
VPN Client 735 PFS THEEBHEL °

3. [EEZ 1/F5E: 2 DH fofsiffall © R ILBerH ] DUEESEPR ] Diffie-Hellman E¥4HJ72(: Groupl BUE
Group2/Group5 -

4. PEEL U/PSEL 2 MNEETE | N BRI E RS E I VPN R (i F IR A = s Rk
B S B ARG 1% 2 B[S DES:64-(L LT INE 5 ~ 3DES:128-(ir Tt 5= - AES:
P22 AT BRI HIARAE » BSRF 128 i ~ 192 firfil 256 fiZHYZRL

5. PEER 1/PBER 2 SPSEEEDE  ILEREETERY T Ba T I VPN B (o b A IR R
B S B ABLEGH RS 5 S B E] “MD5 B “SHAL” -

6. [EE: 1SA AR © FyHATHARTEHTA RG] - SRS THE(E Ry 28800 FH(8 /INKF) » A AR
FEINHY VPN 4R > 2408 B BRI A SR - B8 A I MAY AT HA BT DA R4 2 -

7. PBEZ 2 SAERURR] ¢ Rt SCHAR IS HY A SR > 2 GRTHEAE Ry 3600 Fh(1 /NIF) » A LA 2R fE
PN VPN 4R » 2408 HBIHVRIA AR R - B BIHY A A f S i DA O e 2

8. ML ¢ Y Auto (IKE) ZETHM - M HR A —2HACHAETEY “Pre-shared Key” HYM#{izH - 1F
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BEAYEBIEEE By test » FE0R] DU A B T EE SR HIAC VS - 280 & B EhHIIR g AHTEL
L TEBE ST HIAHA RS E ENEL VPN [ R A SR A i BB s p Al R B T BE S
AR S A e AT A 30 {ECCF 4l & -

Manual-F8) 77 2K %)
O IPSecE5E

TREARSE [FoR. -~
Incoming SPI; I—
outgoing SPE [ |

mERE®E [DE =
ZIWEE [MD5 7]

mETa: |
Zova: |

1. EREETEE Manual BYEE > LR H EINEZE - ML R REB TR -

2. JRIEIy RN E s “Encryption KEY” LUK B % & “Authentication KEY” —fd » 0] DAt A B{ir TTE
TSIV - 2 S0RFE B AR A A BYE L TT B S AS RS H B VPN [
IS A A R S BB S A 1, L AT T B S AT HA R T A= T A 23 (RSP -

3. SBYMNEFREELIE “Incoming SPI"HYSIHATE R DK “Outgoing SPI” <Z#AS- &5 » i g JHE 7l VPN
SR A [E] A EAY Incoming SPI 3T S8 MEAE 20T VPN S Outgoing SPI 5% 7E
FHIE] 5 A A HL Y Outgoing SPI 5% 8 75 » HLDMHBRAE 80T VPN 3% HY Incoming SPI 5%
FEFH[E 5 |

ke E - RO IKE HERER
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O HERERRFE

Angressive Mode

{ERIP HeaderBEE iR

RIEELR

AH FHEREE IMD5 :I"
FLEFNetBIOSEE T EIEA
FETER R B ERHENAT
EnREEIThEE(DPD) =R IT PETTIEE

I I B B B e B

LBk, EkiERe .
ahe U IETIEE S EtEEag ¢ ®

1. AE£ VPN [FKHEAVERSSOETH H 1 - 735175 Main DUk Aggressive (BFEETHEL) 55 > Main mode
JE VPN BKOEAITERE VPN (SRR o 1T HLBLR Sy HAl VPN S A 5 AR AH ] -
FyaEfsizt (Aggressive Mode ) @ K% Ryigdlmi ek i ER A > AI(E FHENRE 1P NS > 2 T insRE
2R -

2. {#F] IP Header BANERAE © HEEFEILIA H )28 - RIZESATY VPN BEE T VPN [5K0HE Scbk 1P 3REH
T REHER4E (1P Payload compression Protocol) ©

3. FREPRRFHEIER © EBERILIA H 488 > RIERERY VPN BRIE PG RHEORRTILMR VPN B g ol
BE(E 2 Ry oy > Bl il SR TR B A R ] BURIREE P (rakAY A -

4.  AH BSFEEDE ¢ AH (Authentication Header) EgiBREEMUAR S » T2 MD5/DSHA-1 -

5. JuET NetBIOS JEEESELMEAA < HBERILIA H 2388 > JIEEEY VPN [BRiE &3 NetBIOS iR
i o BRI A A 5 o (SRS B VPN BRI R E A |

6. FFFRISRENE EEHIE WLE NAT @ JORF VPN B] DUGEA AR F RS AT 1 NAT ]

7. PER{EITIAE(DPD) © R ILIE F 488 - FIBEEAY VPN [ o i R (2 HELLO/ACK FRE
EHEAAEMIE A VPN BRI Miln) A BT - EH —ImrdR Al VPN [ & 5 BT - 24
PR o A ] DS IEE— 2 DPD S BT EURAVESR > FEEHE R 107D -

8. Lk © VPN Tunnel (LBkECHITIAE ©
FENTERE » 240G EHIE S ICMP 451F VPN 3 (AR Es T - s e RS I st
W& DR E ] E - (R EAE B I Fa e I ME 1T VPN &l ik 2 & 2 A Rl EHYES -
ZAUEHITELL VPN A REER o SR EBEIL VPN EEN—TT > RSB IO E R
VPN 38 ¢ SRR —T7  ZE T AL VPN i -
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BimfEkes BRIV ETEMEAINL B - I E s i ik 2 7T DA H AR E RIS
FI][e] fE (a5 v LUE A VPN remote Sever LAN IP » 53R EE 24 [A] E ICMP
HIfEIfas iz k) -

ARF IR SHAMEGEHIAT R R (FD) - FERAE Sy 30 7 © ¥ VPN T171% - 5IF
30 702 ICMP {EHIEE] AR g A 4R RE -

BRI AU E I FHEE R AR - ARG I B B 3 E
K - Enfefk e A0 ERYEES - RIHIET VPN 4REs T |

*G 0BT DPD ThAE - ErRE#IPRIE VPN fE AR E R EE W E © AEIVE - LBEIRER 5 B Em Y
VPN S e i BLAEEAE IPSec 17735 - EPAESERK VPN BTN - DIFEE VPN SR A2 ~ I B
[y

12.1.2.2. FEEREENEE

FBLL T B e - B BELAT DI Pl VPN B K% 2 R EE T —{7 VPN fxiE -

FiF AT LSRR 2 — {6k VPN BB (T H P e R A —(E% S A A (Tunnel) 8 2 FH—RE & P AR A
(Group VPN)(RZKZ4%) « #5 FH—BF& = AT FH R o] DAE & E 3 e w2 = - RAR s e —{iRhxiE
fit—aHZ FATER - DAE A E IR

FEREEREZ (Tunnel) HYENR:
& EEER O VPNERIES

EEsse I

BEaE: |

EOfsE: |Efﬁﬁﬁl vI

BH: | F

R iE RS EEEE VPN KIS VPN DIRERT - 55 B IS 3UE R Tunnel [
e -

priE R SRE PR AT 40 XXX Office » R IACE A —(E DA ERIBRE R
a0 B ERE SRR AR E - DLRIRAE
LR R R TR B LM VPN By o o — R e I
I 4 T S B e R A ] R G (et IERRE A SRR AR PR ! -
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VPN 4 MEfizdE: ] USSR — {7 T i B HURs h VPN R Bl S
R AR CJEERUA] BETH o RRIE VPN BRIERFRL o IR H RTHE B 0 BTk
& Al DIF IR R BRI EE -
A B S EF4HACE (Local Group Setup)
JFETE H 84 A B3 B 55867 Local Security Gateway Type ) DA /E Bl i 82 i 1 i 63 5438678 ( Remote Security
Gateway Type)fH[g] °

B S A KRB - A TR R IE H R o H Ry
fEH 1P
IP + Domain Name(FQDN) =&
IP + E-mail (USER FQDN) EFz&
#fffE IP + Domain Name(FQDN) &

Ell

HEE IP + E-mail(USER FQDN) 373%

IEIE H YA Hh [R5 786 5 73888 ( Local Security Gateway Type )./ Bl jHi 137
Bl R S 23 487 ( Remote Security Gateway Type)fH[H]

(1) &R 1P

R E ] 1P EAUAYES - VA EE I AL 1P ikl m T DAF R REE -
ZA% VPN [ KGR WAN 1P fizhl - ey 5 B A LT H 22481 > AR
TEAFHELTERINGE

FENEZZEA: |EEAE =]
Ptk 92 68 [ [i3E

(2) IP + Domain Name(FQDN) Yz&:

o EE TR \P+ A A Y Y S A P BasS A 4 s B DLRe 1P fiz
BEZRT% VPN [FKGREHY WAN 1P firsik > & HEE A LI H 228 > &
PREAETHINGE - FQDN J2I5 TR DL S A A B aE &
WMEAFIER Internet A DAEREHIHYE] > 401 vpn.server.com © [t IP iz
DR A8 A H R B R R VPN 224 Rl i 55 SR 5] A AT DATE i
P -
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A A

*EMEZDEN: [P+ AEERE0N 28 v
P (192 |68 3 [i32
AEEE: ||

(3) IP + E-mail(USER FQDN) J:5:
EEEE P A hE D LRSS - A EEE AL P firik DL
e BT EALE AT DT HULRRE - 231% VPN [ K &Y WAN IP fizH: -
e HEE AR E 2N EARREARETEINE -
HAEMEZD BN [IF + E-meil(User FODN) 528 7]

Pt [192 [t68 3 133

E-mail: | @l
(4) #fHE IP + Domain Name(FQDN) 2¥E5:
e E FHEIRE P AL HEHRE VPN BFKGiGIRF - R] DUBEE LA A A
VPN EE VPN BEZOREL VPN [ KGHE(F By VPN 4RI > VPN
BFK G e BRAGERSE TG [ FE L VPN [ AR, 2 (AR M R s
VPN - 5 A S AR -

FEMEZDEN: [T  AEEHEDN 2 v
HERE: |

(5) BfEE IP + E-mail (USER FQDN) 3735:
e T FHBNRER P iztik 293 VPN [ GHE R - JAm] DABRFR AR A e 17
VPN - [ &AM Al IP {izdik - & 2wy VPN [FEZOREL VPN 77K T
ERy VPN ZHLRIF > VPN [7KGRE R & BrdaBass If (Bl fE It VPN [RiE 4R,
5 B AL E VPN - 3 A BT E (5058 F E-Mail fir B 22 A& A
firspRAET -
HiEMEZZ B [FFEIF + E-medl(User FODN) 5038 v

E-mail: || @|
IH RS e AN S5 Y VPN SRR - DU 2% (18 8 I A s [ g
It EIHE - AR B E S8
(1P firsik
IETE E Ry eafit VPN BREE SR - FUA B AL 1P 73k A B A AT
DLZHER o
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FETH TS |IP fiiE =]

IPfgdk: [192 g [t D

DL EAYEE E S by I VPN R 1% > 7 192.168.1.0 ML IP firhk
HYBE RS O] DU 4R

(2) 74k
BETH H Ry FLETIE VPN BREHARTE - 55 T AR A SR & A]
LIE#ELR -

FEODHTIREA: |¥ﬁﬂ§ - I

P s 192 e I ]
THEES: |[255 | [255 | [255 | [0

DA EAVRRIE 275 Fy & I VPN [RE SRR - 7 192.168.1.0 » F4ER&IE
5 Ry 255.255.255.0 Y IHL4E EL BB R AT LB 20 VPN JHER -

(3)IP izt il

IETEE Ry eafit VPN BE SR % - FUA B AULL 1P R B Y A B A AT
DL 4R -

FET . |IP1'iiJJ:EEE -]

IPHEHERERE: (192 [168 |1 |0 gy [254

DL ERIEEES ™ By & I VPN BB HAR% » 7Y 192.168.1.0~254 [JHE4Y
E%HY 1P ALk EnE AT EE RS n] DLH#AR o

BirF PE4HECE (Remote Group Setup ) :

O ESEHFPEHEERT

eRNEZZEA: |EEHP =]
[FHE 2

HTE B By iU R 8 5 43 588 Remote Security Gateway Type) /B8 B3 137 58 s Y T Ui AN 3 B 38 B o0 38 78 ( Local

Security Gateway Type)fH[g] -

BRI R ERR A EIRVFETE A A IR TR H S - iR
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fEH 1P

IP + Domain Name(FQDN) 2¢&6

IP + E-mail (USER FQDN) 75

FJHE IP + Domain Name(FQDN) 275

BfHE IP + E-mail (USER FQDN) V&5

(1) fE=H 1P

R E ] 1P RIS - HAREIEE AL P firik o] DIF U R

AaNEZZEA: |EEFRP =]
[Tzt =l 1 1 |
e BN R B N Y WP {icklk > AT DU iS4 2 fH i DNS

Resolve K DNS Bk 1P firhik - ¥ HAFER E5E & E Summary A
Ui A T B HAH S FERY 1P Ardk -

RmMEZDER: | |EEREP =]
|IP by DS Reanlved =] |

B 5] DL3EHE Multiple DNS Resolved 7iK4F DNS ##5% 1P {i7hl - i HAE
BT SERARAE Summary PG ZE S U AR S ERY 1P firkk -

T MEBEA: | EERIP =]
1.

IF by Multiple DI Eesolved j 2. :
3.

4]

(2) IP + Domain Name(FQDN) 5Yz&:

I P+ R R A AR - SRR A P ik DU SRR RS Y 444
T8 FQDN Zf5 EHATRLU A TERIAS & » (8 E ] Dl A—(ERF
% FQDN HYAGIRAZRERIAT « b 1P firdik DA S 4 24 f 00 B i VPN

2 s e S AR A R DUE R -

EmMEZZEA: [P+ BEEREQN 28 7]
[P =
giEaE: ||
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e N FIE S LY P Arkk - Rl A] DUS S A iHEEHA DNS
Resolve 7K DNS By IP itk o M4 4 FBOMEIFAE Internet EAT DL
EEIE] o A7 HAFERE SR AAE Summary FYENHREE T f E B8
FHESERY 1P fiLdE -

E’Itlfll

EmMAZ2EY: [T+ BEABFWN 22 7]
IIP b DHE Resolved ﬂ I

RELE: |

B AT DU Multiple DNS Resolved 74 DNS #8i5% 1P fir i« 3 HAE

SEIE SERARAT Summary FYE R E T SR A BB 1P A7 -
wEmMAZIEA: [P+ FEERFUN 28 7

1.

2.

3.

4]

BREH: |

[P b Multiple DN Resolved j

(3) IP + E-mail (USER FQDN) Xz5:
R 1P irib i BB E RSSO EEE AL 1P firik DU
EFEMr B v D EUL R

ERRMEZDEA: [P+ EmaJwr FODN) 50 7]
[TF T = | I N .

E-mail: || @l

e BN R 2 2 HY WP Azl > RITE] DUZ A4 Ia 4 i DNS
Resolve K DNS BEpk 1P fizdik o 0 HAE R E SERHRE Summary Y2
i N B A ERY 1P fidk -

T MEE A |IP + E-maillleer FODN) 3228 =
|IP b DS Fesolved = |

E-mail: | @I

oY 5] DLEHE Multiple DNS Resolved 74 DNS ##R% 1P {i7hl - I HAE
BE SER AR AT Summary FY R 2E N U HAH S FERY 1P Aizkk o
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IPSec Setup
O IPSecE

FRMEZREA: [P+ Enad e FODN) 228 7]
1.
2|
3.
4

IP b Multiple DNS Resolved ;l

E-mail: || @|
(4) BHEE IP + Domain Name(FQDN) 7E&:
e S FHENRE P ALAEFERE VPN 5 KGHER - fA0rT DUBEFEEHAER 1P Azt fn
b ERATE DR AR R

FEmMAZDEN: [BET + BEAREN ZE v
FEEE: |

(5) EhHHE IP + E-mail (USER FQDN) #136:

e SR P A HEEEE VPN KGR - T DUBESE LA R
VPN > & 7Y VPN R TR B VPN KRS By VPN HIERIEE - VPN [
Kl e B daSERE I (Ol FE L VPN (B AR, Sim A\ BT E e
E-Mail {ir EZERE AL -

o MpESEH A IEhﬁEIP + E-mdl(User FODN) 5858 |

E-mail: | i@ |

EEENREE |{?EFHIKE13§%§§ - I

REEt1 DHIRERTFE: [FE1 =]
R mEREE: [DEE 5
Rigx1 ZRW Bk [MD5 7]
REEE1 SATISE: 25800 4
EEMEAEmRPFS) | [V

REER2 DHIgSEZHE: [FFE1 =]

Bib2 mERRE: |DES - I

Rifr2 2R MBE: |MD5 -]

REpEE2 SA SR |35|:||:I 0

HHER:

| SEREE
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e A HIFAERYEE - FERTE VPN BRE R I E R E ZAH [E] 7] DARF LR i - S e & e
h_EAEAERY IPSec 8@ - AILIRMFIRE R & H 58 “key” o VPN [KGEHREL T DA @& E 8= 430l BT
Ff(Manual ) DRz IKE B2 = - IKE with Preshared Key (automatic)41 T &7 ©

HiRE T

I BRI T o R E L VPN R (o A (e R i it U DA B B 1% o VR E —4HAC S > e R
SEVABLEGY ST S BUH ESUERY )T 20A B E) Auto (IKE)EGZE T8 Manual 5% 78 - 35 e iy o 1
FEH R J7 =B AT |

O IPSecE

EHREN RS |{?‘EFHIKE’B§?:§§ - I

REER1 DHIGSETFR: [3HE] =

R mEFRB L | |DES

Rz 2FWE L |MDS =

REE1 SARBEEEL: | [28200 e

EEMHE mPFS)

REER2 DHIGSEEFR: [FHE] =

REEr2 mEFRE & |DES

RiE2 2FWME L |MDS =

RERR2 SATT SR ;| 2600 30
HAEM:

13433 343

| SEREE

1.  {HH IKE FE:
758 \KE AR L R BT iR s Bl as s n iy (E I - 5 K50 2 IHM %8 PFS(Perfect Forward Secrecy)E{
Mtz » RIEr o P& ELHY IKE fa 8 Re AR AV SR —H 3L g uE— D & Bligsg - & PFS B » &8
brute force S FHEE VL (hacker)fiATE IR A - #E—TGF5E — 4B -

2. 524 lE[A 2R 8 (Perfect Forward Secrecy) : 75 5HE PFS HEIE 4)38E1% » 2015 4 MY R VPN Sy {02 VPN Client
WZEHF PFS THAERARL -

3. PEEE 1/FEBE: 2DH fohakBeaH ¢ HAILEETE A] DUSEFEDR ] Diffie-Hellman E¥4HJ7=: Groupl HiE
Group2/Group5 -

4. PEEE 1/FSEL 2 hORETDE IR EETEEE Ra e It VPN [ (i s = - WeE B E L S
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BB I3 2 WO [F):DES:64-RL T TN, + 3DES:128-RL T TTANEM, + AES I 2 IEHE( TN
HnaEAEE - TSR 128 fi ~ 192 R 256 fIATEERL -

5. PEER U/PEEY 2 SPEOHEDE | BRI B VPN S G R R R 2
RSB EE SBATE “MDS B “SHAL” -

6. PEEY 1SA FTRGIER Bt CHAE R RO > 2T (E By 28800 FH(8 /NEF) » 1A RCEHEI PO VPN
LS 2 S BT AR IE o E A R A R LR e 4 -

7. PEER 2 SA RIS | ISR ETENVA IR - ST By 3600 FH(L /NE) o A ROEHRIPIHT VPN
LS 2 S BT AR o B A R AR LR R e

8. AT I Auto (IKE) JEIEH » (EOVE A —4EACHABRER “Pre-shared Key” HIMMALC » 7RIt AR
TE B test » 1T BB A SR AL TE B0 R ST ST R AT » 23 1 B A IR o TE B ST S A
5 1 B VPN IR 1) S T SR s M L B T B R S A S IR B R R T A 30 (B0

He e

Manual-F8) 5 (AR K2 1)
O IPSecF

ERERRE |¥Ei]ﬁn]}x ~]

Incoming SPIL:
Outgoing SPI:
mEFHREZL: ||DEE |+
SEJFWEL: |MD5 =
mEE
ZEIT

EEN

1 HEEETEEK Manual 895G > ILRREUEEEIIEER > MILERS R EASIE -

2. ARG ERANE i “Encryption KEY” DL Bt # i “Authentication KEY” i » f] DUy AB (T CElE 7Y
SHRENS » SR B DA A BB T B ST RIS S B EhE Ak VPN [ R Y SR
BLBR R b LB BRSO VAR B R = T A 23 (BECT A A

3. DIYMEFRREECE Incoming SPI"HYAHAT 83 LUK “Outgoing SPI” ZCHATER » L5 ERuh JHER el VPN s fhi it
FERFHIELHYELHY Incoming SPI S 28 - CVATE RN HY VPN S Outgoing SPI B MH[EFHR - Mift
A HHY Outgoing SPI SE0E F & » HVHBILIE mHY VPN 3%{fHY Incoming SPI 32 EMHE £ |
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Advanced(ZEFE/EEE)- R HE4E{E F B BT SaE =52 F (IKE Preshareed Key Only)
O FEREERTE

Angressive Mode

{EAIP HeaderEEiE R

R ER

AH FHEREE I MDS5 :I‘

FEFMetBIOS BB EIRIA
FETERR R EIE BT NAT
EniR{EEIThEE(DPD) =R IT P TIEE

I I B B B e B

LBk EiRERE
a3y U IEiTiEn SR atiEERg ° %

1. F£ VPN KSR e IE H o 435I Main BUE,. Aggressive 1538 » Main mode 2 VPN [} K &Y TEER

VPN PEZERAR - T HBLA S B HAth VPN S5 (i A 2R 5 U R AR ]
PPz (Aggressive Mode ) : A% Ryl e ER A - AIEERIEIRE 1P BN » 2y T hlos H2e i Etk

il

2. {#F] IP Header BRHATE @ #5 IR T H 228 - AIZEREAY VPN BB T VPN 5 KHE S0 1% 1P SRBEI REAY R4
(IP Payload compression Protocol) °

3. FRgfrFrELR - EEERILE H A o AIEERY VPN R TP G R IR R IL R VPN RN G il o IEEER 2
By X m N R AR AR R A > SR AEEE 1P (kYR ER -

4,  AH TEFEEE ¢ AH (Authentication Header) EgsB R UEEIEFEE » AJ#5EE MD5/DSHA-1 -

5. U NetBIOS [EfEEFELM @ FHEEFILIAE )88 - AIEEENY VPN BRI th & NetBIOS il Gimi - o
AR AR A S A S o (ERARBAYS AL VPN RERT R ERE A |

6.  FeETHSREIETNEEZEE NAT @ 3T VPN Bl LA ES 5 AT THY NAT B

7. FEEENITHEE(DPD) © EEEEEILTE H A)8E - AIERETY VPN [RE & e B (#% HELLO/ACK SHEEM B2k (H
HAES VPN BRERTRIRG A AL - EA —Imlnde ] VPN K& B EhEraR - 20 FEEIDRT AR -
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