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BAR SR BT R IREE
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8.2 DHCP 2§71 IP {Elik 25

WK S HesH —4H Class C Y DHCP falfiikgs @ FHER E/ZRNEN > AT AR Bl a8 s PRy B A 5 BTHUS 1P HYZH
RE > (40[E) NT {alfiras§1#Y DHCP k%) > #fia/efa PC A M RACH Bl e H IP ikt - EEGFI%E - BTl
KiEs FH 2 H BN P ikt BT -

Byl DHCP fAER

O EHER(LAN)GE

MAC 400  |-J0E | -A0 | -AB | -CD | -EF | (BEMFAAAM
S IP firdk - 192. 168 . 1. 1 | FHERSES - 255 255 . 265. 0
A8 TR AR
=

IP B &I
O DNs HEER
S5 & 3 FRE DN S) (1) 1: o o Jle |8 ]
B £ RERDONS)RE) 2 o o e o]
O WiINS AR
WINS FRES IPfiﬂ::| CERICEN

© DNS Local Database

Host Mame : | |
IP Address | || || || |

AN [ FE T
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IR 1P IRTS ¢
FH &R - BEREE Ry 4a PC Ui IP HthEAOFHEIE ] - PHECR 1440 S8 (RIS —

R) > EFHLIFRIFE - PC I BT ERES HH A FH G — 20 - ] DURER IR 7R
RAGELTE °
48 1P ALtk FTHEAE 192.168.1.100 IP firhEFRAGSEHT o ST DURIGEFRT RAGEE -
&1k 1P gk Z AT 192.168.1.149 Ryl (R IP - T URIBE IR KAGLE -

MRS (DNS) (EIfRESfr4E -

EERE Fysd 4 PC Ui 1P izikHY DNS 48iskifalikas & firhl - #HEOEFFEEEAIAY DNS falfkss » AT DUEREm A LL
{EIARESHY 1P fizsik - Al PC B{ DHCP HUS P UL - & —fFHUSHEEHY DNS falfR stk -

EEALTEEIRES(DNS) (£%) © Hij A DNS LIk fEikasny P L& -
L EIRES(DNS) (REE) © B A DNS 4k fEliikasy IP (L& -

WINS faElfikzs :
EIRHIHERS AT Windows BT HY (e - EFT DUE 1 AL (EIARE5HY 1P firkk -

WINS fElflkes @ & A WINS Eisi{Efilkasey 1P (LH -

HERe LB P G TSR B S A A TS BRI E LG E N 28 -
UK - BLEE ISR RO BN ENERREIA P8 @iV E i E NESE - HHRIE O i

sl EREIEZAIA EHR -
RS
BETORE BT LS P BRAE LS SUE 4 HY MAC 07 Fz 1P S HIRRE - alfz H ] DUSESE Ui i iEey -

IPBRMACERE X7 CE B | EE
IpRE MAC®& Z I@zE EE
192.168.1.100 00:17:16:5a:60:4f
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DNS HE]&kHE
—FREAS T FH) /2 <k DNS {EIflk g4 R4 1D ISP /Y DNS {aifizes - BPNER H 17285%HY DNS {Efizes » BAE Qno PEHIES
WARELEML " 755 ) BYEET DNS AR5 > T 5 " DNS HETERIE |- o] DRI A TR L A i Fris FERY 1P Az Bikfi
AR E -
© DNSs Bil&E# &

EHEETE  [erp. con (Ex: www.google.com)

P[0 o (o o

een e,
jay==10.10.10.222

www == 119.160.246.241

www.msn.com.tw == 59.124.180.50

Ef - gy A T AT S R 4RI 4 1 - B4 www.google.com
IP itk : iy A _C A A A AT R 1P (4

TIAZIHESF eHE A SF HI IR AL 1P S > IOAE] T TS IRE o
THERRGEIHE THBRFr R R IR E -

MR !

(1) "M BRI DHCP {ElAR#3ARTS > DNS HETERHERE A &R -
(2) FRZE(HH DNS HETERHE - 752K DHCP (&) sS4 gt Hiz %5 (DNS) 1P fiz ik ABRE K /
PEHHESEC Y LAN IP > DUN[E F /5 > LAN IP H A/ 10.10.10.1 ©
O EiEEBRE
Akt : oo JiT Jar Bt fee Jis
(FH32{8: 08-3b-ba-8a-67-b9)
[maeat: [0 o o |
FEEES: [55 [55 e o

FfTEL DHCP #y DNS IP fiziil: 25 i 10.10.10.1° DNS HETERIEEAYVEIERCRA & 4% (40 T &) -

O HikBITIRFE(DNS)

DNS REEE) 1 o Jo o i
oNsfAmECREIZ 0 o p o

(3) B DNS HETE R @ IR A EERIEHES B P ry4Eats - B G BB MEHY ISP DNS
{EIR S B 4E 5 TT255%HY DNS (alfikes #Er TR -
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HIF DNS HETERIER TR -

B E tw.yahoo.com Hgis FFE AT EIERY IP {irkik 10.10.10.199 %1 &
© DNs Bil E#E

kg Itw. yahoo. com

(Ex: www.google.com)

Pyt :[10Jlo [0 [iss

erp.com == 10.10.10.2
jay ==10.10.10.222
www == 119.160.246.241

men com bt o

41280 50
tw.yahoo.com == 10.10.10.199

(1) 2 THE => BRZETRE = @i EsHE

@ Rk E R ' PingBlst

BN AR T |

3]
Status:

(2) B AHIE AT tw.yahoo.com HEFTE S/ AT

@ Rk E R ' PingBlit

FA BTN ERSEHE ; [tv. yahoo con

G_ol
Status:

(3) FARMTHIZAT IP izl fy 10.10.10.199 » HfERE Sy DNS H 5T & RHEFTEE HIEE 1P
@ iRk I A " PingBlt

BN A TRV TS : [tr. yahoo. con
Name:
Address:

G

tw.yahoo.com
10.10.10.199
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8.3 DHCP RFEEHI~

BEARREZR Ry #E0Ts DHCP fa]fiz a3y H A ARRE LS EAC#% - DUERIVEH A\ BRI MM e 25 &

O DHCP & IPEK

THEE

MBIT008 192.168.1.100
PCA7008 192.168.1.101

FEHRE:

IP #hk:

MAC Hhk:

H A &R
THIER:

Tk v
MAC frik IP 4 R ME:
00:1f:c6:7h:8akbd 1668, 84, 368 il
00:0e:36:3d:87:1b 230, 59 4%, 556 i

H At & SR B 4
H At & B RS FT HUSHY 1P fizkk: -
H At & B MAC 48R B E -

DHCP H k%% IP Skl AYFHLIRSR -
BRI SEAZ 5% 1P 408% -
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8.4 1P K MAC Hrh-4F5E

FERT 2 HI AR P BUAEIE J (b SEdR s o - 498 A\ B R LARCE R KEES FhEsFrie (Y 1P & MAC 4RELDRE - ZEIA
FARE BT AR RE A I A MRS B A B fEE 1P EAER B  S9SME B L DhRE T o] LURH B 5 B R B E) R
2ty MAC Lk E - ZERIERHE B E R a5 A R Pt B 22 1P B~ & BCes EAHIRIAY —4H IP firdk -

O IPEAMACHBE

Beemdt:] | ]
moPesEgmmacr:[ [ [ [ [ [
&% |

BRI

192.168.1.100 == 00-17-31-1a-df-1f==>==R1
192.168.1.200 == 00-22-64-4b-13-e4=>==R1f

s asl
I™ B RER T IPRERAMACHE
I SHETRIEHRER hRIMACHH
)

fasu] LALARE 75 =S e iE (EThAE -
FRE =] CA(E FHARREAY MAC firtik

BEThRE £ 2 H AV IRA A EY IR T MAC fizil A n DS E] DHCP 53 ECHY 1P izl B4 RAEILYIRAVE
BT AT 1P 148 - B (EFIILIORERT » UISCERARAR IP fiLhEiH 0.0.0.0 AA[DIZEY - S9MG B EEEY]
FPHY MAC firhil BT A A A DI T © 40 N E T sEfIFTs
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IP § MAC B4

BETIRE 5 HAYZBIE EN MAC (ZhEERS e R BAET & 2 [E — (&5 E
e 1P (L AESEERAY MAC fiZhk” THRERUH - AIEREE R IEE 1P HY R R =i i

PP Ry IR ERY 1P MILAEET - AUE A R4E -

O IPEMACHBE

1P~ FLA1 > TGRS SRAE BITES
BILTHRE CE845F E P HYBERGHEE

=z I N
maoresEsmvact [ [ - [ [ [
W

RIA: I

I™ ¥ REE hIPEAERAMACH
I ST ER hRIMACHH

EE IP firiksE -

HOA 1P BEAHEHFE MAC firhit:
T8

192.168.1.100 == 00-17-31-1a-0f-11=>==Ri
192.168.1.200 => 00-22-64-4b-13-e4=>=>B}

WlEsiEs) |

A M EE AT

AR A TR MAC firsik v DAER DHCP 2 1P i~ —E 2R EN
HE—(1E 1P > SEAELLMEAIE 0.0.0.0 » RT] 28 -
2. HEOREFTL G EIGEZ 2 BoE[E —(E 1P - AR 2K i
LB ERGHY 1P ArikE A - EEERTEATE (A kas 2l PC Infg X E
TR v S ] Y [] — Ll e 1P
i A4 E A IR as 2 PC Ul E B A8 MAC(4ERE R AYALAE) -
A SGFT 40 E I P B s o T A 12 (BT
HhEE S A DL o
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BiEh: R BEAHRE -

HEIIEIRSFES R W s s e 2R -

TR B A R - MRS - Frisg 2y S e -

Hr: EYIRPAERANE - AT AR - TR Y
HE

HHSIERIET I 1P frAESEEREY MAC firkth: SLBETEHT /7% o WUBLE User (T HELEHENY IP SR RHI%
TERN 1P A 4 -

BN ERETIRTHY MAC Hithh: IEBEIATT21% - HEAAESIR THY MAC HuaEAREEE B4 -

RN B RS E SRATIIARY 1P R MAC firk: :

BEIORERY £ HAVE Ry TR B N B R ——EiE G EIEHY MAC (L&A RE I THE - (R g JEH Ml
HIRNEE - B - K MAC Lk FEHEASIRMARA 5 H#E - At U R st ers » ol il DA BT #E K
B8 F Es HAERGPERY MAC (it - 28 ELREE LRI E BN ERI] » 5951 S RERIEFRAL IR e Ay
2H MAC SUHBRAEIZRS » AIFRRIL A FElEE S S HE ey 1P B4 -

IPEIMACHBESI% | E3 =2 B
IPfr & MACH & &8 A

192.168.1.101 00:11:2f2¢:05:a¢ [ |
192.168.1.102 00:11:2f:57:4c:61 ] O

S A DU A MG E L P R A4 B k(o > mT Al 12 fEl5oT -

RRED LIS R ERT H AR -

HERE: HRHERTEE E AT H ARG E £ 1P & MAC #ES# -

E: 3 BEERTA YR Ty B E -

BT - SRS -

ofzaE BRPHILY I -
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8.5 IP EdffgFsiaiie BraHEH

P BEAHTHRE I AR B 1P (irtk = 1P (b #EEIAH SRl —(ERFAE - EELL P ALk A E B A H RIS
AU RTRERIF - ] DURE A AH R (6 I RE PR B F B SOEAE R — (8 1P BRAHSE - WA {(E B HThRE s Ll 1P
BRHAY T URMEE - AT LURD DLE — 1P ZetliG e AR RIVE - IO i s E 4 e " HIEE - “PA T B EE (QoS)”
AESCE > PARCSERRAAYEE T #a] DLBEE DL 1P BRHAY G ZURMGRE - WA TR LA — IP 20
TRV P s ZEH AR FIEL -

IP BEAHA S AL 1P BEAH Bl 1P BEAH > ASHUERAH B R BV AR 1P BE4E - AEImERAH R AR RIS

Ay B Y 1P B AUEREEIRE P DS B - G HBIEEAELEN KGR P ik - 3 HARA S EH)

P IBEELANHY P thErBREEH) (LR EANNARHRY 1P B A EEE/CT7 PR BEAVE N E B RIS
VR E B E T eI T -

A PP IR E
&3 | IPREA] : |test
xS R
IP5I|Z% PR - [test
name IP delete name IP delete | 2
192.168.1.101 192.168.1.100~100 ﬂ
192 168:1.102 192.168.1.2~2 i]
>3 |
hd|
FiF 1P §RiE: PRTIRALEA NIt AR B EEEE 1P A » o] DLE{TF8IE0E P firkt -
i - i AT 78 A IP MR (BCEIE) FrERaE -
IP firsik T A IPAirkl (EGEIE) A - il 192.168.1.200 £ 250 ©
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HIA 1P B -

AIEFHERE -

IP E¥4H

Bra o

THERELEH

200 I&’f,ﬂ :

deleteﬂ :

BEE
BUH

Zir 1P HEH ¢

SCESE IP (IR RAABBLI AR » 3% NSRRI T 5 1P F1I% > Z51E 1P (2K
#ilE) EAEVIRPREEAMAL -

SCEAHY 1P BEAH - AT LVELRERE/E T HY 1P U5 B rPI 8RR 1P R & -

FE UL B LY P BREN AT - BB R - SB NOFEAY T
SRR ) %5 -

FERCMIO BB A AR > AR R AR - 5 R i AR H A
ML

(e THrUEBR B FEMIPRAVERAEA S » AHE T " MBRERAE ) fil > R RRE
ffERS— TR MIbRaZ ArAH - 2 THERRR S MERaZ BN -

I DAFRZETT IP BB — TR EE S P 1% - 12 NI A G TRVER AN R B -

i E EFRHY IP BUE 1P FEEEFTHER -

BHEE LA SRR B RN A FrE B B BGUE N T2 -
BHEE LA S EUR B &SRR A FrE B ESEOE NE 2 R IF O TEE”

FREENE Z AT A ERERL -

FOR_F 3 P AHECERY T B A 1P A EEECE TS HE - [HEF &N P BTl A HEEE D)
AE 0 IFR E O T EhE FEmAY P ik - #EEEBLEEH - (510 220.130.188.1 F| 200 (#i[#) -
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A FIPi#E EmadRE
&% | PR ;|
[zia T Y |
IS
P35I BHeR=TE - l
name IP delete name IP delete

b3 I

SRE ST AR R ROE /e U B P s E RN E R - PYA T RCE R B E A AGEREAHAY 1P LAk R -
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8.6 fAuFsiEsTIREFHEH
BT 1P L BT DR B BEAREE S - ARt PTLABEAEEAC » 7RI QoS » Bk SRR A B SRR -

HP&OSE MOFAFE

ot H
T .

BAE | TCP v ' K
=

IRFE R E: ]|

ImARRR f3eHEE
name protocol port delete ~ name protocol port delete
All Traffic BOTH 1~65535
DMS LDP 53~53
FTP TCP 21-21
HTTF TCP 80-80
HTTP
Secondary TCP 8080-~8080
HTTFS TCP 443~443
TIPS 1 7op | 8443~8443
Secondary
TFTF LDF 59~69
IMAF TCP 143~143
MMTP TCP 119~119
POP3 TCP 110~110
SMMP LDF 161~161
SMTP TCP 25-25
TELMET TCP 23~23 bl
Pt L e : TRV R T B TEROE » (R Rl ~ ARG E ~ IR iR -
i IR TS 462 iy 2 DAGHO [ EL B 1 © BIA0 - Virus135
HRTE - SOE RS IR TCP 2 UDP B TCP&UDP AIfEIENIFHE
AR5 e HUENEFSH (Port) HEIE - (40 135 135
PIEROFIE - SRCE IR R 4T ~ AR E LR R ER - 4% T I G A Z ARSI
A HLEE R B] DA Sy AL E R EEAHAI P2 -
BRAHARE GEMRM R TN - FERTIE B AT % - 3501 S AR AT
FERIRIL S« B0 Virus -
TBRER4H T U B RN PRAVEEAE S - A0k T T MBRERAE ) f2ll - MR RAE
e — IR A MERRZ ARAH - # THESRIR S S PRz B -
$355 I A DA77 oS s B — JORE R S (B AR B 1% - o T BRI AG T I BRH A &
i .
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deleteﬂ :

BERR -
AH

7o I T 2 I R s S8 o Ml 75 i [ A T T O

BHEE LAY S TR B S RN A FrE B B UEOENE 2 -
BHEE I BUN” B &S PRIIA Fr3 Shi B SEUE N E SR IR AR TR

FREBEZIIA gHR -
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F1 ~ Wireless E4RAEER

Wireless fERABFS DD RETHEC RBRRYL - & BE HH S5 IEH BRI SERIZ - WLAN K& STEE - IEREF F = i (A B P FE SRR AR
H& i E] QNO_AP_1 1Y SSID ARIHHEZAERS - 57 B IEoE \IS B LU T -

» BERTE
=

FEE

ARREREE
LR

AT
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9.1 EAEE

O ERHEER

48 0 | 11bgn Mixed Mode [+ ]

EHfS - || TW (Taiwan) E
hE: | [mE 1 [

WifiZZ RS ThEE(WMM) : | @ BTH ORSRI | ERErIEET
BHThE: | 100 (#R[El 1-100, THF=(E 100)
SEETE .| ©20 @20/40

O SSIDREF

AP i i
e ke SSID =& SSID | e P A g S
A % B
1 B QNO_AP_1 EfR | BEER RARA RER RS
2 i QNO_AP_2 EfF | BEER RARA RERS RS
3 i QNO_AP_3 EfF | BEER RARA RERS RS
4 REES QNO_AP_4 EfF | BEEA RAR RERS RS
B AR A T R 4R 4R ThEE
LRI TR FHTERAY T 11bgn Mixed Mode | » H'EZ2A T 11bg Mixed Mode |~ " 11b
Only ;~"11gOnly ;~"11n Only ;-
Eifi:3 BEFERATENER -
BEIE !STEZﬁLﬂﬁL%LAH*E1§H§E’JW%%E%;FE o B —{E AR (5 A AR

i o
R A AR AR T - SN RUE AT AR (E AR - BB
: E@J J AR H B FRHE

Rate (11bg Mixed Mode, 11b
Only B, 11g Only)

BRIV - R TEB ) B B R L
RLEEAR -

Wifi ZHEHETIRE(WMM)

B ER Wifi ZEAGTIRE(WMM)IIEE

Wifi ZHEHETIRE(WMM)

B0

H B B (APSD)

RUFHBLTORE » AEEE A AR E Pl fars -2 SR A E Ik
MR B H A A AR SO HY B B AR -

DLSThEE

Direct Link Setup(DLS) j##3 = LR P& FHEs Y A =i 0 /R [F)IF SCER L DhREA ]
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{HEH -

HithEZ WMMB B

R S EAAEHIWMMEUR - R DA TR E R -
O wifiZ R #8(WMM)

A#EEEI(APSD): | © @ © paea
DLSTHEE: | © gy © RdeA

O Eih &7 WMME S

HRENNME BEEORNME HFHORAE SHESBS FOES  EERD

BE(=Ek) 1 3 - 7 - 47 ] ]
=% (= 1ER) 1 7 - 15 - o4 ] O
EEME(REL) 3 15 = 63 - 0 ] o
HENIT(EEE) 7 15 - 1023 - 0 ] ]

ST

THELH SR TR Ry 100% - 5 EE/NECRE RSV A 25 S0 0E - B ARV NY(E - B
REFHSTR

HEMHEL (11n Only B
11bgn Mixed Mode)

BEFE(H A 20 MHz BGERACE H B8 20 B 40MHz HJSHE -

SSID fIREES

HUTN RS FIATEE SSID HUIRRS - B © mil ) $sl iDEASCEHE -
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)—\y D
9.2 HFEHTE
O = ssID
ek | 1]
REE: | OBYF  BIFA
SSID:  QNO_AP_1
BSSID : | 00:0E:A0:AB:CD:EO
[EE SSID | @ gy O RIRS
APPSR : | OBYE © B3R
A VR ©RARA
0O Z2MER
| gEEt: [ B |
0O WPSX%E
\ WPS:  SuF ©REE
O WDSi
\ WDS: Ogm ORE
O HFHUERE
| R (B ] |
BEIIMACHESI4EHE - - - - - - |

IR 2 eS|
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9.2.1 3§ SSID

O =mESSID
& [1[7]
RAE: | ©OFIH  BARA
SSID: | |QNO_AP_1
BSSID: | 00:0E-A0:AB:CD:E0
[=5E SSID | @ gy O RSRA
APlREE: | OB @RIRS
A EF R E7H ©R3RA
S iE4H SSID HY4RSE ©
TRRE iE4H SSID B AR -
SSID TEFRARARS HAY 447 - SSID X FH ESSID HE (M AEAR A PR a8 7158 » 2 A AR Ha BT SR AR E P I 4R
FHHE E4ps 4418 - [F)— (48 s -4 iy 2 AP =] DA(E I [E—{E 445 -
BSSID [ SSID [y MAC Htrhil:
[& % SSID BEPE R S AT MR AR ARE T BUR L SSID o 5 EEFERH P A SRR A S & P i B AR A RS R AT
FIEGHE - MOHETF B AR LUERE 5 8 -
AP [ R E(EThRE S - RIEBEFIE(E SSID "N Y2 A = I (R L 4 2 7 -
RSl B E(EThEE R - EBEFE(E SSID "NAYES F Pl i S A R B S I A RS (H 4%) YA P > 2
HE AR FIAPRAERS - [RIEAESS 2~4 ([ SSID 52 E HETIAE -
9.2.2 MR

QNO FR LU T B2 e M S INE R R i AR S8R E - AP BRARAEES /R MRS 2 P Iy 258
BB R AR -

0 ZEMER

REEs (R =]
R

Bi&r WEP

H= WEP

WEP Hi&h

WPA Enterprise

WPA Personal

WPAZ Enterprise

WPAZ Personal

WPANVPAZ Persanal Mixed Mode

WPAMWPAZ Enterprise Mixed Mode

802.1X

1. WEP FHHBEA
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> BABL WEP
> L= WEP
> WEP H &

EEEE T HARL WEP 51 T HLE WEP ) FTARARAERR S S il B RIS BB B AP SR ¢ R
"WEP HEf - RGNS I RS A o A R AP A -
O WEPZ2HFwE

HREE || &g

WEPS:$81 : 31 55H) | 64-bit (10 hex digits) [+]
WEPS:382 382 557 | 64-bit (10 hex digits) [ =]
WEP#:$83 383 35F | 64-bit (10 hex digits) [+]
WEP£:$84 : 384 55F) | 64-bit (10 hex digits) [+]
TR BEEE 4 gy —AH R I e -
64-bit (10 hex digits) AT WEP <5z AL 10 {E 16 #EAL{E(0~9 ~ a~f ~ A~FMBUR N &5
128-bit (26 hex digits) AT WEP <e5@ iz AL 26 {5 16 #EAL{E(0~9 ~ a~f ~ A~FMBUR N &5
64-bit (5 ASCII) AT WEP <@ AR 5 8 ASCI FRF(GESCF ) ~ SR MO InE a6 -
128-bit (13ASClI) AT WEP <@ i ARILF 13 {E ASCl SRR ~ MR % 25 -

2. WPA S ES

(1) EXFH pre-shared key(PSK) HY Personal =,
A ZEREFE » E35E L pre-shared key 1 Personal 53, > 41 WPA Personal ~ WPA2 Personal ~ WPA/WPA2
PersonalMixed mode - [ fEREFEIHA T /HZE5% RADIUS 056 Elfkas » ARG F o R a4 ies F = i W v 2 A
BRI -

» WPA Personal

» WPA2 Personal

» WPA/WPA2 PersonalMixed mode

O WirelessZz23LE

WPAEEE: @TKIP ©AES O HE

/TS
EEEHER: |0 i (0~4194303)
WPA S BT BRI TKIP ~ AES ~ (1 75018 I B AES B RE RS 802.11n (US4 MR « 4
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EE RGN T PimE (R D% - B T B8, DR EIUR -

(T WA 8¥32 BT ITHTE TS I AP A BRI B/ P E A B (T
W SRR R S I B -

S ST L b WPA/WPA2-PSK (i FH Y8 S0 25 B 1 [ e ] B RS < - 7 DA B B R R T T P

(2) Enterprise &=

A{E P WPA B WPA2 51, » FEEE4LES RADIUS 3755 (a R S8F B s0s A -
»  WPA Enterprise
» WPA2 Enterprise
» WPA/WPA2 Enterprise Mixed mode

O Wireless#4 %<
WPAERL: | @ TKIP © AES © B&)
®IEEBRE: |0 b (0~4194303)

PMKERER : | 10 Fal
EASEE: O mA @ B8

O RADIUS fal i

IPfudk: |0 0 0 0
RIS IS ;| 1812
HZEE: ONO

HREEF: | 0 ) (0 or 60~999999)
WPA JHEE HEFE TKIP ~ AES ~ [ Hf) » B573 2 A 1582 AES JEELA A BEE T 802.11n AHEAR {Hilig 2% -
AN B AR RS P e (R AU RUE - B8 T HEh ) DA E BT -
e S TP WPA/WPA2-PSK {5 FH £788 T & 7 6] e I e R B <y - W] DA B ER B Ay IR Rl [T P -
PMK FRHL B IAR RS 7 U AT (B AR A 2 S HEThRE TR AR AR A RE F Pl ~ PR
(WPA2 Enterprise) FH S E s VA - DRI bR S HA e 4 A e 7 5 i (B Y U EEAE FT ©
THICR S TS0 RS Pt AR A RS F P i A LA i — (B AR G PRI - BERETH AN S —(E sy
(WPA2 Enterprise) MRS TR RRES » AN A SRR Qs (R RS AR T
P firfik 5 A RADIUS ZUE5 (E ezt IP firdik -
eIk 23 IR fi5 A RADIUS 5XE5 {a]Ak gAY s HIE ©
HEwE i A ST EE W HARY T
LRI i A\ — (4R f AR B S ST E AR (E - gz L
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3. 802.1X FREFES

802.1X T, > W FETELLEE RADIUS 5Y58

O RADIUS {335

(Elfk s (F Ry sdmg FHAR -

IPfirhk: | 0 |0 0 0
ol IEAe e : | 1812

H=m4:  QNO

EEEE: |0 F1 (0 or 60~099999)
IP firik #i5 A RADIUS a8 {E Ak ey IP fiztik -
fElfRESEEIE | 6 A RADIUS SEs5(EARESAY @R -
HEw e i A See AR S g -
L iy A — (B SR KAV B ST B R E (R SR gz

9.2.3 WPS 5%

1E Wireless Z724=3% 1€ £ WPA Personal ~ WPA2 Personal ~ WPA/WPA2 Personal Mixed Mode % » B[#E 5% E WPS
ke o EaethiE A WPS SRR » SRS 2 4758 » 3568 2 /i dl A B e QS 45 o & -

O WPSEE

WPS :

©EH ORI

REBRAE ARG 57802831

WPS#=, :

1. {EF{EASKEIES(PIN)ETE WPS
(1) ELEE T RUH , WPS

© {EAEEITR(PIN)

E3

© {74 (PBC)

(2) 55— I AR AR P D (Y PIN B - P055 A AGRBIHS (PIN)EIRE AL o 5 [EIAEMY - fERARAERS F P I

AR AR F 25 HI(E A SRS (PIN)
(3) SEFSSE(E AGAIEG(PIN)Z - HHEE ©

R ) IR RIS A R A HE WPS ~ UL TR - WPS JERESTl -

(4) {EFRARAERES ] P RS WPS & A RE D)) -

2. {8 (PBC)EEE WPS
(1) BL%E "B, WPS o

(2) it (PBC) - REHE AR | ¢ SREEIHERNEAG BT WPS $%3114Y 5 Fh5 - H 2 WPS JE5Rseil - IR
EBAIEEETE WPS ~ Ul GERT R - [RIBEHY - SRARAERR F Fimk i 3R R BHEAF -
(3) {EEARAERES I P ima HHERY WPS A RER D) -
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9.2.4 WDS 25F

FIELR i 20 £ 48 (Wireless Distribution System, WDS)  Z 40 & i i A A A B E 45 AR AR S 1Y A
WDS 45 - DUE{dh fEARAEES i S HE -

e\ Sgo‘V

@“
WDS Link

ireless |
« o ‘b
Internet 5

¢
192.168.1.1 192.168.1.X \\/ 5&

1. EELHEL LAN IP 5355 B B — 48 ES IR [E] 1P o (FI4NEEY 192.168.1.1 B 192.168.1.X
2. BRI LT BRE RS T —2L ¢ (AL EERETTHMAL)
(1) EAFE
O MLREEEE

W) B 11bgn Mixed Mode [+]
E#: TW(Tawan) [
) 8 81 [
Wifi SERRTHAE(WMM) : | © BF O RERA
TWTha . 100 (B 1-100, THEHE 100)
o S ©20 20040

AE WDS RN » AR | FRisef® 20
(2) ZEEE

O Z2iHER

- R [ ]

3. WEEEFRREIEL WDS 15 - WDS S #Y ATV F EJTHT MAC fizfik - WDS AT SZ IRV R AP BIE (K
BT HER -
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(1) PIfESCERE P ERSAR (A0 E)

O WDSEHw
WDS: | @gfH ORSRA
APMAC: 00 |-22 |-2d |-80 |-0b |-ac |
APMAC: || || || | |{ | |
apmac: || || [ | J{ |{ |
apmac: || || [ | J{ | |

i 25 BT e

X Erdaa HEUEEE WEP » I R4 & B 8h% HF WEP VUAHBHR{RF B TELIULH AP MAC » S ARG 55 EEIHRE -

(2) BUEHREEE T iaE BT ) - DIEECEER AP > JRIGEEEE TR 2l -

€ 1921681 1/wifi_scanli

(D) 192.168.1.1/wifi_scanListhtm

BH
1 QnoFAE Scd9:98:a719:a4 WPATPSKWPAZPSK/TKIPAES 100 11big/n
1 AKrionsystems 00:1c:f0:fd:44:cc WEP 47 11bfg
1 Mobile 40:4a:03:69:a5:09 NONE 31 11b/g/n
1 Hermes 42:43:03:69:a5:09 WPATWPAZ/TKIPAES 31 11big/n
1 Visitor 52:4a:03:69:a5:09 NONE a7 11big/n
1 GTI 00:50:71:5a:6d:68 WEP 18 11b/gin
1 50:67:10:02:71:ce WPAZPSKITKIP 13 11big
5 CognexTaiwan 00:16:e6:3a:93:05 WEP 26 11bfg
5] dlink ccib2:55:50:23:5e WPATPSKWPAZPSKITKIPAES 100 11b/g/n
6 DrayTek 00:50:71:5b:9e:b0 WPA2PSK/AES 42 11big/n
9 00:90:cc:de26:3b NONE 18 11bfg
10 APCSET 00:16:01:29:db:12 NONE 23 11big
1 streetcar ac:81:12:09:36:e1 WEP 25 11bfg
11 Qno-lab 00:23:18:75:dd.ee WPAZPSK/AES 23 11bfg

90

EEl |




()

your future life

VPN QoS fEGYEMZ M

9.2.5 35

FRURAIEE TIE4E ) B T e - TIE4E ) RATRHEEMACHIAEE B FAVRARAERE & PR - 1] T EF ) IR
FIEHIETAIRARS - R A FEMACALHE S B ARAR IS 25 P Im AR -

O FHuERE

FoEER B9 [

HEINMACHES 5 28 -

| BAFTE SR |

SOEER TE4E © WEEAE MAC LHES BE LAY SESRAERR 2 P I i R 4R AR 4R -
TeEt + RAMECEAE MAC (LEE B EAYARAR RS 2 P I & A TR -

WD MAC I | fizhlk B A MAC fizhk IE R EHFRUR A - fEEEGREERS/% P in IS S Ewe ~ /i b
HAE R AT ENE SRS FAVE " 00:11:22:33:44:55  » E AR S B -

9.3 FFImEGFE

SO H ATA WL B 2 A AR KIS P O

O HFEREFER

MAC {irhl: DHCP IP FiE=H SSID Rate
D8:B3:77:1C:1D:0C 192.168.1.102 Android_356440043044963 QNO_AP_1 65
04:54:53:T4.DFA1E 192.168.1.101 TINAmato-iPad QNO_AP_1 65

MAC {ir ik RARARIRS ] P S (Y MAC fizfik

DHCP IP LAl SR 4G AR AR FH By 1P itk -
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A TH 2 G AR AEIE FH PR S5 44 -
SSID SEARARES FH PR PT IO AR SSID -
Rate SRR TR S FE (%)

9.4 fEGUMBLET

O #FEgsEt
PRIh{EE I A : | 419193
BHERINMEE : 10635
BHEkEAME: 11
EEWCTSHRTSHA: 0
BHCTSAMMPRTSHA: 0
O EWsst
pEIhEE 3R | 3777789
EWEACRC#l=ME A : | 2294890
Eaf sl
EEAT B BEEE
BT B AT E L BT e B -

BRI EE LomE R E A I HE EEE -
EALMEA Ko RESIRNLHEENE R E -
B ThEEUL CTS [y RTS £H41 FRIHFEUL CTS By RTS £ L8 -
BRI CTS Z&HHY RTS B4 P CTS P Y RTS HHEEE -
et GRE RN EEBNREEEE -

B EA CRC §EERAVEM BAUEIEH CRC $EERAVEIHEE -
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+ ~ Qos SEHEEH IR

PATEHE QoS fy Quality of Service 4% » HINGE E 2 BIRMIFE LIRS & P BERIEHE - Dl e
R EIRB TR EAE R B - R ERAIE A IR - AR AR e - SR HE AR - ¥
FEH A BMEZ S - REFENEIRFEK > WREAEWERERET - EREA SRS AT ER - 18
Feor ARSI T (L -
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10.1 SHREE(QoS)

O ISP REg T ELF AR ME

R L5 (Kbitlsec) T (Kbitlsec)
e
p—
usB2 256
O HHER A /ERE(QoS)
FE - [ geiEe EEfiE2 USB1 UsB2
FBTEIRET - | Al Traffic [TCP&UDP/1~65535] [+]
RRFEIEIE 5
1P fiza [v] - R N e o C I - T
Hey | LEEn [=]
BMEE - | Kbit/sec BXfEE | Kbit/sec
BeF

EtH 5= QoS
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O A4 1P H7hk

O] i@ [ i@z [ use

s
LD
© Foesl g
O FEslT#
O EaTEH
BA: [

=7
10.1.1 FEEHE
O ISP REE o ELfE FHETEME
S L HEE (Kbit'sec) T#EE (Kbitlsec)
i 5000 10000
B2 10000 10000
USB1 256 2048
UsB2 256 2048
WAN HISH R E R R A SRR S A B AR AERS B E E R T E - QoS AUSH B HE I & ik IR FTE AR E

TE Ryt BAKHE - BN 1P R st (RS IR ) AT APRIEGE Y (5 Y S MEFTE & (IR WANL 2 WAN2

Y B PR AR A AR T B B ] PRI Y AN
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WAN1+WAN2=1024Kbit/Sec - AL 50 fill 1P FEPNERAEES » 5 ZIRGEE A\ f/ ol (E Y BT > AlHe
1024Kbit/50=20Kbit » FEHERE A ] DAGREGEHY B/ NEFLHE ] LUK 20kbit/Sec » N[ EHAEGF -

TR
IEEIVEERALZ kbit > HLLERESEUR T/ R B Ry KB > F{EEE ~ s E Tk
1KB=8kbit -
10.1.2 QoS % 5E

QoS I PUESEME 53 > SUARIRHER > — R EZEHHREER) - 55— RIEREER - SE AR LUR
i H C AR K iR R A S A -

SRR GRREHE) - (REAEMER

B A BRI ASE A RSEE A M — (1P s — (B E Y 1P #YE A ERFSIREIAE - S5 a] LLgt
ARASIR AR IR - RN A A Ekesavas -t iEfl s iRE LB MEE -
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O ¥ dn¥ RFH (Qos)

F@: [ @ O @2 [ use
SRRSO : | All Traffic [TCP&UDP/1~65535] v/

o |.[o

Pttt v o o |l o Jmp |
Bea: | LR vl

BAMBE: | |Koitsec  BoksEE:[ | Knivsec
EEaEst . O FAPHESZEEE

® i8EE— P Al FEE.
&R [

All Traffic TCP&UDP/1~65535]-=192.168.0.4~254( - {485 )==2~100kbit/sec-= @1, 2

All Traffic [TCP&UDP/1~65535]->192.168.1.1~254( |- {4585 )=>2~100kbit's ec-=[E1TiE 1, 2

All Traffic [TCP&UDP/1~65535]-=192.168.2.1~254( |- {4855 )==2~100kbit/'sec-= @1, 2

Not Check Port [ALL/0~0]-=192.168.0.4~254( T~ #3885 )==10~2200kbit/sec-=EHaiE1, 2

Not Check Port [ALL/0~0]->192.168.1.1~254( N #4885 )=>10~2200kbit/sec-=fE @1, 2

Not Check Port [ALL/0~0]-=192.168.2.1~254(T & $855 )=>10~2200kbit/'sec-=[Eai@1, 2

All Traffic [TCP&UDP/1~65535]-=192.168.1.1~254 (&R @& (ARSI {8 )==2~10kbit/sec=Eiai@1, 2
All Traffic [TCP&UDP/1~65535]-=192.168.0.4~254 (& 1 @& {ARRSE I 8 )==2~10kbit/sec=FE1gE1, 2
All Traffic [TCP&UDP/1~65535]->192.168.2.1~254 (R 13:Be5 {AARSR |- 8 )=>2~10kbit'sec-=FEai@ 1, 2

FEALE - PRI QoS HESE TEIEI R WAN BT » o BUBSg 4 3 A2 -
AR - HEFR LI QoS FTSERE IR TLIE B B IME » TSR TS HEMS(E 1P AP RIS

[ERIFETL > AR ELBERELE AI(TCP&UDP)1~65535 « 51 I Bt A4 FTP L {#5L
TR HERARFES IR - RUEESE FTP Port21~21 » W] 2 F RSt TR Y%

IP Hik IHE Ry R PR AR P SR FR AR 5 P 2 AR e 5 S A PR AR B — 1P > ATELRERFUE 1P SELA >
%1 192.168.1.100 F| 100 > AFLARAIGHEE 1% 192.168.1.100 [ IP {2k - 2
TR —4H 1P #E > A AL 192.168.1.100 F 150 - EHEELARIRE$
192.168.1.100 ¥ 150 IR B ILHRAHTIRGIE S I FTA AL EAERTK
it FH e PIAERYFT A User JITETAE 1P AYMRIL BHEA 0 32 192.168.1.0 F] 0
BEEFORATA 1P #Z LERRRIIRE] © 5550 QoS /& ] LIFZERIE] Class C HY#I[HE -

A AT DUEESE P BEAHAY T EFE E AR 1P - BRI IP BREHAVEE > 55275 (“5.41P
BRHEHEHVRRT) -
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Hy - L SR P Y L
TR ¢ FSUE 1P A TR

e ##(E AR ES L (Server in LAN » ) @ 0 25BN Server SEUEF RS HHES
PR - AL EETE Ry dZe I MER ST L Server AYSEE 120 -

IR R TR (Server in LAN » ) | 5 20 L 1ERS 20948 o HIHIE
E BN (IR S e SR 261 (A G R A e
MRS » N B U Y (TR S5 2 R G + T LR e O e e o
RGN BT -

BUNMER & R g © [ R ST L A Y B 1 T o RS -

FEE : (Kbit/Sec)
B AHEEL I BRI A A BT UL - it B AR G B -
SR | ST IEE AR Kbit o L BT TR L R R 2
KB » [ (e~ FEIAHAET 1520y 1KB=8kbit -

B - B I QoS SE{EFTEIS A ROE - AR . B . 7
0 BSRES (24 /NIESOERE] o (14119 1 00 241 00) 0 LR /AESE/EE/
F— /= B = AV AT N T AR H QoS S PEFT AT
SR S L A -

BESATR mm e mEs eER -
SRR » HET AT 1P S IR P i L (R M F L A E)
VL -
He g — 1P > TR -

EEERIRAINES - HIORE 1P 505 —EIRBIRE AT LUA EE(Mini £
Max.Rtae) S S #ulE - PILIE A E (P b HERARCE - RIEaE
RES(IP fiz ik ) &0 o] AR IS PR HYAHEL -

FAER | BEEBEEARR AT EREEEEAEN - DR B
EHYTIME RS A NMIETAIE R RIS - BIa - N2 AR FTP iR T
B BB FTP A E il R A ISR » ko] DASE L PSR - R
HH 20 NER] FTP fSURE TG SONIFT L FHEYSRE R E 2R -

B B IAA -
HIUEIRIESIR *  pnpr pemmzimnz -
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LB &TH FIF QoS IR IS T MES LIRS 2 B B T B T - it
AT R R S BT P DL T L B T T e B S i St I « 4
SR T R RS T R T4 BT » emule 5+ ZA7RYI2 1 IR 1P SHET

AR LA -

MERPTEIRES e s ey A -

RUTBARLR - B BT S e B B AR » 3 B R 2 (R
SEHE) -

e MR i R BV 2 M P S B O 2

K SN RN EIV B A A P B BN (R P2 S0 5 (DT B

FRBIEZAA EH -

RBURSIR

BLEETE N TR BURBARCR T2 - SR LU T AVEEE R » AR USSR LU AR R BUR ERCE IR AN - B0
LL“FRIEIL B AR BN Ca e HIAR AN © BhEE S o LB U 0L 5 - BEBR AP R &S s S (A Eh e - o] EL PR,
B ife -

BHARLERTX O#a ® 85H |
=TS SN

WANEE EE.2 IPEE B#  (Kbit/sec) (Kbit/sec) EAREFA xE ==
R 1 All Traffic [1/1~65535] 11:2211122: 1111 10‘ T# 2 1024 F—{d B R
REIEERE1 FTP [1/21~21] 0.0.0.0 ~ 0.0.0.0 Tt 2 512 B B iRER
R 2 All Traffic [2/1~65535] 1132‘ 112211111:0“ Tt 2 1024 aF—{d B iREE
I3 = lin FTP [2/21~21] 0.0.0.0 ~ 0.0.0.0 T# 2 512 PR B e

B — | HHEZNGZ M fto T EiActive Mode) 25/ 55 FE/F7(% /7] 50kbit | BiHE B BT :X E?

WL EEPIFTREc BRI > S B AR INAE 1 2 sl FTP[TCP 21~217 > 4E IP {ifiEE A 0.0.0.0
Fl| OFRATARILAE) - HAVEESEE NH - fr/MHETILA 2 kbit/sec » FoR FTP TNHiEREEH 2kbit/sec VAR - fx K
HHEIIE A 50kbit/sec » o FTP k2 HAE(E I F] 50kbit/sec HYSHEL o ST 7708 Ik 1P fir k2L EE%
TEMTL > WA SR 2/ AL FTP > BT FTP MBS TR 2 HAE(E ] S0kbit/sec - ZJEERIE) » fxi%
B R AT E AR AT -
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i REis 4 1 EEiteEe [ use
BRE#O .  FTP[TCP/21~21] v
IPfgdE » | @ @ |0 [0 0
HEY: | LiS4EE v
BA4EE . |2 Khit/sec BT Khit'sec
SEE L= Rt O FEIPHES =EE
® isEE— PO FREE
iR

B3 |

BHI= - EFZEPIHITE IP SARA TBUE AR REER 512Kbit - FEFE—(F] IP —( IP 2 E05?

=

ANFEL—{E 1P —{E 1P 3E - WA FEPIFTRa BRI - SR E 2RI 1 - 2 Rl EEfE No Check
Port[TCP&UDP 0~0” » {f IP HfHEE A 192.168.1.2 F 254(Z/EIRFINIALHEHGIE]) - H AVEEE N - S/ METEA 2
kbit/sec> T IP (£5575 2kbit/sec HIFEEL - By AFEELIE A 512kbit/sec> FE 5 1P 5¢ 26 HAE ([ F % 512kbit/sec
HISAT - SR A U7 B IR B g — P ik S R S/ NeT SRR 21— 1P S/ N—EF 2kbit/sec HIPR
5 o DJEERE) o A{RREEEHTHY T BRI IAR A0 -

S i [V msiid@e [ use
IEFE#wO ;. | Mot Check Port [ALL/O~0] L
Pt v |- [192 [ [188 | [t | [z |z [ese
BEY: | TEEE v
B248% . |2 Khit/'sec £4EE 512 Khit'sec
YEE A - M@_}EﬁﬁlF’?ﬂ B iEE
@) {eEE— P > O F4EE.
BIA -

=

| =

AR | QoS ST E VRTINS Ry g #m N EA—R{E B EETENE - BT R eI TAVR AR T

[EifE2
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10.1.3 FEEEE QoS

BIREEEE QoS ERMEHE—(H 1P SUE— SRRy P (b EfTRCE - SOTRUZEHR B HEAYRUR - E1E
THAE R LAE P4 {5 I\ B8 D rg s (g o] DUGE FHESOR YIRS - IS0 A NS Y RH B BB FRAR A JRH
AR LB ER T - WENERT AR AR AT ISR ] LAEH -

S EHIFEER] |50 6 REENEE SN QoS

(V] BAdrpe iR g - 500 Khit'sec
(V] B AHiepe il FH4EE (|1000 | Khit'sec

Each IP's Maximum bandwith:

R (BEEE1 200 |Khit'sec REEEERZ 0 |200  Kbivsec)

(USB ;200 |Khbitsec)
THESRRE (EEEEE 1 400 Khitsec REEEEEZ 400 Kbivsec)

(USE ;400 | Khit'sec)
O grania i s

|

B ETEIREEE Qos: ) ERENENRE R QoS -
SRR FRES_ %EE > BEE) SRR EE IR —(E %L - RRENEEE QoS - &
REER Qos Al \TREVEE - 2SFTHRE 60% ©
W4 1P EFTEEBERASE L EARNH P ETRARSAEAHE -
EHE -
W4 1P EFTEEBERABET  EANS 1P FEE A S AR -
BHAHE -

EE— P AR LMEE BE B0 P EARE LR HES T EE R > sRE TS

CERAEERE, P RIGERTIHE I DAS{EEEAERR T e/ TNES HIRE - BET R R AR L

ERE (JHE): %0

B8 — A BB ) B MRS ¢ "R NETRR B ISR - EN
HAERE R R4 TR R N B I R R T =K
& -

CEAN A IR BLER1% > (E5R ARSI P RS Y 1P > RATRRAET
PRI AR —RIBETEE -
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8.1.5 RZIR&IY IP HrhE

EiE A NHERIEE AR FEZE] Qos HIMRH 1] LIRS (EThRE RS (B FHERY 1P SRR E ARG Z

W o
O #4 IPi7hE
] reite@t [ msi@z [ use
HiB P firdk v i : : | /8% -
(&) Fogss g
O s TF#
O e sl
BRE: O
|
EIRAE - )RR AL SR LR 2[R -
AR P HEHE/ERAH ¢ g AN ZIRHEIEY 1P (L hEEEE o S EEHER SRR 1P BEAH o
AERTTHE AP AN E ] L E - REH N SR AN E S -
BH - EFERLED i (AR IR
B ME | ES - REANIIEY AR RIS AN E 7=
TR PSR 75 - BT R EyER R > MHEREEHRYRRA -
HERY BREE L Fr T HERR B (- GEM A T B S B U E N B S -
BN - LB 2 ST BN B e AR A T s S UG E N E S IR EER

MR FREEIE Z R A AR -
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10.2 EBREEE

AERARIUE P ] DA AR T R S5 i 2 RE R IR T A AR - SE (B DhRE WAEE A\ BERERINAE AT P2P X
G4 BT ~ AHE ~ emule ZE &SRR 3 HEGEAVIESIE M TIEE ARIVEH - RERENEITEGEA LA
SZE P2P SREGHFATRE AR AR HYEAR B - AHBHE RS R E— e VIR -

534N o G TR UE B B B 1T AR AR B O M TR GEORI -t m] DUZEHIHIEA -

A Tl DA R R R 1

O Session &

[OF: [
O E—EEEERE P &AEY Session FAMEER (200 |EEedeE (session)
O g—EEEEE P BAEY Session FAE8i8 TCP (100 | UDP|100 | #E4kEE (session)

O ZE—(l IP Session FE 20 |8 | ~ ey par session 5 |43¢@

HEE (session)
O =g IP R Session |5 a
O FRE HIRE
EHIsRE | PR v : x| : (24-BFRIEHIRE )
BE )= H— = = i 1k .1y

BREA - AR L AR BE TEIIRE

S P ARISME SSRGS — P BT A AT AT BN A - AR
LREBIRHIA OTREHE - AR EE LR FIERE - FEITLHTHY AR VHE R FIAY LRGSR IR RE

FIL - Bl - E R BT 21 P2p S T iy H AR I A LR E HIL > B
5 X R A AR R S A - FRIEFRHEE A TRy BT 2K P2P $RASRHEA -
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EE—F P BEHEE: ‘5—
RHFE L 1P B4R S8 ¢ IRISETE By R U B A (e P A AR B R

AYSCEBUER - BEFFAE 5 02 RS RE DT eR - mlR e ek
SR VHFRECE R B R A RE R HY AR -

a , 5 N " \ \
BISHIL 1P A ER Sy - PLBEIE R E FH P i SR (o P AR B B

TRy BERE > FEA P IEAEE R A SRR OB R - HAE 5 2N
A REREILAEAT AR (N RE E4) > AT RIECERF A 812 7 RE AL ey

IRV E IR BEFE R It QoS EEAE AT AR HIEVA R AR B 7

S AIFHIEE (24 /NEFECHFH] > 400 19 £ 00 1] 24 : 00) > DARAJEE“GR/E
/BB A= /B BB R REGE %K > H QoS SUEAERTE)
BERCEVRERF I BN AR -

HERR - BLEEHE T I TR B (R A P S B e N ESEL -
HUH BLEEETE BN I EE PRI A FrE @B EoE NE SR HIRIELHR

RS BN EZ A SRR

A SZ IR AR B SR 1P ik

ERNHAFR P (LB AR EHEE ) - SEEREREN ZIRFIIIRE (AF BB i - #hHy
) - BB AT DIECE B E 1P A2 EH -
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B A 5000 5000 50000 S0000
[EakiE2 384 384 30000 30000
kiR 3 10000 10000 10000 10000
iR 10000 10000 10000 10000
FEtakims 10000 10000 10000 10000
USB1 256 256 s 23
sB2 256 256 e anas
| |
WAN 5580 20 AR A o 1SRG BT 8 R PR+ QoS AOATA Yl B RIS\ AR

Roat B - $ﬁﬁ/\%lﬁ§%?§41«)\ﬁ%ﬁ§§i

BUEHALZ kbit - FHLLEHWESEUR M/ LR EAL R KB WIEE{E 2 MR E 720 1KB=8kbit -

515 QoS MAISEFTEEFHEVIHT » Fy e/ MATDECERT IP B - 140 192.168.1.101~110 #i[E - (& IP #YHz/)
FEEE 25 F 500kbit/sec - HIJFEFH A48 (i A 500kbit/sec x 10({ IP) =5000kbit/sec

IR PREE AR = [RAE ARYAHE — QoS (L7 QoS FI—ff QoS)SEEHVHE » & F 4T R AR EAVHEL AL
R F A R B T - st DAL B (DR -

tIERBURESCERT Qos B L7 QoS MI—f% Qos H & FIFER L » & L7 QoS Fl—fik QoS
HRAIGEE HYHGIE A BRI > DA L7 QoS HYIBSLiERys -

-

2 HEEERZEES - Windows Internet Explorer =
HAREAYREE © #E] O FE i
Qos m& | BHER/WMBMOD 1P Gd ES/FR (Kﬁ‘ﬁfﬂ (Kﬁ‘zfﬁ) BEIET | wm | mE(wan)
RENFEE TS o : o
L7 QoS Eacyiiule PPRLESE 192 168.1.100~192.168.1.254 T 500 1000 FRERY BIF | @2,
L7 QoS Web Page 192.168.1.100~192.168.1.254 TH#; 1000 1000 —1F BYE | a2,
QoS All Traffic [ALL/A~65535] | 192.168.1.150~192.168.1.180 T# 500 1000 —1F BIF | EEEL2, | -

_=—

2) mAgeysE - ok IEEESTEETTN
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O FrigpHEsRR

HEEE - | |

| »
»

AE] EH
P2PRizt
FTEnE
HESH

m

O @EpS/ERFS(QoS)

e O mmde O mmes O mmee O gmss
i :
uUsB1 usB2

I : Si4E 0 Kbitsee  EAsEE 0 | Kbitlsec
T TFEEE [

e O pEPEES=EEE
R [ ey bty

O BEFEEHEE
EE TR o B =R |- | | (4 meEsE)
O &% [Nwg @\ [@\=[1@\=[1@m[]l&s [|@&x

BB RILRATdRE
A2 S EUREDIRERIUR TR - ME T VBRI H R R4 - ACEREERCAVRCR -
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RALE . |HH

SR - ENERAERAER

S s

A ] EHH SE A HIFEE A HbR
P2PaE : 28 : HESE Web Page 3 |°
EEREIEE Skype(Voice)
HESE SkypeOut
Web Page
Web Video
EEERESR

KER R Z A - BRI CHEERHR2E BRI -
(1) BERUIBE - EUH B g HR e Er U -
B
AR ERE LS > ATAEGZ ERIAER - AT e -
FE Al e AR X Rh B S — R ALZEHCH -
BE EL R (] - IERTA IE AR S UEHGIEAK - FRRE A A IE H R e RO A 2E -
AT DAES 7 JHEEH -

w22y ey o PR Rt BRI ALCE > 4B ETS2 PR -
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FEE=  BECE QoS FHBEE
O @EpmER#(Q0S)

FEEET BiEmEe [ mEs [ gmma [ sigids

e [ usB1 [] use2

ZHC PSR4 &= [ ;:j - 188 1 100 7
ERlEE =GEE D (1000 Kbit'sec =i - 1000 Kbit/sec
R TR [

EEAEHR: O FEPEES=EEE

@ EEE—IP ZFFEEE.

S

CJEEREMR QoS ST EHEMIEMIR WAN (T B BB E A

A P s B/ BEAH

[H R P A AT R B AR 6 2 R b 5 S PRI B — 1P > FEL BRI 1P $EA -
Wl 192.168.1.100 %[ 100 - AFLAAAIFLZ ¥ 192.168.1.100 Jt 1P 5z -
FRTER A4 1P I AL AL 192.168.1.100 F| 149 - iEFEHIERIRLE S
¥#f 192.168.1.100 F| 149 {HfEH] -

inte VA7 A AEEAYE P Y EERE
T R4 IP Y N ERE
AR =T BT 1P SR SRR

EEERILRAINEE - HIORATE 1P St isedt SR (R MR EIR AR R
i -

HES— IP ZA MR

EERILRANEE  HIOoRE—E 1P 2UE —EBRBHIRE AT LIA HE(Mini ] Max.Rate)
PR - PIE 2t ER (P (rb)EAVRAESE - RIS EIE(P firkh)#
LA IEERHSHE -

ROTE

BRI RAIL A B EEREAREN - DI E A G E R i
PRI IR IEH (8 FIAERS » 40 - NEEZZ A FTP iEZE T# » HRERE
FTP Nl AR ED o BB » it ] USSR IR R Fam A 20 AR FTP
OS2 T EL > GRIATL AR E 2R -
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SRR - FEER R AECE AR - SRR RAERCERTR A A
THEZ R P AR IR - 5 AR e e A s ] v DAE DA HGERE

0 HRFHRE

EhRE FRAERFE - : | : (24 HE HRFFED)
=55 ]| B— "z B= i BA ik
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ST BEE 0 e
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12.4 HE&ERE

FESCE U TRS AR - PR T ELBEEM ano SIRAVIEAENZ SN - W] DUEME [ e EMTER] Dkt - A

URL ~ HHY IP BRSTASE INERFZE -
I LERERREFUIRRER E ~ SO TES R ZhRERY APP List J5BE Rk FI[H e RIEMEA] Th8E -

O MmELE &

» BRI BE 1 A 10~ SESTES T=8>>
BT HEE 5% a BREES a g sion L7 VIPE% BB L7 @MEHE | L7 QoSIEEEE
LT VIPERRIE HEHH Skype(Voice) - - 2 E =
L7 Whee e HEqiE Web Video - - — 1 -

L7 QoSHEEEE HEHE Web Page — - — 1 2
SHERE

KIEUR R Z - EIRAVDIAE ~ BEREACOREEHR2 S BEMRN -

MFTERER A TIRERY APP List
O EiiRA
HBEE -

»
»

S%8 i 15H P 5% a H#EEH a4 iR

m
m
m

ImENES &R,
P2PE | |
b b o i

IS EHE

=g

PSR TS

KIEUR R Z - EIRAVDIAE ~ BRSO E ER 2 S B8R -
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HESERER FRR

”
2 EEZERET - Windows Internet Explorer

ERRE e
EE SRS
fFEmRstaE
BRIIPAEIEETE:
Wi EE v
spefd. hinetnet

BRi5E

& (= B E R E5[DOMAIN/speed_hinet.net][PORT]
speedtest[DOMAIN/speedtest.net][PORT(TCP)80~80]

m

[#72 | 704 |

4 |

m

B : dnRiE{EERAEAE -

R ¢ FIA URL ~ HEY 1P SRS - REBILEAER - \ERAVSEALT -

HHY 1P firik

R — 1P RIIEREHEIL 1P HE A 401 100.100.100.105 > AIJJE A 100.100.100.105 %] 105 -
HEERE]—4H IP ZiE - RIJEE A4D 100.100.100.105 £ 200 -

HHY 1P EE4H

EMfE (BRUEH] ThRe I Ay HAY IP Rl -

A 4 D4tk A tm A E = H € IE AR > B4 http://speed.hinet.net HIffii A speed.hinet.net
I
IS H]EEFH TCP ~ UDP B EHE [(BHHE ] TheEEITIMARFEIREEAH -
SEE=  BhEE |7JH’£UE{EH>‘%$EP > BISERRILEEE -

BRI : SAIRIISERAR - FIDAFE APP List Y [HERBAER] SBHREEEENEE - WAEAERH

{TEREHAYDIRET

78

|m BB 3 &R,
P2P&:
LR b o B
HER
BEEEMREL

m

T8H
zE
speedtest
2 B E B s

m
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12.5 FERIEFGIARER

1T s B

r BRI

HEEAESRGER - REEE T —REIHLEEAEACER USR] - FHFEIIEEEILAA -

CURAERZ THRER R ERSR -
0 EHEAME

1 2 % = 3 w v SEETES 4 IT-—8=>
SHE A ERES a gﬁfﬁhi{%q L7 VIP& il i L7 & R ilbse L7 QoS#EE &1
HEO# Skype(Voice) — = 2 — —
HE 55 Web Video = = — 1 _
He 4% Web Page = = = 1 2
BPELE Blogger 5 : = = — -
FEDEEN Veoh 2 = — - —
HEDTEEY Metacafe 2 — — - -
ET IR OpenV 2 = — — -
T B dah AN 2 = = — -
R=ge 1B bT 13 — — _ _
BREEE A EEInternet 3 = — — -

XERRRAZH > BENERECHREERS S EWESRN -

1| E/ERET BEREA I - SRR EY -

2| mBE 1 ovE HEFEIHEEXR -

3| 10 ~@EHiTEy | CEREG-HBEURERREASE -

4 | F=8B== AIET—H -

5 | HAIGESE HEUrex e FfE e S (EUIREFTEE TL AR AN - DARARSE -

BhEe 1% S A G2 R IRV SREE L -
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12.6 BRI T (CRAKSIER)

mATH H

BRI R hAE © SR LA E AT AR L 1 Bl AT A (E AR et & A R hRCAS FT BT ~ 3l AT E B FERr R ]

B AR -

O ERE

H AR AR B 2B hit A

MeaSE - V1.000
B H - 0KB

ERRE -

O ERSERIE
saEE . voooo [LECTE
EREEE | gEEE: v1.000
BET#EE - —
P SR I RE—RE
@ TAE
o MMSHEH
- BEEH
SEILE ]
O EEEFHEE | 0024 8H)
a— |z Um\= LEm LV@Aa U o#Es L oEg
© FERFRBEERE)
) TEIEERRSE
ARRSE
RO -
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RRERRE
O ERE
I R B FHT A
MEEEE - V1.0.0.0

x4 0KB 2
3 tk#E - Mon Dec 19 2011 152325

1| RRREREMRL B AR B LR (E RS R (R - E AT AT B N i - AR
BUNMEGE ~ BOFTRCREIRRASR ~ BLRZFARITEZ AN »
2 | IZHTTE#E BLHEEIL G L H NEIERRA - EEHE R A TLRTE RS - IR & PR 1E %

&rp o HElAE RAEH] BB TR - FEE T -

3| BE¥eE
& B i T — A A (R IR B IR A YRS RS B o SFEh e 4 Elif-=mvazll
HigE—R - iR ERESUE] HaEsE -

IRAEH -

BIRMEE © V0.0.0.0

IREEH® | Zaims:  V1.000

BT#EE - —

FIRHRA ZER AT — (I R E R RERR A -
ERIRA FERE A IR BRI A -
SR 7N
ABIRE A E A ZRITRE] Br N EEIRA - ﬁEJﬁtJ&%ﬁ%?&éQ A=l
FEEHr -
IRRERRE
o 0 B | ERE—NE

@ ThE
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(HEPR ) H BT -

o RIEABEES

BEEH
B E %
BEE#HHE 2 00(24:]- B i)
H— i o A= A AA A7 AR
B PA 5 B T
ZERA LEEH BRI - BB R AR 4  FEPRE T ERE -
EEVEE ERGREEIFHARCAES - 8 FEALE AR -

BESEHHHE_:00 | EHItaEEEFCRE: > SIEGEE TR EAIRHE B 2 S R -
(24 /N5 )

fEfkessE © BB 1T EEEE

@ FERR{AARE(EFEEE)

EHEARE
H RS E
IP/Domain :
BRISESE -
THE (EIfk FRTHR PR (E] AR A
TR E A a5 AR AR 1P B4 o B RV IR IR -
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+= - VPN R A E

13.1. VPN Bt 48 (VPN)

r BaEi VPN R
REHMIERRE
PR E
FPTF &%E

S F B HIhEE

O HE VPN 3YREE

IPSec + QnoKey +QVMN FERS 0 (e s 200 AT FERgE
VPN BEES 0 B R 100 ErEpsE
O VPNEEIE K BE
0 piER 0 amEEEsE
BE 1 v = 5 vimmmrew
No. FP&R S Phasez ERES | SENS SEWE
EnclAuthiGrp

13.1.1. Fri—{& VPN BXiE
VPN (575 Kl S 4 e 2 3 e i e i P P e e .

VPN (B8R fy 2 5 VPN [F5KE -
G EPEES [ F] VPN [ VPN BB HIROE B P VPN REREE R H i L -
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RE R E (Gateway to Gateway) :

BT TGS > g EREES [ E] VPN RS VPN BEHYSOE HiE L -
O REHRERE

REMOTE:
VPN Device

B

LOCAL: Gateway to Gateway
VPN Device

Z& P E P E (Client to Gateway):
BN R AEE > e EREES [ EH Fim$ VPN REERRE HiA L

O EFWHMERE

CLIENT
(Mobile Users)

LOCAL: Client to Gateway
VPN Device
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10.1.2.1. FEHEENERE

BEsaseE |
s £
fi@ | BEEE v
RH:

BEHLUTHVECERY] - ERER A DHER & VPN K2 I — {5k VPN [#E -

BRI : ETEEE VPN KIS Z VPN DHRERT - BRI SR ERY Tunnel [ 784557
RiERE: SCESERE A H R > 40 XXX Office - ERRACE 2 H — (B DA LRI ERERTES - 75

O (ERE AR AR R R F] > DLRIR

TR LR R TR B LA VPN B2 (FF VPN [FKGHE)E » 75— SLas i
%ﬁﬁﬁtl% E%Tﬁ%@ﬂé?’%ﬁ%ﬁﬁ%*ﬁﬂﬂ&%?ﬁ Bl S IEFEERBAR ! -

VPN FREfirfi: ST PSR RO — {8l i B BB LG VPN BR Y B RE

BiLAR: CJBERUAIETH - REbE VPN BRIERERL o EIHH RTHEC AR - ERUESERIE 0 BT R
HERE SRR ESCE

A ieesH VPN 2% 5E (Local Group Setup)

O FEFHVPNEE

ARARZEEY: | ER P v
IPfichk: |92 |58 [¢  [108

Eilz=aHmA: | | R v
IP{irhk: | |19z | |188 | |1 o
FHEKEE: | 255 | (255 | 255 | |0

B B YA R B 53 3E R ( Local Security Gateway Type ). /EBLE BRSNS R 5 53 E%! ( Remote

Security Gateway Type)fH[E] o

AU S A AHEREREREIRA - A TR EIE A H B > R R
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& IP

IP + Domain Name(FQDN) Y58

IP + E-mail (USER FQDN) 2F:z&

Bfj5E IP + Domain Name(FQDN) 758
#HE IP + E-mail (USER FQDN) Ez&

T H B AR E 5 73 #5780 ( Local Security Gateway Type )i /H Bl 272t
IRAN R B4y F8 %Y ( Remote Security Gateway Type)fH[E] -

(1) {£/H IP:

EIEEEM P ARV IR REIEE AL P firhk o] AF R -
PAt& VPN KGR WAN 1P {irhk - & EENE ABLIA H 228 - IR

R ETHIN
FHRERZRSEHY: | (R P w
IPfht: | [192 |ig8 |4 [i08

(2) IP + Domain Name(FQDN) 7z5:

R PRS- S AP EREE AIE ARE DL R IP
firik#41% VPN [75K0f&EHT WAN 1P firhl - & 5 EE A LIE H 2288 1
AR B THINGE -

FQDN J2f5 T DU A A B 45 & M EFAERY Internet F ]
DAAFAYE] - 41 vpn.server.com o [t 1P firdil DUK A8 44800 R B
HY VPN 224 38 35 e A EIA 0] DUIE R -

FEMFEEEERE: | | P+ Domain Name(FODN) 55 e
IPfch: | [192 |ie8 |4 108
e

(3) IP + E-mail (USER FQDN) 373%:

EITIERE P LAk BB S EAIAYES - RAEEEALL 1P kB
KRR T ALE A] DIFHUL RS - 240% VPN [KHEHY WAN 1P fizil: -
e EENE AL H 2248 - A R TR NE »
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AUBFEPZIER: | P + E-mail(User FODN) 553 v
IPfirhk: | 192|158 ¢ 108
E-mail: | |@|

(4) EhEE IP + Domain Name(FQDN) #73&:
EIEEEFHENRE P (i HEZERE VPN FKGERF - ] DUSEFE I A i 2
VPN SR VPN MEBERET VPN KRR Ry VPN S - VPN
B K s Er B AR BR G B E L, VPN BB 4 o (e S R el
VPN - G A eI AR o

AREPZEHR: (B8 I + Domain Name(FODN) 8% v |
| | |

272,

(5) BHEE IP + E-mail (USER FQDN) 3735
e R FHENRE 1P iz ik 2 VPN KRS - fR ] DUBEFR MR
VPN - (i IR 0 A P Az ik » & 3l VPN BTZEZESKEL VPN [ kG
E Ry VPN ELLRES > VPN [FKORE Ry BHAARREE G DL VPN [ HAR,
o AR LR B VPN - i A BT EFaEE F E-Mail i B 22 R A
AL FRETE -

FREFZEE/E BB P - E-mailUser FODN)SHE v
E-mail: | | l@| |

Az 2 EEE I Ry E A Y VPN SARTE RS - LA SRR 7 A L iy
RCEHPEE - AR B E S
(1) 1P firhk:
IETE H B SeaFIL VPN BRI % - AT AUL 1P (L AEAA 0 B T
LR -
ES: S ik
IPiichk: | [192 | (165 | [t [ o |

DUERYEE S Ry IE VPN RS EER1Z > 2 192.168.1.0 HYLE IP firdk
FEERE AT AR -
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(2) T4
BETR H Ry FLETIE VPN BREHARTE - 6 T 4 ELAY A S A AT 1 DA

ES: S ik
IPfictk: | (192 | 188 |1 |0 |
FEEEE: | (255 | (255 | (255 | [0 |

DL EMIESE S Ry E L VPN IRE LR (& > HF 192.168.1.0 » T-AEREIE
%2 Fy 255.255.255.0 KL 4EPL e A ] DLEL D VPN ZER

iE72 VPN B¥4HECE (Remote Group Setup )

O EH{VPNEERE

EEFERZIER: B P v
P firtk vl L L

ERRLHAEN.
et | [ | [ [ |
FHEEE: (255 | (255 | (255 | [0 |

IR H B AR R 28 B 738U Remote Security Gateway Type) /8 i et Y 4T Uit A St ] 28 5 53 A
( Local Security Gateway Type)fH[E] °

BB EE A BRI - A LRI H B > R R
(ERENL

IP + Domain Name(FQDN) =&

IP + E-mail (USER FQDN) 23

H%E 1P+ Domain Name(FQDN) 3225
Hh#E 1P+ E-mail (USER FQDN) #2:%

(1) fEH IP:
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EIEEE N P BARYEE A EEE AL 1P Akl w] DR -

EERRZEEN: | B P v|
P firtk @il L]

HEFERERANMEEREED P Arkt > RIE]DUSASE AT DNS
Resolve K DNS #E5G IP {irkik - M HAFE% E e B ITE Summary Y
Il T EZU A FERY 1P ik -

ZEFARISEN: (28 P v
| IP by DNS Resolved |v] | | |

=t 0] LU Multiple DNS Resolved 7 DNS ##p5 IP firkk - 3 H
TEELTE SE AR AT Summary AYERRTE N ES R A FERY 1P (il -

EEEEEEEN: |1'£fEFHIP =]
1.
2|
3.
4.

IF b Multiple DNE Resoleed ;I

1
{74

i,
2

I
s

(2) IP + Domain Name(FQDN)

=1

LR \P+UEI TR RLAYEE - S A IP (ihk DUR ST P BG4Ik
#f FQDN 245 EMATE DL IS A HIES & - (A& AT DA A —
{E7F & FQDN HYLEIAAEEANT AT - 1t 1P iz ik LUK 4888448 0 H Bl i )
VPN 27 [l i s E R A A [E] 4R DUIEREHRE -

EESEPZEHN: | | IP + Domain Name(FQDN) 5258 v
1P firk < I I I |
;s || |

ERHHE R AE S P bk > R DUSE A iR DNS
Resolve Zf<ff DNS A IP firdik - BEAEIR A FH L HLEAE Internet H] LA
EHHVE] o W HAESE SeRA&AE Summary FYiERRE T H 880N
HIAEETIERY 1P fizHE
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EEEMZESM: | IP + Domain Name(FODN) $5% v
I by DNS Resclved v | | |
Sk | | |

et a] DLiE % Multiple DNS Resolved 7 DNS ##5% IP {7 Hk - 357 H
TERLE SRR AT Summary HY R [ 2~ H A S B 1P fizik

FEEARZEEN [P+mdanroon e 7]

1
2|

3|

4|

REEE: |

IF b Multiple DN Resolved _I

(3) IP + E-mail(USER FQDN) 373%:

SR P Lkl BT E A ATES - R EEEALL 1P firkkRL
Fe B E L B ] DA AU B

EEFRAZEMA: | P + E-mail(User FODN) 5558 v
=" o L LIl
E-mail: | |@| |

e R A G2 Y 1P Arkk > R ] DS A sk 2 ik DNS
Resolve #[i DNS #EiRY 1P izt o i H AT E 52 TE Summary {7
e T R AR B ERY P firdl -

EEFRAZEMA: | P + E-mailUser FODN) 3558 v
| IP by DNS Resolved [v| | | |
. al |
Bt u] DUFHE Multiple DNS Resolved 2 DNS B¢ IP firdl - 3 H
FESEE SERRIRAE Summary HYEIGRIE | EIFUR I HEERY IP (rdk -

EEHEREEN: |IP + E-mail(Uzer FODN) 2228 =]
1

IP by Multipls DNS Resalved = | I
3.

4.

E-mail: | i@ |
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¥

ST

(4) EhEE IP + Domain Name(FQDN) :7:5:

Al

TG FENRR P {iLhk Rz VPN KRS - AT DUSFEEIRE (P izt
b AT DL 48 2 R YA £ o

HEMRZEEM: | | Bi%E P + Domain Name(FODN) $5% v |
;|| |

1
P

IS
DEe

(5) BHHEE IP + E-mail (USER FQDN)

Tyl
an

ER I FEIRE 1P L akEE VPN [FKGREES - ATT DL T
B VPN 5 A VPN REE SR EL VPN [ KRS E s VPN JEL4RE% VPN
kil e baaig=sli ol e VPN BB, i AE TE RS
£ E-Mail fir BZEFEARAL T -

ABEMZZEN: 3% P+ E-mailUser FODN)SBE v
E-mail: | |@|
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BEL2HEER: It Ry i Y VPN SR HUEAL - DU A 2 (ERH 7 i e E 1Y
JHH o SR B E S

(1) IP firkk:
BETA H Ry FRaTIE VPN BREHIERTE - R AL 1P LAk A
ATLLEELR o

ERESAJ/Y: | | P Atk v
pedk: || | || || |

DL ERIEE S By L VPN BEE AR 1% > 7Y 192.168.2.1 HYILL IP fir
bS5 ] Y S T DA -

(2) 74k
BETA H Ry SLETIE VPN BRE AR R - 5 — 5 T LAY LA A SR T 1]
DIHER -

EREL SN
IPfighk: | (192 | (188 | 1 | 0 |
TS | 255 | |255 | (255 | 0 |

DUERVEE 2SS RvE IE VPN BRIEHLRIZ - AT 192.168.2.0 > T4
i EE By 255.255.255.0 HY L 4EEL FR A m] DABL Az VPN 2R

(3)IP firfik-#[E

BETHE By Featitt VPN BRAEHIERTR - A AL IP (i bk oy Akt i
BRI T DA SR

FiflzedEn: [PRIHE ~|
IPEEHERERE: (192 e |2 |1 g [254

DL ERIERE S By s IIE VPN A% > A 192.168.2.1 |
192.168.2.254 {5 IP {ir ki d B Ay B RS 0] DLIEAR o

IPSec Setup

EEERINEREIEERYES - FERI(E VPN BRI EH ZAE [F 0] DR R g - I (e
BRI EEEAERY 1PSec g > FMTEHIIEE R “key” -
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O IPSec i®R3E

TRSWE: | [ B8 KEHE v

REE:1 DHERAL: | S0 v |
RSB MEWEE: [DES v
BB R D5 v |
BG1 SATRBEA: 0 |
S MR EIR(PFS)

RSER2 DHEFL: (3381 |
BE2 WERSH: [DES v
B2 BEEEE: | [UD5 v
B2 SAEREEA: 0 [@

=S |
FREERE:

BEBEIHRE Ry fROE L VPN R R A TR AN AU S Bgadttiatig - VR E — AR » 55

FE IS EVHBLELGH S TS S EUEE] |
O IPSec5E

ERERRSE: |f?£FHIKE13§i‘IE§ -]

RiER1 DHIGSEZER: [FFEL =

:

RSk 1 ImER Bk || DER

1

RiE1 SEFWBE: ||MDS =

REEz1 S BEERE: | (28300

e

2 A ERPFS)

REEz2 DHIGSEZFEA: |#9381 =

B2 2FIHEE: M =

REEE2 saFFmeRE: | |3600 T

H A

|_|:|
~

R mEwmEs: [T =)
|_|:|
|
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{2 F IKE {#55E:

A8 IKE 78 2B I iy e i s i Blgsg s im i A & - 5 R5e 2 IH R %68 PFS(Perfect Forward Secrecy)PﬁZ
&> EUE%“B PRI IKE frpaf AR 28 A 1Y 58 S [E] i@ bt — U N Bilgss - & PFS BUFH1% £ brute
force 2R fHEN < 58ATE% % (hacker) A F LRI AR RN » #2015 25 50 -

®  SE2J[HE R (Perfect Forward Secrecy) : 5 f&KiFF PFS BEIE 1 E(% 515 594 MV VPN 5% EE VPN
Client t7.ZEf PFS TIREBFRL -

® [BEY VFEEE 2 DH [affsll « UL EETE T DUBE R A Diffie-Hellman B¥4H 7 =: Groupl (&
Group2/Group5 -

o [EET VPEE: 2 INEUETCE ¢ MINEERECE RasE I VPN A A (RE D - T ERE
e 2 S /R B Y 0 2 S R] - DES:64-fiL yL T INE 5K ~ 3DES:128-7 LI ~ AES: %
EHSEITEIIEAVEEAE - ESFF 128 {if ~ 192 {irfil 256 {irAYERL -

o [EE: VPEE: 2 SEREETCE ¢ MERREERIAOE R It VPN A A (RS - IR ERE
eS8 R SR B R U S B [F]: “MD5” B “SHAL” -

®  [BEZ 1SA AR * Ry SHARTSHI A SR H] - ZSETHEE Ry 28800 FI(8 /INEF) - HRLF S8R FEI Y
FY VPN LR - 208 H AR AR R - B R SR B DA PR 2 2

®  [HBEL2 SA AR ¢« Kt SHARES ARG - 4R THEAE s 3600 FH(1 /NEF) » R AR R A
HY VPN 4R - 258 HERIRIA AR % - BB AR AR SRS DA IR 2 4

® LGS ¢ Y Auto (IKE) ZEIH - NVHE A —4HACHARERE Y “Pre-shared Key” HYMEfr =+ » fELEHY
HHIFELIE By test » AT LA AU T B SCFHYSSHAETE - 25010 B BRI ARV T e
SCFHIACHR AT BhEE R VPN [ SRR Y S A R S BB S b I B T BB S P AT A AR S B
= A 30 B4R -
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rkEscE - R EHEE A IKE HEfER
O #EPSSEE

Agaressive Mode

{ERAIP HeaderBiEiRsE

{RIFER

AH FEEEEE | MDS =
REFHetBIOSERE IR

FETERAR EBIET BT HENAT
ETR{EEIThEE(DPD) =R IT HHETTIEHE

[ N R B (R B B

Codk, iR {E RS
alF 0 edEn EXEHERAE ° R

FE VPN TR ERE R EH H 5 53507 Main LR Aggressive 155 > Main mode J2 VPN [/ KA THER
VPN RS - i LR 2 By HA VPN Bl (o FI 2 D7 =0/ AE R

o FFEfH (Aggressive Mode ) : K% Ry ilmty S (R - 2IfE FHBIRE 1P HEENS - 2/ ThnsaE
PR -

®  (Iif] IP Header FR4MGE © #5254 TH H 2258 - RIZEREAY VPN R+ VPN KRG 7 1% 1P RTHIP AR
HYER%E(IP Payload compression Protocol) ©

o  RPE{RRFELR - HERILIE H B > AUEERERY VPN BB T G RHEIRRT LR VPN SR &l - It
(B2 By 3 RN ARG ST R BTV RE (O - SR EEEE 1P ArakAyEm(E A -

® AH ISFHELZE © AH (Authentication Header) EfsEZsiaEM S - T 5812 MD5S/DSHA-1 -

° ﬁiéfF NetBIOS [FffiE] Climis - F B ILIA H 228 - RIERZAY VPN [IE & NetBIOS [EiEEI(iE
A ERA R A S RN S > (HRAEAVS AL VPN B R R EREE A |

®  IIRAREMEUNENEEL NAT © S5 VPN B DUEFIE AL RS FHES A THY NAT HH]

® is&R{TMILIAE(DPD)  EEEFREIH H 4)388 - HIHIRERY VPN [ o e S (#1% HELLO/ACK FHUEEE
AR VPN BB R 55 AR AE - &7 —Imlr Rl VPN K S B EhEaR - AR
HUHIER o (A1 AT DU — K DPD sRUS BTG EARA VIR ] - TR EFy 10 70

® [,k : VPN Tunnel .0 \BkES HITHAE

EREILHROE » R4 E L ICMP 451E VPN JE e i es T Eim(E ke B ez
& E LU EIEIRE o AR R ERTECERIE » 1 VPN EimE a2 A BIERTES » 248
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S FIE L VPN 78 Rl ar - 5 5 R £ BT VPN i EI’J 73 ENST S=E s A= ERE AT i
SR BB —T7 » 2 GHFRFE T I VPN i

RS - EImH RS ETRE NI B > EEIR S b 2 ol DL H AR E R AV 1S 2 [B]
JfE (7355 1] LS A VPN remote Sever LAN IP » 35ERIE A A O] fE ICMP fY{E]AK
gafiztk) -

S HPYMELR DRI (7)) - THEL(E K 30 b > VPN E171% - 0% 30 7
£ ICMP (L HIER fEIf 25 IR RE

ERTERAIREL AR E R T R E AT - ARG E KB E X

% Eim{Elkas A EIERYEE - AIFIER VPN GRES i |

LR DPD THiE - EFREFIORIE VPN i E AR EHYE R E - A EHYE IUEJEIJJ%K%%%EiHﬁé
FY VPN S8 75 B AR IPSec fi7a - EFRESERR VPN A SN » DIHESE VPN il AE ~ I H.

RN

10.1.2.2. FFE I REE
FEHB LU TR E R - B Sk A] DUEH FUREL VPN KRS > R T — {6 VPN B -

AP A DUSEREEE —{f VPN BREAEF Pime St —(E % = s F (Tunnel) 5035 & FH—#£% = P F (Group
VPN) - #5 i —BEE P A FE R e] DL Bl R E Bl & P > R EN— R E M ER#ER > DIET
B E R RIIRE o

EERE:

BEEa: |

Fiim: |EE?E1 vl

BH: | F

B LRR: B E VPN KGN > VPN THEERS » 5 EHERERER Tunnel fFiE
4maig

SOE LE R E AT > 40 XXX Office » EERACE = A —(E LA LHIBRERERT
AT i B E—(ERE AT A E - DIRRA

LR IR E A R R B R A VPN Sl - AL e It
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I 74 i B e R A R R et IERRE A SRR AR ! -
VPN FREfir i JaR] DAEE RO — o i B SO Rs LG VPN BB Y B RE

BiLAR: CEERIUN BEIH - RFIE VPN BRERERL - EIHH TR AEUN > EECE R
RA] LIRS DR ESOE -

Z5f% VPN Ef4HE% 72 (Local Group Setup)

T8 H B A4 RA 35 58 R ( Local Security Gateway Type ).Wh/E BiLiH B 38 U (Y R i 5 43 JE 7 ( Remote
Security Gateway Type)fH[g] °

LN R it AR - A TR EIR A H B > il B
fEH 1P

&

43

IP + Domain Name(FQDN) Y&&

Ul

IP + E-mail (USER FQDN) 2{z&

o

BEE IP + Domain Name(FQDN) 2735
B IP + E-mail(USER FQDN) 323%

IETE HE AR 78 5 7788 ( Local Security Gateway Type )i /H B i 132
R 78 B JE% ( Remote Security Gateway Type)fH[E] ©

1) £ IP:

EGEEEN P BAINES - HAEEEALL 1P kil ] DU
B 0 ZRT% VPN [TKGEHT WAN IP firkl » & B B ASLTE H 22481
EATEAEEITHINE -

*HBEPZE|Y: | ER P v
IPfch: | 192|168 [¢ 108

(2) IP + Domain Name(FQDN) ¥:5:

o BT \P+AE AR R RS - S AP REs Hy A AT DL R 1P
firdkZ31% VPN FFKEHT WAN 1P fizhl » K& B 8E AR IH H ZE R A
AR TFEATEITEINRIE - FQDN 245 TR DL S 4 iy 45

HMBEEIER Internet ERIDIE SIS > 40 vpn.server.com ° it
P fﬁiiu\&fﬁﬁi%fﬁ@ MHAEBLRGHY VPN 27 i i A [E A A]
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DATEREHE -

AWEAFDEWR: 1P + Domain Name(FODN) SBE |
Pfch: | [192 |168 [¢ |10
|| |

(3) IP + E-mail(USER FQDN) &5:

EEERE P LAk hn BT AHEAIAYEL A EIEE AL IP firkk
KT EALE AT DAFRUE RIS > 287% VPN [FKGIEHYT WAN IP fiztl: -
e EEE AT H 2248 - AR AR TR NE -

KBERZEEN: | | IP + E-mail(User FODN) $3:% v
itk | 192 168 [¢ i
E-mail: | |@|

(4) FHEE IP + Domain Name(FQDN) 7%

Elll’

GRS P (rObEREE VPN KRB - AR DUE R A
P2 VPN EEEHY VPN S OREL VPN KIS (E By VPN ZELERET -
VPN [F5KfE RF & B 4 BRasll [ e VPN s Ay, 5 (s
HPE VPN ST AL AEETE] -

HREBZEER: | | B P + Domain Name(FODN) 5858 v/|
| || |

(5) BHEE IP + E-mail (USER FQDN) 7&5:

EEERENRR 1P ArakiERE VPN PGS > f0R] DUSE R A
P2 VPN > SERIEA 28R A IP fizhl > & EmHY VPN BB ZOREBL VPN [/
SKHETE Ry VPN ZERIEF - VPN [FKGE G B AR B ELL VPN %
MR, BRI R VPN SE T A T B EEEE R E-Mail fir
BZEAEMAL R E -

ABEBAEEN: | B P+ E-mail(User FODN) 53 v
E-mail: | | @ |

Pz EHER b Ry R AN I8 Sl VPN SEREARAF A - DU 2%l BT A i 2 3
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e ERVIHE o SRR B E SR

()P firhk
IETE H By oIt VPN B 4R 1% > LA AL (P ArbEAY A EE RS ]
DLAESR o

KRS AEN:
P fictk: | (192 | (183 | 1 |0 |

DL EHIRRIE 275 Ry I VPN BRIEHARTE - 7Y 192.168.1.0 HYLEL IP firkk
H R F] AR -

(2) 748K
BETR H By ST L VPN BREEARTE - 5 — G T AR At b EE R0 )

XRELHHN.
IPctk: | (192 | 183 |1 | o |
FEIUEIEE: | 255 | [255 | (255 | 0 |

DL ERYEE 278 RyvE It VPN BRIEEGRE - A 192.168.1.0 > T-HEREIE
5 Jy 255.255.255.0 HYFL4EEL BB o] DABL b VPN JHLER -

B2 VPN BE4HEY 52 (Remote Group Setup) :

O EEVPNEHRE

EERPZEEN: | [ER P v
P firk il LI

FETE H AV SR 48RRI Remote Security Gateway Type)h/HERL 7 il Y 20T Wi A 3 ] 26 B 53 58

( Local Security Gateway Type)tH[E] -

B2 A ERZAERIREREIA - A IR FIE AT H B > R Ry
fEA P

IP + Domain Name(FQDN) Y58
IP + E-mail (USER FQDN) 278

BEE IP + Domain Name(FQDN) &%
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FHHE IP + E-mail (USER FQDN) 3%

=14
2N
auy

(52
K

(1) fEH IP:
EIEEE N P BARYEE A EEE AL 1P Akl w] DA HURE R -

EEEMIEEN: |ER P v|
(P firkk Al L L JL ]

e A E R B Y P ikl R a] DUE e ik 2 fe i DNS
Resolve i DNS BEpY IP {irhk o M HAFEESERIRFE Summary HYiZE
U E N T R HAH S ERY 1P Atk -

HEERITER: [ER P v
| IP by DNS Resolved | | | |

=t 0] LU Multiple DNS Resolved 7 DNS 857 IP firhk - 3 H
TERLTE ST AT Summary HYZDgRE [ s S ERY P firdk -

EEEHEZEE S |1'§1’.EFHIP =]
1.]

IF by Multiple DNE Resolved ;l L. I
3

4.

&
'

(2) IP + Domain Name(FQDN) :5:

=14
Ay
b

TR P+ BT IH RLAYEE - SEEA IP (iLhk DU AP BRaG R 4k
#f# FQDN 245 EMATE DL IS A RIES & - (& AT DA A —
{E7F & FQDN HYSEIAAEENTHT - Bt 1P iz ik LUK 4888448 0 JH B i )
VPN 27 2= B i s SR AR R A ] PUIE e

EEEMDESEN: | | IP + Domain Name(FQDN) §5% v
1P fizit el L L [ |
| | |

FEEAE RN BRGNP frhk - RIIE] US4k 2 S DNS
Resolve 7 DNS BEfK IP fizhl o FEAEIRAFH L HIFAE Internet FE] DL
EEIE] o W HAERESERIRIE Summary B 2E T H 8#R
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A TERY 1P fizhE -

EESEMZESEM: | IP + Domain Name(FODN) §5% v
IP by DNS Resclved v | | | |
| || |

=t 5] LLiE#E Multiple DNS Resolved Z&F DNS #2ip% IP fizdil - 3 H.
TERE SERR AT Summary HY IR E T~ H S B P ik -

EEERZSER [T+ BEEREIN 28 v
1

IF by Multiple DIE Resoleed LI 2 I
3.

1]
REAE: |

(3) IP + E-mail (USER FQDN) F7E8:

EICHEERE P LAk BB S RIAYES - A REIEEALL 1P frkk 2
KB E A D AUt RS E

EESEREZEMY: | P + E-mailUser FODN) §5E v
=" @i LI L]
E-mail: | |@| |

e RE N FEREGE F Y P Al R DU B4k 4 g i DNS
Resolve #1& DNS BEj% IP firtil: - M HAF 8 E5EAR1E1E Summary HYiE
Ul T g A FERY 1P fizhE -

EREMDESN: | IP + E-mailUser FQDN) 5B v/
|IP by DS Resolved v | | | |

E-mail: | |@| |

et a] DLUiE % Multiple DNS Resolved 7 DNS ##E5% IP {173k - 37 H
TERLTE SERAR AT Summary HY gl [ 2~ A S ERY 1P firdk -
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ERARZEEN: [F+EmdUe PO 22 7]
1

IF by Multiple DS Remlved LI % I
3
A
E-mail: || @|
(4) #HHE IP + Domain Name(FQDN) {5

e IR P (IhbEHE VPN [ KRG - ST DUSEREIRE (P firik
DB AT LR s A2 R YA o o

EEFRZEEY: |§% IP + Domain Name(FODN) 358 v |
FE: | | |

4
i

IS .
Do

=10
=0

(5) #hBE IP + E-mail (USER FQDN)

Eoe T ERBIRE 1P LAEERE VPN KGR - R DUsE Rt A
P2 VPN F UG VPN BB SR EBL VPN [ KHE(E By VPN ZEERIG > VPN
2577

AKX e BaiaEREr S ELL VPN [RE AR, 500 A E T
F E-Mail {ir EZEFEMHL T -

EESEREDESN: | § P+ EmaillUser FODN)FBE v
E-mail: | | l@|
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IPSec Setup
O IPSecRFE

EREWRE: | | B KEHE v

REE1 DHERAL: | (23341 o
RSB 1 WY | DES v
RSB BEWEE: | MDS v
BB SATNEE: 0 [w
SR MEEEE(PFS)

RS2 DHERdl: | (2331 o |
REE2 WYL | DES v
PEE2BEWEE: | MD5 v
BE2SATNEE: 0 [w

A= |

R R REIFAERTRS - FERI(E VPN BRERTIIERH O ZAE R AR DR R 2 - 0 (S
BRI BT 1PSec FiR > OILERIMIE RIIEE R “key” -

wREERE:

LT E Ry E A

ER ISR AR ST 2 B[R |

SCERL VPN [ o A R N2 s DL R Btk R E — RS EES » aR
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O |PSeci®E
FEaBiRs | {50 KEHE v
REE:1 DHEFEL: | |Ex1 v
REB1 MERYE: | [DES v
REE1 2EWRYE: (D5 v
REEE1 SA f2AmEM: | [0 i
=2 M EE(PFS)
REE2 DHEFA]: | |Ex1 v
REB 2 MERYE: | |[DES v
RS2 2EWRYE: | (D5 v
REEE2 SA f2mEM: | [0 i
Eidiik b
| ERSEE ¢
{5 FH IKE 75E:

70 IKE AR P B I B e i U Y (5 FH 2 - “55 58 & IH 5] %% 3% PFS(Perfect Forward Secrecy) R
% Qe A 55 P ELAY IKE 1773 A2 A AR AV 5 —H LA i iuE— P hn# Bigsg - & PFS BUH1TR 1518 brute
force ARFANEHETIELE (hacken) SIVAAE LL TG I - HE—P15FI 5 055 -
®  SEaH[E % (Perfect Forward Secrecy) : 75 {A5Ks PFS BEIH A]38E1% » SLIS- 50 S MYl VPN S AEGE: VPN
Client 73255 PFS LJRERHEL °

® [EHEY VIEE: 2 DH s BF4H © A DL EETH AT DUSESEER A Diffie-Hellman B¥4HJ73X: Groupl Hi/Z
Group2/Group5 °

®  [EEY VIEE: 2 MEERLE ¢ N BT E RyE e It VPN BB s D e R E
IHE S RN H B Y 1 2 RO [ :DES:64-fir TLIT I ZE #H= ~ 3DES:128-fir juyhIZ = ~ AES:Fi%
EHEEITEINE AR - B3 128 i ~ 192 LAl 256 {IZHY#HRL -

o [HEL YIEE: 2 SUEHEDE ¢ HHERsE TR E R s It VPN BRE (L s Egse i =t - WaE R E
It SR H B B = S B E) “MD5 B “SHAL” -

®  [BEY 1SA ARG« R SHARHEI A RIGR] » S48 THE(E Ry 28800 F0(8 /INEF) » IR LA SR ] Y
(Y VPN &R - 2408 HBIRYRI A BIRREITR » EBhAY A R EA A SR TS DA R 2 42 -

®  [EEz2 SAFRURE © RILIHRETSHA RN - Z4TTHE(E By 3600 Fh(1 /NEF) » FREAREFEIA
fY VPN LR - 2808 H IR AR - B A AR B DA (R 2
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® LG ¢ Y Auto (IKE) ZEIHH - FRNHEM A —4HACHAREEE Y “Pre-shared Key” HYME{L =+ » fELEAY
HPIREIE Ry test » FXA] DA ABUL T BRSOV SSHARETE » 240K S B BhVRHEim ARV B T EGZ
SRS AT B VPN [ R Y S A A S B b L B T B S AT A B T A
= ol A 30 {ESCF4HE -

Advanced (EFE{E SRR )- R B4 A B B Z S =6 F (IKE Preshareed Key Only)

O ERSERE
Angressive Mode

{EFIP HeaderBB4F IR
{FiFEiR

AH HEEE s [MO5 =]

AEFMetBIOSEEH ISR
FrEFERE R BEENAT
iR ERIThEE(DPD) EE’E|1'3 ETTIER

[ I R B R B B

Cobk, TR E AREE
g 0 wETEn EFERERay ° X

FE VPN [FKGHEETHER R E TR H > 235 Main BLE: Aggressive 153K - Main mode /& VPN 5K &Y THE
VPN {ESEREK T H B S B A VPN S i (s A1 2 5 B A -

o EFEH (Aggressive Mode ) 1 K% Rylgtlmt iR > A0(E FHBNAE 1P PR - 2 R T o H 24
PEETE -

®  (FiF] IP Header BR4[E « #5884 MLTH H A58 » RIZERETY VPN [RE T VPN [5KfE <7 5% 1P RIEF AR
B EE%E(IP Payload compression Protocol) o

® AACRRFESR  EEERILIE H A o AUEERATY VPN B & R RET LR VPN EEEES & i - It
{EF 2 Ry oy BB BB AR BTV B IR ] > SR MREREE IP i HEAYEImEEA] -

® AH IEFEEE © AH (Authentication Header) EgsgRiEEMUME T » 1] %5EFE MD5/DSHA-1 -

® T NetBIOS [EiEESEUMHME « F B IILIH H 48 » A VPN 78 T &3 NetBIOS JEfEEf (il
AR RS S F A S o (B EAVS AL VPN BRI BRI |

®  EFHAREME MBS NAT & foET VPN B DUEEE AL RS FHEs AT T HY NAT fH]

®  HLR{NTIAE(DPD) RS LEIH H A28 » AN VPN (S b & e IR (X HELLO/ACK ST
AALMZA VPN BEE A 5 MR AL - &7 —ImErée il VPN K& 5 i - A& 1L
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LR o (EFR AT LUEE S —2X DPD SUE B ELEIRAYIFHE - THER(E Ry 10 7D
o OB ¢ VPN Tunnel O BEESHITHEE

EREILIRE » RS EHIE L ICMP 457 VPN i R (] ikas £ EimfE kUi s e
{ﬁﬁl‘uﬂ‘@lﬁlf E AR EE B TS %E’J{E M7 VPN &l ek a5 #2 A [El YRS - fﬁ%
GFIELL VPN 8 Rl - 5 R EENEEIL VPN i EI’J 73 ENST S=E S A= ERE AT i
&SR BB — 7 - 2GR T I VPN i

B faliREs - EHH A RS EN B DAL - L E ARSI b i -2 ) DA B A B Ry 15- 2 (5]
JE (75T DUIE A VPN remote Sever LAN IP » &5 SRIE 4L O] E ICMP AY{EIR
Z3firt) -

¥ RERR - ML EHIZAIF I (FD) > THE(E £ 30 #) « ¥ VPN ZE111% » &% 30 #b
% ICMP {6 A B {E] Al 28 ZE 4R IRAE -

EF AR AR B S THERE Ry AR o W1 4R (e R 2 5 B 1 5% B K

% Eim{Elkas A EIERYEE - AIFIER VPN GRES i |

LR DPD ZHAE - EFREFIPRIE VPN 4 78 S AR e Y Z% an'E o A EHE IUEJEIJJ%K* 5 8 i
FY VPN S E 7 B AR IPSec fi7a - EFBESERR VPN SN » DIHESE VPN A MERAE ~ I H.

TR

13.1.2. PPTP 5% %€

fEfitS7P% Window XP/2000/Vista HY PPTP ¥ Qno [}/ K fif/it 2 fCkS SRR I 1775 > SRt B = ()
bR B o 3 VT VPN AR o
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ErE PRTP{EIAR %

© PPTPIP filt B ®E

My P it 192.168.1.150
g1k IP bt 192.168.1.189

O KAFIFAES®

WRELRE |
HEHE |

i S | |

Pt G FesE
O seme-| | | [ ]

HE Nz RERR T

TEST==Mo IP Assigned

iz 2

O ESERaEIE

|':' EdEsr EEH |5 o FHREE
HHESH EEsn 1P ficht IP ik R
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R PPTP falfRi%: B R DR R B i e PPTP {alfikss -

PPTP IP fir it S8 i E: A ATl PPTP IP {irhkHYEEE - HH AR RS EImAy e & —(E
AT AT dEEE A AL P o

A6 1P ik E LR % W A BUE -
&SR 1P (it B e R IR I A BE -

MEFER | HEHEE AT DHCP {253 1P EEEE |

o A BT T S A B P -
AL PNkt AT 5 P R S R P e S 5 2 U RS TS
IP fir4t: - (LB SYED © 75 PPTP IS (EFT 1P FEEI Y > BEHEEC 208 1P 48

PRI AR E A = -

(2M57E ip firtik « H57E B — (& 5 DRI £ PPTP HIS i
F 1P G [E 2 A # o B B E e Y (@ 1P firkk: -

MR !

H A PPTP FIF IP fERCERT - A& IC > sl =B AR
SEEERY P HAT TEE ) BUERF LM FREER N -
FrEfaEEE P -

W IR BRI o LA E TG 2 N T5IRZ -

ar

FrAHY PPTP HBIERAE © BEURATA EIERIIHIEE I - EFEEER & 2418 - 2 IP sthhbAl PPTP SE/e Mkl
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13.1.3. HEZFEERHINAE (VPN Pass Through)

RS RSB TE
TP im REERTE

FPTPEDE
PPTPAAEE
r I EFEN BT

= =E O REeY
IPSec HEIFE:

& EEmiEEsAE O SEEEsE
PPTP HEEFE: & BH O FE

L2TP HEZEE: | & =@ O p5es

IPSec EEZEE VPN KB HIR B ERUN 0955 - RI7CET PCURER] VPN- IPSec EfE1ZF7% VPN

BE: 77 KH DAEER S MAD VPN B (14
BEEFRE (ki) 7F VPN 452 1)L Cisco VPN Server B Cisco VPN Client fiRE N A&
=% FEFHRIIEEEIE » [N Fs VPN Server 252 5514 Wi S A [F]—{E 1P fir

f1- LI Rz [5]—([ Source Port {55 —S5iHis » Fillgs — Seids R gsE
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SRR AAIERE - AR AR R R BdAE FRZ TIRE IEZ > T 5
ZIRER IER AR &g+ T2 -

THRETE - BURIMERIZHREY R - B M THEE A R A Tl | #l =
AR EHE T - BUR R IRE 2B A QnoSoftkey 7 JHAY S 1%
BRESE -

AR / IEXAK - AT LEFTE Y DNAETH B AE R HE BN - S e AR 80w T &
FH ) HsH > $ T s ko] DU X ThRE— B -
TEFChR A AR SR R a0 EL R Dl A <88 ~ SRaERINt% S EZMINIFT R
% DRETH B CAS R B - R 2 S5 RO B BRI -

SR B License Key & il RE 5 D ANGEE AV

ARREELZRE. - U H AT R eRaTE KRB 20 QnoSoftKey 55 H AT 2% Fr 2 12 1Y
BrESE -

By BT T B R AR SR DIRE AR RE BN
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—'—/\ N ElqujJﬁﬁ i

SELIREACHRES HEsHYAEITE R} - LA T A ERFE SR E R LR HE R E A2 - ERTDURIBHRK
Tt LE A

16.1 & HEE

B Kt Fashy HeSacikiR B =€ © R4 HEE » B TEmA - DUGERE HssaysH] -

O HEEFAIRTE
T2 < J:: |
EtEH - 0000 [ERAEEE P D)
0 E-mailZ;:oige
"2 3 |
BPHERE: | (EREfE -2 #EIP fuih)
E-mail : |
e [0 =
wXEREE: ([ A
O FEFHEEE
TEAE
" syn Flooding " IP Spoofing I win Muke
¥ Ping 07 Death ¥ =) 78w
—k B
V¥ Fimsesasng |32 pal 3 (W a5l pi |
W FimiEEE W S7EE R A

& HEE
B X E e RS e B BEIEAEE o [HIK A HEEThRE R B RL -
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& HEE AR EATE: VPN KRS et 7 IMERg H et Ak RS ENIIEE - RS HEER
—IH TSR TAE - SRS EERERHHUARAHY 4T EER © VPN K
i HIERSEHEE 20t T EaghfEPayEgAOR B H it E - IR
FRULFGIRRE - i AR A4 H 380 (AR Es AR E0R: IP TR 8
H 3 (el es Rz R Az A -

BEMEEIIRECRACHE)

RSP 2 B A e R R IAR RS - BT RS SR ERER -

BEEE RS s AT B E res Y AR ECE IP fizdk > 40 mail.abe.com « F51E - )
A PRSP AR E T B E ke esar it H et T E 0 - SRILHSEE
%iﬁf#ﬁ%ﬁ;ﬂﬂﬁﬁ °

ERErHE: I R E H sEW N TER(S4E » B4 abc@mail.abc.com

HixHEEHE: EE Hst8E - 24T 50 iR - EFEILEER - VPN [KIER & B E)
Mail {#%£ HzE

A R - EIE #2k H SEEIRRITE] - S8 TR Ry 10 08 - EFNEIEIFREIT > VPN [K

i & 5 E) Mail {25 HEE -
VPN [ K s & 5 B 1 & o B2 bR T — (B 2 Bt EE - 5L Mail
Hit&ENaEHE -
7 BB E 8 T A EE)EH ‘B A DUE B IS R H B

— AL HEEERR

Dkttt e feft T Ea i T RN EER > AT REERTA] - 24 SRR E RN
B> seEFEBHVERIRD] - SRR > ANICES

RHEE HIRE] - A P BT R R R PRI - B E IR R4 H
i o

FeEFE RG] : ”ﬂﬁﬁ FHETTERURAIFT REFRIARINE - HE RS XS AL HEE

s SLaT —E PR INE 55k 2 Y 1P (L AR E (AN SO B B S H 56

LU A THEA B A Hssav izt - o Blaian T -

BEREE RS HFERER > HERAE AT TUER PR BEAE &R > R HEE > PGER
a6 > VPN HFE - B HUNT Tt o] DURORT H st BUR e - “BRR 1% =] LUBFRFTA Hstacsk - 40 N EFTR
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AH A%

E#EERA:  Tue Aug 19 17:46:32 2008 SHEFESE v

‘ R A HEXR 58 e

|Jan 1 08:00:06 2000 System Log SMB : System is up

|Jan 1 08:00:23 2000 System Log terminating on signal 15

|Jan 1 08:00:23 2000 System Log WAN connection is down

iJan 1 08:00:28 2000 System Log dhcpConfig: epen/write/close: No such file or directory

;Jan 1 08:00:28 2000 System Log dhcpConfig: fopen: No such file or directory

|Jan 1 08:00:28 2000 System Log WAN connection is up : 192.168.3.113/255.255.255.0 gw 192.168.3.1 on €th3
SHIIEE -

EENE PC OB HIASEEHEE - M HFEE & A ERAEREAL4L - H B Arhk DUR i Ry R AR S R

it~ FIEEGEN -

ShHpEE
30| A HERgE
Aug 19 17:49:42 2008 Connection Accepted
|Aug 19 17:49:51 2008 Connection Accepted
EARIEE -

EEINAE A KBRS S A H 3 I 38
i

EAHAHR
W A HEE A58
|Aug 19 17:49:41 2008 Connection Accepted
Aug 19 17:49:51 2008 Connection Accepted
R=5 2 o
R HEE

BetE s Ry R B P OKEES R EsHY H st HHE & ER

EEREES]

g
IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40
TOS=0x00 PREC=0x00 TTL=127 ID=62883 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64512 RES=0x00 ACK URGP=0
IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40
TOS=0x00 PREC=0x00 TTL=127 ID=62898 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64471 RES=0x00 ACK URGP=0

HNBACIRAERE ik > H HYH A IR BB R RS

bE L
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=80
TOS=0x00 PREC=0x80 TTL=114 ID=33845 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=81

TOS=0x00 PREC=0x80 TTL=114 ID=16353 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
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16.2 Z&ARREEIIF S

WK S R 25 Y 2 e R R BV B B B D BE o] DARR S H ATV R - B I BIsuR 24 0% - HAl
SRIHEHINRE o 1P fiLtk - HEERE ARG E (MAC (iLhh) - TARSIEES - FHERRE - AIA AT (Al ik 25 (DNS) - S8 (H
A WEIEAEE - ANV EE  SRERSEEESET  IERVEE Byte JTESHT > HLAVEIH Byte
FEFET - EEELAVENE Byte JTESHT » UNFIAVEEASI BGGET DURIR Z3ERVEM BaRat - BARE > HridiaRE
FEFARMERAR > MTEHEEAREEE

O EIHRE
LT T FEER 2 usB E =S
HBEEW . eth eth2 pPRP3000 ethd
g R BH BARA —
= P firht: 192 168.4.106 0.000 — 192 168.1.1
MAC itk : 50-58-40-32-30-31 50-56-4D-32-30-32 — 50-56-4D-32-30-30
T HEREE 255.255.254.0 0.0.0.0 — 255 255 255.0
THSRME 192.168.4.1 0.0.0.0 — =
HEE W EARZRDNS): 192.168.5.121 0.0.0.0 — =
BEFHME HIELRETh BlE R — —
i aimasst 1416133 a — 128652
xSt 137743 0 -— 1912537
SRR 1553876 a — 2041189
Hafgd Byte M 285640421 a — 20134822
Sk Byte BH 21671126 0 — 228068078
S Byte MR 307311547 0 — 248202900
Huifa i
Bytes/Sec : 2 . - -
E;ﬁﬁfci 21 0 — 210
o Rl o 0 0 -
EFERMHIES 3 0 -
HELE (session): 0 o . .
PR 0 a — _
s R 0 a = =
TkBEE R 0 0 — _
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16.3 J B4t
[ KRS B 2 L FRRETR BRSO RGN - ACHR VBB B T AP A B BB -

O RE%t

maRBeHAE [YrREsst =l

WV g e Thit
FEIPhz ik bytes/sec 9%
61.222.81.94 494 100

HAREASE IP ik -

FEREEZR PR TIEIME A NMR BRI IP #thhl - EFE%/) byte BFTHRYE 3L -

o WELH
BERRBTRE ;| [HARERRITE [v]

RIAmESEt
F|PR | bytesisec _ %
192.168.1.101 106 100

SRR 1P HdE -

TEEEZR P EUR T #E A R R BRI AR 1P Ml - FFH %D byte BLFTSAYE L -
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O RELE

FRRBEARE | HNRERERELE v

M g Esst
R BPh | bytesisec %
192.168.1.101 617 100

HME P IRFSERE -

FERLIEI R RO T DIAERS IR BHR A U A48 (E AU B4t T (1) byte B 70LE -

O WmELE
FEEES|RE || HNREIPRBE ? ﬂ
M g Esst
B RE _ Hig A bytesisec _ %
TCP 443 , 22 75
TCP 1863 7 24

INRE 1P ARFSIRST -

FELLIE R RO T DI IR B A ST A R E AT B 4T (0 byte BRI 20LE -

O HELE
FARRBTARE ;| HIREERHEE  [v]

RISt
iBERE Hig bytes/sec %
UDP | 514 | 77 100

HARE P HGRE

FELLEFE PR TR e Ak Y (Dest. 1) bk AT 4R (Y L IS4G Y IP(Source IP){ir B AT (s FH A AR 75 1
(Dest.Port)ZE A IHAE (55 FH R & (bytes/sec) L 47 LL -
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O RELE

FERBRFRE . !ﬁWiﬁEIP sessiondl ﬂ

M gREmasst
FJ|eicht | EERRE FE|ie | HiiPih | HiiE | bytesisec | %
192.168.1.101 | TCP | 2880 | 59.124.180.50 | 443 , R
| 192.168.1.101 | TCP | 2879 | 59.124.180.50 443 v 191 | 39
| 192.168.1.101 TCP | 2649 | 219.133.51.93 80 15 3
192.168.1.101 | TCP , 2866 | 59.124.180.50 443 4 0

IR P EARE

TR B P EE R T RSk 4E R4 IP(Source IP)ATHESE N E LRI H AR (L & (Dest. IP)IP Ky Ff{d FH AR S
(Dest.Port)iE A FRAL(H A i & (bytes/sec) BL FF 73 LE -
O WELE
BERBEARE || HAREL sessionll ||

V] gy Esst
S IPH i BARE | A8 | APk |0 HEE | bytessec | %
| 192.168.1.101 | TCP } 2858 | 5912418050 | 443 ‘ 8 | 66
192.168.1.101 TCP 2004 207.46.106.69 1863 4 33

FR

16.4 3 IP FIRARRE

DK S FRestE (R agE N R u] DLt BH— IP Bt —FEE R R AL 1P KA H AL - S2 A e A
FEER R - 2 BT UT (EH L R BEIR  Ah fE2 6 2 WAN SRIMEE Bl WAN 32 8 A&
A DA H A 1P SRR A AR R I S SR TR - Dot TR EE A ALERER BT =K P2P dkEE - thn]HE
1 Port i & &
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O IPESRFRITESE

¥ BH

weri [BVE =] sEsis D e

3 5 5 TRER LEEE
FEP i  EARE | REEAE EOLSE | e fah | BEEdE Bytes/Sec Bytes/Sec

RPTE IP IRRE
ELIEAE P i EIE A SRR A IP ikl - AT DUBUR I 1P S MEERATATE H IS RIRSE -

syt [P ] P ot [0 68 | T [0 &S|

B 2 : TFEE L iEE
FEIP ph | AAESE | RESRIE | BEOE | ARIP i | BEESE Bytes/Sec Bytes/Sec

192.168.1.100 TCP 4004 WA 207 46.109.114 1863 1] 1]
192.168.1.100 TCP 1065 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1066 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1081 WAN1 192.168.3.10 443 0 0
192.168.1.100 TCP 1082 WA 182.168.3.10 443 1] 1]
192.168.1.100 TCP 1799 WA T 168.95.83.189 21 0 0
192.168.1.100 UDP 55101 WA T 192.168.3.10 53 0 0
192.168.1.100 LEP 58732 WAN1 192.168.3.10 53 0 0

R EHBARRE -
EIFAE R I A A AReE - B BRI R B AR 1P IEAEGEH -

megs s [ENE o] s 3| (S |

FEP 4 | BSURE | REAIE | BORE  Ameas | Beasug | T eoes | DEER

Bytes/Sec Bytes/Sec

192.168.1.100 TCFP 1065 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1066 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1021 WARN1 192.168.3.10 443 0 0
192.168.1.100 TCFP 1082 WA 192.168.3.10 443 0 0
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++t - B

WK S Fh S Y H AR e _E U7 — (8 A T - PEA% s R s BB DT GBS e s IE BRPAL B AR -
T AR E ARG KSR e B EAR Gy - ARSI by BT R egn2b B - I NEEED

{5 P A4 il S s -
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fifsk— : H REERER

EE !

DU B2 R EERfE R T » R A EMATREE R A DIFE http://www.qno.cn/forum STEmELREC
1E http://www.qno.cn/web/faglist.asp ZEFIREARE » SRR RTIRE A & - B8 0] DA T 5% A AYEFEAH
T

(1) $EEAK BT THITH

EIEEENG BT 4518 T - BRI N E - T DIERE "DGIEECE" > " E N A EHEE" BEE "B
BEEE A EHRIDIEE" & "BUHEEFSEEH" FTA" torrent" ISR A] ARG 1L = T T~ -

vy kiik ik
C BPE - EERER

O HibERIRE

I 1|

O pEAEREERT)

W A

BRSET [ torent B EXXRRT)
[E8Far it - F [ [ af
[LEEEE |

torrent- = EHIERAIP ik
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(2) BN FIRBRENINH

FHRA AT AR S AL 5T 25 FH 5 ok o 1 8RR e i a7 B A P A T S PR AR AR 18 R i 4R B
(Session) KEIE NI VPN [TKAE R B EZHE » LU T RS A $H L s B AH MR LU S5 H A -

a.y@fnitt TCP135-139 > UDP135-139 #=75 TCP445 :

EHE#H: |
HIESE: |TCP -]

WL | 2|

HTTES [TCP/M42-443] :l
HTTPE Becondary [TCP/A442-844 %]
TETP [DDPA9-~-69]

IMAP [TCP43-143]

NHTF [TCP119~119]

POP2 [TCPA10~110]

SNME [ODP1A1~161]

SMTE [TCP/A5-25]

TELNWET [TCP/223~23]

TELWET Eecondary [TCPA0Z3-8023]
TELWETEEL [TCPA0Z-092]

DHCF [DP&ET-67]

LZTE [UDPAMT01~1701]

PPTP [TCPA723-1723]

IPSer [TTLESO0-500]

TCF [TCPA125~139]

UDF [UDPA 35-129]

TCP [TCP/445-445]

1

ilEEaEE |

il

b. P KHE B I “(F USRI DRERF s E 4 A = 4R 5
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O FHURBISRE

d

EMEhE: |[FL >

S ITCP[TCP."135~139] LI

Bz
EOfE: |4y |7
FEIP hidk: ||Any =

HEIP fikt: ||Loy =

=5
ik
;|

d

O mHEHEERE

wapsms (R =] [ [ = (24 B
FeEx [ sun T mon T Tue & wed 7 Thu T Fri I 3at

F[EEAY 7357/ IIT4F UDP[UDP135~139] L K7 TCP[445~445]%: -

o iE =4 MESUIER £ RS

wa[l=]i2E sEET x|% i £
=R E EHldhiE b=k EONS | EEP b Bifr i | EFEE B RS E
IE v Dery TCP [444] * Ay Any Always EI m
IE v Dery UDP [135] * Ay Any Alwiays EI m
i@l M | Deny TCP [135] * Aty Aty Always Edit|
IF | slow | &I Traffic [ LAN By Any Always
= Deny All Traffic [*] WM Any Any Alwrays
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(3) [HIE QQlive fRFEERTE

QQLive 1757 ELEI IS E — T ML AG R RRIS - T ir 2% FHE SR — (B F ARV RE - EEisEm %
{IEFH = (£ ] QQLive 135 ELRREES > (5 T EEEORAYSRTE > 18Rk VPN BKHEHY S HEHEE - 15 VPN B7KHE
[ e S e - A0SR MIRE S ETE QQLive HYfEIikes Sk iaRE ko] DU RS BRAVIRE - T ik 22 (R RE 2R
& Qno ZEmAYIHBHTHREFE LI AHRBREYAR AT ZE » ZGETT VPN K S RE

a). #EA VPN [FKifE Web BEREHH » FHHEA PGSR E I ShR R AR E” -

O FHURHIRE

@i [RE =
SRENIE - |A].1 Traffic [TCP&UDE-A5535] LI
A& : Im
BOfE: [y 5]
REIP ik : |[Ay =]
B ik : [Sige 7] B 0 [iT | i

O BREHERE

samma[FAsm =] 0w [ cenessn

Fax | [ sun T mon T Tue I owed T Tho T Fri T gat

FE(E) FEE

b). FEREE R IIFTHYE G AN A TR RCA RS E " H i E“F IR BHR A e Y “EHIEE”
BEH PR L AR (AR SR B P IR [TCP&UDP/1~65535]" » e AR /A" Ky “LEATHY” » “SCR
P fir k" BEREEAEART Y (A FHRA AR SR AT P mT DLSE R B B0 s & BHL (- Bl 1P 203 —E% IP /Y QQlive AYHY
k) FARHAY IP irkl" S B A QQlive {E]Ak #5HY IP {i7#11“58.60.11.145” (QQLive faElfk #5HY IP fir
HEAR (—1 - IR EEE AN ) » B AR I [ ilEs Y “ IE AR B I B R Fra IR " _E QQlive HYE:
FRIFEETTRE (WA B E A D ERSUEMEBRS RN E ) - ‘Ml B EA T8 -

c). EHELLERHRIFAE A ERAHEY 1P ALak” EIr R ALLT 1P Aizkk ©

cache.tv.qg.com loginqglivedx.qg.com qglive.qq.com
58.60.11.145 219.133.49.159 219.133.62.70
58.60.11.146 loginqglivewt.qq.com tv1l-3t.qg.com
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58.60.11.147 58.251.63.13 221.236.11.40
59.36.97.5 logingglivexy.qg.com tv2.qg.com
59.36.97.7 202.205.3.218 218.17.209.17
59.36.97.37

219.133.63.48

BRI AT LAEEAHRE QQLive 1YfE/ Ak 23V BE g5 £5 > BEEEMERD SER BIPH 1 QQLive T F EREE
I ZEEAE QQLive3.1 AR A T HIER G 5E R BEAERY
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(4) ARPJREZEBEELGH

1. ARP [EREAYEEH AR AH B AR

ATH > BN 25 R AR R AR P B R (B S AR 5 (B G EMRIG IR R N E B E#IKTE - E=A R
MAC fiLHE{EZ€5 [REHY - & B EsHT MAC B S EAEERE VPN K ZJHHYT NAT S - iy - 4R
B EIEAN H A ES - AU EE s H TR - 23 eSSBS IMEE T - IR EE
MRS ZE] T ARP RN BAVIHEERIE - HEAVIER - ARSI i e s RUE - il A I T R
B RS IER R E Y T A B R PRV o EITIEERATE - Bt USSR IR A b S s s A
Hall o EHHEIRSEERN o T MRS H S E s g -

B BAREAE T (T/2E ARP > ARP “Address Resolution Protocol” ({iZiEfEMfT17E ) > Eikdgh » 4k &L
G e > MEEE S B MAC ArHEAY o BTEE bk fErT” it F %A 28 A E R T B A 1P (iz ki 5
E MAC ﬁzthE’J BFE o ARP fi7 B VEE A THEE B2 1 48 HAZRHE Y 1P itk - 7 30 HAERL Y MAC firhk » DICRESHE
{ERYIER

ARP T LIEJFEE « e B4 4eH TCP/IP [ EHVEIGEEN A — (i ARP 4735 » FREAY IP {ILikE MAC fiz
HER—— By - AIRATR -

IP i MAC fizfik

192.168.1. 00-0f-3d-83-74-28
1

192.168.1. 00-aa-00-62-c5-03
2

192.168.1. 03-aa-01-75-c3-06
3

BAFILLEAE A (192.168.1.5) [ T4 B (192.168.1.1) A& RL R - E5X R - 1 A G{EHCHY ARP
EERPEHEEA B P AL - RET - WELHIE T HEE MAC fizih - EEHEEEE MAC fizik 8 A ZEE
FRERAIPAT 5 WISRAE ARP SR H A HREIEHIERY 1P firklh - 5% A sRETE4Rs 3 —(EERE - AT MAC
Lk /& “FF.FRFRFEFRFF > 32 R A B — 49BN BV FTA TS HEAEAVE ¢ “192.168.1.1 1Y MAC firik/Z& (178 2~
Aps b HA TR [EIE ARP FRE - U EHE B BAEDS(EENT - A M T A S EAERE ¢ “192.168.1.1
Y MAC fir ik /& 00-aa-00-62-c6-09” - 755 » T 1% A BLAlE T L% B 1Y MAC firtik » ERL oI A=) 4% B S84 &G 1 T -
ERF TR T HCH ARP 4273 °
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B PR E— TR ARP I » SRR T ISy PC T - (R4 PC 1Y
ARP FEERL > FEUERIREE T - ii# ARP fih e AR SERK P ALk #Et Ry — R ikt (B MAC fizit) HY - ARP {7 e ¥
Wt e BAEENERE - EBMRS 1P ILHEA MAC (ZEE R ARP i8R - RES/EAEES T4 R ER ARP IB{5E
[EAEERIHZE - #E1T ARP {27 [FIAIGLER KB - RIAIETR MAC fizhl382% ARP [BIfER - %f ARP PREGCIEARIEHIAYIZ
B o ERENERNIEHEIAF - SR ey sl RS R AR sE A T DA ERY - (SRR ]
LA > (BORFFA T2 AR GHIERMEE - e S S arp —a a3 2ARE ARP RAVKHE
3 VPN B5KHEHY IP FT MAC HECX - IS REE ARP 5 B HY SRR -

BN HVIE A0 PWSteal. lemir B H S > B R EE /K585 > Windows 95/98/Me/NT/2000/XP/2003
B2 B8 REIEN T s B4R RS B ACE A WAE » #f VPN [ KRS ARP RIVHERFIEE 4 PC
REERVIRER » FIE R BEREER T —RFINERIEEAE MAC Eil A EHY3EA4E VPN [k » 2k
VPN [k i3 YL 2 85T MAC fizhl » &R IES PC MOEUNEIERN - 1% ARP B R (RIERIE - Bou1—
EEREE - B EIRERAY PC [AERRE R > A BB R VPN FKRERIE 48 - fF PCE g bR
THET o HERRRLR T o

LS IRELIEILN S - A0SR ARP I B HE T T I IR SR E M RIS VPN [/ K 5 T FH P Ui S U7 B35 E
A OREE T AR B AR - BT DABRMTEERE VPN B KHEHVEEEAFEE VPN FKAEZ ST A 5H] ARP 32 BB AYL)
fE > Qno EEAMIEAFIEML TEERAVIIRE - AHEEHAE IR EGEE 552 -
2. ARP HYHER

WIBAERS P A — B %
2L DN O SN I

RS Z B EAC R T ARP S 3E > FAMTREL RS G FIET I BRI B AV R T AR
KK Qno F i TRERTHY ARP [HIRLEREK -

<o

;‘.

%S ARP TEJRERIGA - AR AT ARP GRFREUELUNERTEA VPN KIS — ZF ISR 1P 2L
ez Ry — (8 AR A TR S - SRR & R R R AR PR - IS RRAT T AU S AIAY ARP I
B $152 ARP IBRHHIE - HOTARE 5 - IRk B 3R I REAY SRS BIFH A T HE A\ Z4iHY DOS #1F © pingVPN
B KT LAN 1P BTSN - B A ping 192.168.1.1 (& IP firsik) » A& -

eply from 192.168.1.1: hytes=32 time<ims
eply from 192.168.1.1: hytes=32 time<ims

equest timed ount.
equest timed out.

equest timed out.
equest timed out.
eply from 192.168.1.1: hytes=32 time<{ims
eply from 192.168.1.1: hytes=32 time<{ims

RIS pingVPN [ KHEHY LAN IP 566 - 24& SO | SBIRA FIRER T T ARP 8 « Iy T ifE— D HEse -
BT LLBIE AR ARP FRACHIET - B A\ ARP -a an<> > BURAT TIE]
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Interface: 192.168.1.72 —— Bx2
Internet Address Physical Address T ype
192.168.1.1 B80-8f -3d-83-74-28 dynamic

192.168.1 .43 Mu—-13—d3—ef—hid—Hc dynamic
192 168 .1_.252 88-B8f -3d-83-74-28 dynamic

C:sWINDOWS“System3d >arp —a

A PIEH 192.168.1.1 firdikF1 192.168.252 firfi-fy IP Y MAC fir ik 2: 00-0f-3d-83-74-28  fRFZEIR iS5 ARP
HBRmasE Ry -
3. ARP AYfiE-

HABRAECKIEAE T ARP - ARP SRERICEE LIS AN A FIET BEAFUA EE - N R IR R A0 R ST Z AR5
PSR 138 S B RS SR B E - Qno MY —RGEEHHN A 7y = (EP BRARSE K -

a) ~ BLFIP I ARP Ji R0 52 ¢

i A VPN [J3KGHE P fizkl > BE VPN KGR Web BRI - HEATRKHERE " BEASE” > FELE
FREN“DIE ARP Ji BRI B L 15— THY R A (5888 » P i ARG TR > LIE -

BikEs: | & es@ C pEeEs
SPIEEEM: | & =F O pEEY
DoSEAEEThE:: | & =F O REEd
MM EEEDE : & =P O Ee§
mREATE: =R O e o 0

XSfMulticastEHRIFEE: | © =R ~ ES

BibARPRSSH®: | ¢ =E O [E
mwrane 0 =arrna

b) ~ g5 PC_LYPERIERY IP FIH MAC izl

HELTISRAIRIE 205 1L ARP BUBRRSE 1P AIE MAC fiZaE & SLAE VPN B KIS & Tk i 1P B2 MAC fiZtk: -
A o
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O EWiENSTE
macknt: [c | bl | 0 B | o= | 20
{ MER 4 1c-b1-80-9a-ce-20)
MEfEH: 192 Jies | |1 [
THEGES: | |255 | J255 ] J255 ) o

NEIERG PC I LFI4A/2#E 1T cmd #E A dos #0E - fifj A arp —s 192.168.1.1 00-17-16-01-35-cf > Enter &2 5Ek%
pc0l HYRTE - A1IfE]

[BCopyright <(c)> 2889 Hicrosoft Corporation. All rights reserved.

C:NJsers\Tina.Jhen2arp-s 192.168.1.1 880-17-16-81-35-cf

BTETAREES PRIt AR [RIRERY TR E0 ASHIERT L% 1P LUK MAC iZiESERK IP B2 MAC $5E - {EUZFLEN(E
AR TR - (EABLEHA  Frlln] DB oy S e —EtE R - BUEMEEARRIRUH R - #EREZE
AILUEREE

@echo off
arp -d
arp -sVPN [F5K 1% LAN IP VPN [/ #% LAN MAC

HREL T arp BUBAYERIRGY - EIRFINER - U574 ¢ /£ PC EA T HEE#E ping ZEAVEHE » 7£ DOS T
}T arp —a &% > FEURIIFEN MAC izik274H] VPN KIS EE T MAC fHF » 20152 - AIEREME MAC
i HEATEERY PC > i5 6 PC ELE B

HLALAT VPN FF5K G P EIAER 5 RIS BAE VPN B KGREAT PC A HET TE[RISHE 1P izhEER MAC fiziE2l5E
AARFERHITAERY - {BAE VPN F5KHEmA PC Uit 1P firsilk B MAC iz ik 4T E ELE R - FREE TG PC DY
P {iZiEER MAC IR T TR E - #(E@RE BT 5 HE -

c) ~ £ VPN Kt 4 F = IP/MAC izt -

#EA“IP / DHCP BEDNAE” » FILLEE]“IP 81 MAC 4%E” » IRATDAELLIRAN IP B MAC 83E - B AFHEASEL -
FE“RIR” BBV EER IR INEIE YR - ERERIER IS A EAM 1P 81 MAC HYE > FRREE B [ AY e

2yIn
o
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O IPEEMACHE

#aP o4k [192 [fee | [T [i0i

Frereaamackntt 00| _[Te o[58 .[65
= :|PCEIEII

BR. v

| EFER

192.168.1.101 =+ 00-1e-Be-c5-b3-69 == PCO01 => Enabled

¥ 453072 oh P hE B MACTT A T4 FERF P
M i #ie st gl T E b AR R

EONINT HIESIR 1% - HEEE RS E L NArE CEEETR IR  NIEBEFEABRAILTE - SRR
TERR ARSI FTA 0% IP/MAC iz TAFEEE - BH A KEE 1P B MAC #REEHEES - AL
KRB IR - BIERENRHE - THG#E -

#EA“IP / DHCP 5E"HY“IP 811 MAC #7518 — ([l “"BURHT DAY IP fLik” BEEEHE A
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O IPEAMACHEE

2 ve o I N
gsmamackntt: [ [ [ [ [ [
%ﬁ:l

BH. T

illaeE |

[ 453175 o IP AT B MACTT A T4 RERIF
™ $EF e flE & P RRAmAR

B 7 1% G 1P B MAC S5 FIRRHEE T BE » IEHEE T E S BRI R B ERY pe #Y 1P B MAC firflk:
HIFERTIL - T AERE SRE AR v - AR S AREERY -

/2 5 A BAIP {4EFF - Windows Intemet Explorer

IP {5 ht MaCihh 5 BH
192 168.1.101 00:1e:8echh9:69 I I
192 168.1.100 00:20:ed:41:ch:9d | I
[ -]
SR L @ e ESUIR
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BERFHR BTG AE B BRI & HHERAE 1P B MAC $TESFRAESE - AME] 5 FEREEE D H0E SERL -

O IPEAMACHEIFE

#eP otk o192 [iee [T | [f00

e el call all eyl
HiE :IPCEIEIE

BR. WV

| EHRE

192 162.1.100 == 00-20-ed-41-cb-99 == PCO0Z == Enabled

192.1658.1.101 =» 00-1e-Be-c5-b3-65 =- PCO01 == Enabled

¥ 44540 h Pt B MACT T4 FER R
V st e TE P AR A A
(BRI SRS BRI EE AT DU A IR - {H Qno BYRIT TAZ A s il i — 20 i — Eo Bl

2246 ARP I ES -

1~ WEIR - SRRV E TR - AT ST A - ILIRIFLLERE S - MR T ARP UEEHVIEH
PCIRAIATRE > F] DAGREE S 5 o A2 A g

- QST B AR R EINAE RS o LGS - SRS TR B
3~ LSRR 22 o 348 Windows Update 28547 2400l T T2 TU(RETE FE M ~ L= ¥l Service Pack)

4~ ERUEH RIRFEUE e SHEMERTRES > SR 12 ol b PRS- A
DLZE R/ — LA 5 FHRIBR =

5 ACH E TG (R » BUE ETHY AT SUE R KR BB HT - 20380 (5 RS P K isEEs -
SEEERT K S E R B AL o th o] LR ZRHE AV A - AUt E S B ARV BN R BII AR - B0
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fit Windows FI A REIEH 22860l 1 > AN U7 (0 A AR5 Kol S ELfh 5 A2 — 2 Rl
6 ~ BAPA— Lo AN ERERIR - FROE RTHYFIRARA — )2 A NSRS » EHE €S~ DSTHETRILH] - 5epE
AV = th o] ELRERARH Server IR

7~ A HEEEEREET TR QQ » MSN FEWIR TH ESE2RryEIST N - A R T BHeE 7L « nseEies -
WNER e P > SRS -

—+
4. 4R

ARP B liE — (BT E AL - DAL EJAEA AT DU ARP 35 B BTG IS i AH A RE > 1 L
& FRAEGA LI AR TIRARRVRER - (BB R S A B VAR EESEEMEE - HARERES
FE o FFTr] DIBREULA LR BE R 515 ARP B » DUV Z RIS - fem LIFReE - RERAIREX -
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fifek — * Qno MM Z IR &N
FHHMBER R - I T OIS AT E - 208 FTP (R SOMRIE D § SR — e
S SRR IR ~ St ATERE TP L BRI

PREEFHSE 4805 © http * //www.Qno.com.tw
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