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£ | http://61 222 81 O8/exception, qq htm =

BN FEFE R [sslestanager

Q0 BE3E: |123456783

&
L= | [ [ [ [ [ @ s = e % - [R10% - 4
PIYER SR 1P firdt: - SHEFLL EFRESEARAS - BIRPI4E R SZIRI(E A2 1P/ IP i -
REERRT - BN SRS IE » TR IR BRIP4 1P 325E -

10.3 Block File Type
PR EIE U TR - B — LB AR AR =08 - B4 exe shiTHE - zip BR4ERES -
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© Block File Type

M
exe pdf
[“Iflash png
gif rar
#lipeq 7ip
mp3
ASETERED P itk

AEAFERER P ik

IR

FEEsE P v [ [ B |

TN RERE T

iFie 722 2

Block File Type
PGB SZIR IR 1P firtk :

LIETHIERIRE S > B0 exe $ATTHE - zip BR4EHES -
FTETLL B FTERAVRFIAE AR - PRI AR ZIRFIEIEERI# 1P/ IP #hE -
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11.1 EAGRE

TERTKAGIRERY — s EBETHE o > A A] DA B B SO BRI PA 2 LB I RE » PR (B P K A B
B S RARAAN B [E]E -

0 EFRE
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SPIEHERERN GpmE ORM

Byik DoSEE Gpm Ofe ERRE
T EIERFSEHE AR | OpE ©RE
EEER OpmE @R &0
SFMulticast O FEDIE | OpER ORI

®pA COmRE
B ARP Drikdmplidisgetis o = ARP 53,

ARP BrEEhE

B KAETRE I Ry SRR GRRICERBARART KRS TIRE - THERE) -

SPI #ERERRRITHAE: I Ryt B E B RIS EER » [0 EEEME RS g - (H R TS
HESNENRE R - WA TEREAVERIIEE o [FRF > B EAREREL KA 2L
TE4ES AR A8 a0 1 P (o FH Y245 - THERBE) -

i 1E DoS TAEe: I {75 DoS 4% > 41 SYN Flooding » Smurf > LAND > Ping of Death >
IP Spoofing % - THELEE) -

N g B e R ES - RIS e & REPAEISMNT ICMP BUR TR H A E
[CIJfE > At LA R EGEIMET 2 ping h& 7 KOfEES HHE8HY WAN IP 2484 ping i
Y > THEAE Fs BRI SR $H/ MEIFERT T RE

BIEE IR EIGEHEIIRE - RSB EREE A RS eIV E R R
BETHRERRRL - T2 8 B S A AP K SRS FHEs Y MR &0 P firhk
(WAN IP) » 3G ETHEE FHE LAY fIlsR (THEE fy 8080 » B FLY) -
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s EETTE T
2 o THE FsfBHPA

AR > (SE R ERE T ] DGR A P i S RS
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REFERERSE L - GRFTE LagEl

BLETHAE ] DAEE o0t R I B
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0 Dos Al S&RE
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TCP SYN Flood

UDP_Flood

ICMP_Flood

O st i® 1P e

Ul sisAsBm P i &

B SEEERE

PR T REE 15000 | packets/Sec

E— p Ak sa BiE 1000
ERRAERI R e S0 5
PR £ B RHE

PacketzrSec
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E— rebEks 2 REiE 1000
=T BHERIMEEE P |50 44
e aREiE 200

PacketzrSec

PacketzrSec

E— paoiEis 2 RE 50
=R RHERIRE L P |3 Exy

PacketzrSec
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S000 | PacketsiSec
5000 |packetsiSec
2
S0000 | packetsiSec
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S E

HESR:
BUH:

B pRHEsteit =fEEREaEEHA - B TCP-SYN-Flood -
UDP-Flood [/ 7z ICMP-Flood -

BHSAERE ¢ iR B/ MBAERS Y 8 - SUE AT A T ERHE" (BTN
HFTREMRER) - B HER—ER AE (733 15000pakets/Sec) - F HzsF

Reatiidpas e B E L - EH—EERE (SMNEE——(E IP {iik
WEHERER) ZE—(EHA{E (7H% 2000pakets/Sec) » FLEFFHAELL IP
Fl 8% (s s S HEIERSS  RHITR R R
TEMA RG22 E%"Kﬁuﬁ?ﬁé?ﬁ TR IRAYRRI(E DLR PE FE IR AT AR

EEFIEMEKERHTATE - R R ERERE N AGRE > B R R A/ N
IEH A T

EIRAERE R ERE © 7 (AR E B RS Y 8 - [F8E - ERTAEERIE (RISk
MBI EER) ZR—{EfRAE (7Hi% 15000pakets/Sec) » i H&s
1R ST AT ST R EAVEI S - BB —EERE (BB ——(E IP i
HERTERRESELE R ) EEE|— (A A E (THE% 2000pakets/Sec) - gL g HfELE IP
L@l 2R (GER 5 Sva) BRI EARES - SR AR
TEM A IREGHERR Y2 4 - ST RIS R HE IR EI’J%%ELXE&BEEETFB%K‘%@J
HEBRRA R R E RS NS - B R (E A NP EIE
RS HAELT o

BUSNAIZSTR 1P - 578 FELACTRHAT P Hik/ P SEE R 2 2R E AR -
BUSNAEEY 1P = 5 E R B #lwHY 1P (rhk/ 1P saEA 2 2R E AR -

BLEE I HERR B & M A P S B IG e N A2 -

BLEE P BUH B SRR A T E SR B G E N A 28 B FL R T
e FEEEEZRIA AR -
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11.2 FhFARRAEE

WK S Fh e asea T 1 25 T 4 BUS ARG B B EE o] U A [RIAY (8 A i e A [RI A FHL
RRRIERPE - 2B HE (0 P RS Y HUET ATHE © A HOR AR DURIZA RIRY R AR TS - Bl DlE e B e sE
HETHE L 5 R Z P EP RS MRS (e S MR B N BT - S S DARE 1P fiztk ~ bl IP ikl ~ IP SR EIRRES
WRIEFARIE T - BERE o] AR IR IR YRR SR . -

11.2.1 TR BRI

EHE TR R ARG - o] DUBEEERAPA SR Foa' ACHR B (o0 A AR HUTF L » DUT LS 0 Kt
B Ehr R AERS 17 B R PR B i —a A

I K e 6 £ 25 RS A AR 7 U R R 431 -

*f¢ LAN I %] WAN Ui i &6 7] DL #E-All traffic from the LAN to the WAN is allowed

*f& WAN Iii%l LAN Uify BT A £HER 7] L #-All traffic from the WAN to the LAN is denied

*f¢ LAN I%] DMZ gy S a1 LU #-All traffic from the LAN to the DMZ is denied

it DMZ Ui %] LAN Ui FT A £ K 7] DL -All traffic from the DMZ to the LAN is denied

£ WAN I DMZ Uiy R B R 7] L -All traffic from the WAN to the DMZ is denied

it DMZ Ui %] WAN it Fia B R 7] DL #E-All traffic from the DMZ to the WAN is denied
EERE T DL TE A B AU R KR s E B8 0 P A HUR (R R » (EL2 DUT Y DUTB AR MR S B 25
Fork BHHRL » A2 H A B ERH RN eE |

* HTTP B9 HE LAN USR5 KORERS 128 THRR R BRRLAY (F T BB KRS H 238 ) -

* DHCP YRR LAN BB Ko 25 THE R BRRAY  (Fs T 1R KOGRE H 25 B BHUS: 1P firkk
{EH) -

* DNS fYFR7E LAN B0 KORERE g TR RsBARLAY (B T @A DNS RS (EH) -

* Ping HYRFHE LAN UnZIl5 KGR s THECRBRRHY (B 1 B3R KGEES HEs () -
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BT TEEARAILIAN - FrA HYSER FRUR AT G ORI AR AP IR o > ] DL E B Ea RN T —
SRS HUR AN ZE T » ISR a5 FE HOR RIS R (R IR BT RE 1-2-3... - R MUR RIS - BT UE e
AR B A AR E R o A Ry » DU 5 B B R BARARY THRE S -

LR A PR E 4E RS 7 AR I 2 -

nrRARE & - AT AR 4E RS 7 AR A 2 -

PIARTEIARR : TR 48RS A AR R mT DU — JEr B HURAL -

[E{E HEE - A LA E e A TR HUR AR 2 R P A B B 2 AR RIA -
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11.2.2 SEANFTEYE R

O R#wmO

R # : |;ﬁ:§’¥j

FRE#O : | Al Traffic TCP&UDP/1~65535]

ESM T

*EHE: ||Ei;§:ér¥l_ﬁ§ =l

@ Pt ANY x|

BMIPH:TE

O BEEH®RE

ANY v

gapralFE ol [ ] m ] colammrmsmng
Fex FEa F@-F A-F Bz F @n T @5 T @

EHIENE:

ARSIE:

Fke 25 i 4 HIBR %

HaE:

RIFFE:

SRR 1P Stk

HEY IP firht:

R P B il

A

EF ¢ ARG LB RIRGITT ARV e -

BERA AR S ERIRREIT REVE L -

T U B T BRI AT S AR TR R IR E N

EE R E RN IRER AR N B LA FEN TR R HIES - fn] DURGEE
AT RS Vi b BB R R AT o — (AR N - ooB e s o A — (R
TG DA s R p e B > REEE g " S B e — e IR RN A -
TR (RIZIEAAIEE A AR SR E HEE T acss: -

BEPA: (R IEAR RIS A AU BB & H St sk -

BRI AET EA SUETHACIRE L R (B0 27 LAN > WANL > WAN2
EIEAEMRIEY) - AL MR B g -

BIEACHEENEAY 1P SEE (EREY - BEECEEE) - AR R s E
a0 SAm AL —EE B PR E Y P firdk -

B H A BT LY 1P #EE (OETEY - R EHE) - SRR s
HVEE > SHER AL — B2 — PR E Y IP ikt -

T AT DU L ARAR R (BRSPS TR A 22 B » B0 ] LA E BEAR
AR E4F 8 ¢ 00 BAAA#ATT N4 17 + 00 &3 - =2 24 /NEFERERT T -
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FE& R LA EURAL: B RORED 24 /NRFET T LRI (FHER) » B0 T DU AR B 28T
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CEL CELL EERIRAE R RS 50T 73R 24 /NEFH] > 41 08: 00 £ 18
00 (5 L 8 BhE| 4 6 &) -

EHIRE: LR ERONE - RIVERIFHEZIEE - HEHtE— 2R E 21
% > AIDIEREEERN -

578 BLEE I I SR B F RN A T E BRI B LG E N A 2 H -

HUH: LR LHA% S BUM B E A FRE A P B B E G E N E SR IR IF O /AT i

PRI EZ RIA R -

R4S TCP 135-139 #7445

EIAEIRBIRHEE I LA TCP 135-139 SR (55 25 Mg IR B IRAVEL) - ZARHETT LU N EVERIE
EEE - Fik

A ¥5ig © TCP135-139

ARSI © AEATHY (RS R BT8R PSS N DA e S M B P A (T 3

A NP Sk AEARTEY (b B R Rt 85 EH P A T N DL e S M D B P 4R (AT L)

HEYIP firklt  (EEY (IR B RS NG S ME LU S MR B A G I (A B 5)

O E#FmO
Brdth: | (EEE e
EFHEsO: | | TCP [TCPA35-139] w
HsE: (R

HF\Sm: | | AR v

¥/ IPhehk: | |FRER v
Hib IPichk: | |[PAAERY v
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48P ££192.168.1.200 £/192.168.1.230 Z&

ERIENE AR

AR5 © TCP 80

AEF U ¢ SIAE (R R A AR MY 80 1)
AJE IP il #GE 192.168.1.200 F] 192.168.1.230

HEY 1P firkl « (EHY (IR B RE 8 192.168.1.200 % 192.168.1.230 AL MEE(T 80 )

O E#HWO
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WK S F 25 B A P 2 ] S PR iR U R E > — BB 8RN el Avaait - SR reatah

R4S - R AR L A (o F — T

& RIRREEAEE
IS e S R

I BrAEHES
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0 HEEW®RE
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BB TR eIt
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12.1. VPN EEFEHS (VPN)
F BET VPN SRR
e eSS
EFiRHMEREE
PPTP 255
HHEFIER HIhER
O Hwuv VPN 3kEE
VPN BERM . 0 [ =gl 100 mrFRRE
O VPNBRE A BE
0 mzpA 0 iehsspaEsmE
a1 v E 5 ~vmmEmnewm
Ho.| HER g . e xRS @ SEES SEWE | sebd | 2
nc/Auth/Grp
EEEE
METRERE  EREMSEAR  BEEEME

12.1.1. HAEIFTAR VPN RERER

It VPN {REE T DIEUR HRTAR] VPN J7HEIEYBIFFARES -
IPSec VPN [xiE#E)ZHEE

SEANE N $ T A R s A DU R LA N Y HATFTE VPN 4HEE - BB B
A

100

& frankFEE(PPTP/IPSec+QnoKey -~ Bi

EHVEHATE VPN
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PERR I 2 RR EHES
VWANT P2 192.168.3.133 WANZ IP: 0.0.0.0 Thu Aug 7 18:25:26 2009
Phase2 2am aam
No. E¥ Ery: o EncryptiAuthDH i TFE Hns oHE poi— ikl
\Waiting for 182 168,250 0 1040100
U Connection | Do o MBS 56.755.265.0 756.255.255.0 STl R
EAEH
VPN %3 H FiArEERE T~ (Tunnel Status ) :
PURFE#TH VPN BREREE" VPN %8 H AR ES B i se £ fian
O VPN ERBEIRER
|1 RS IERA I [ fme e o
szl = E sEET? D%
Phase2 am e
Mo. EF by 3 EncryptiuthDH HEENE oo = WA HRER | K=
Waiting for 1621682500 | 1010100 _
L e Y el W AE.255.0 | 2552552550 | T AhilEed e =

EEEET

E—R/T—H - Btz TR L E—HET — H Pt e S8 E AR VPN a5
- BHEBURHIM DR RS TRV HE O ARER GHIATA VPN BRIEIREE

fir (35> 10 20 - All)
Tunnel No. EIEE VPN KSR VPN THRER » 5 B R e B 4R 9%
ARAE: R ERERER

&R p - (Connected )

BISFEfEtTJ<Hr- (Hostname Resolution Failed )
iRt B S 44f% (Resolving Hostname )

4R~ (Waiting for Connection ) &

= 278 HAiiE#LR VPN B R4 - 41 XXX Office » #EZA —(EHLL L
AR EECE RS - B — (AR E AR R A E - DURRAE

R RE AR SRR A VPN SR VPN KR A
— U AR I o i T T B 2 [ A T (s e e A I

101



(\\J
W

your future life

MR Z RS

Phase?2

Encrypt/Auth/Group:

A EE4H:
BIZEH:
BIZRE

R

BcE:

_ PREEECERA -

PR EC&RE

12.1.2. ¥r¥—{5 VPN fxiE

HHERBHRL

A HLEET 125 (DES/3DES) LA K B3 56 (MD5/SHAL) L K2 B¥4H Group
(1/215)FE EA R

e Ry BRI A b8 S Y VPN LR 27 2 B EE
e Ry Y VPN AR 2 2 REAHEE

I Ryt TE Ryl St VPN SRRy P izl > 55508 Fyidimiy VPN 75
KGRV INEE IP ik 8R4 TS

AT DS R I R RS SRR B IRAES - EEE SR & BT IR AR
£ FEBREEIEIL N EUR T E - fn] DR B i VPN g

ST H 2 4 8 (Edit) DU B O

S T dmiE(Edit) $78H > RFEE R R IECERVEE E T R UEL

Sy
HeppyE - e TR T 0 R
gl

RILBRER &/ DR EE SRR S A £/ (i 8 EAAHECE B

VPN [J5 K 1 S 455 ] S ] A 2 = i S AT A

VPN [BBiEE 5 Fy 2 5 VPN K0l - 73 BB GEFRAEES Internet ATRHAR - & G9% Tl —RIBEATES -
G EPFESF] VPN BEE VPN BEHISOE S Pl VPN BEASER HIE L -

FREY R EEE (Gateway to Gateway ) :

R TR R VS

e EES [ 2] VPN FE S VPN FEH e Him b o
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O REHFEIERTE
Bk VPNER il

b alg G

VT - VPNAE G

& EIH R EE E (Client to Gateway):
EEEE TS BVE 0 B EEES [FIH P VPN FERYSOE HE L e

O ZFRHRERE
#R& (7TBAR)

9% - VPNEG

11.1.2.1. REERTEAESRE

BENHE [

EEAEW:

S | | B v

RH:

BEHLUTHVECERY] > BEREM A LER S VPN PGB ZEEEIL— Rk VPN [ -

R E R BIREE VPN K AS A VPN IhEERY » 35BS ER Tunnel BRiE 4R55%
R iE LT S E MR ERE RS o 40 XXX Office » B s 2A —E DL FAYBREE EnVES

B —(EREL TR B E - DIRRE

103



(\\J
Wn®

your future life

MR Z RS

FAEE ERENE R R EAM VPN 5O VPN DK - A —Lak
Tﬁ%ﬁmlﬂ:% 4 R L e R R A R BT - eI S S IEA R BRRL -

VPN FRaEfirdt: ] DASE R — (&l i B ABUR G VPN R Y B RG

BA: CIEERUAIEETH o L VPN BRIERERL - PLIEE BT MEUT - ERCESEKIE 0 T
DI SR SRR ESCE

AHEEL4H VPN 2558 (Local Group Setup)

O XEFHVPNIRE

XEEEITHM: | | EH P v
Ptk 192 [ie8 f¢  [ios

e HEM.| | TRE v
IP{irhk: 19z | 188 | (1 | |0
FHEIES: | |255 | |255 | (255 | |0

[HEIE H B A HE B3 5438581 ( Local Security Gateway Type )./ B i Bz il 1y e #8 54357 ( Remote
Security Gateway Type)#f[&] -
AHEES YRR AHEREEAY - A TR R U 2 - el Ry

/1P

IP + Domain Name(FQDN) &

IP + E-mail (USER FQDN) 5

fif#E IP + Domain Name(FQDN) 3%

FhEE IP + E-mail (USER FQDN) 7%

IHETE H By A RS i B 53487 ( Local Security Gateway Type )24 /8 Bil
PrBIRATRE 38 & 53 fE 7 ( Remote Security Gateway Type)fH[E -

(1) R IP:

EEEEEM P OBAINEE - HAEEEAL IP ik e DFHU R
> 2% VPN KT WAN TP firkl » & B EHE AL H 2280
EAFEALETHINE -

FHRERNZEHY: |ER P v
IPfcht: | 192|188 |4 [10B
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(2) IP + Domain Name(FQDN) #7z&:
RS P TRLEET - S AR RREE A s DU 1P
firhk287% VPN [FKGHEET WAN IP fizfik - R & 5 B ALTH H 2248 A
EAFREALETHINGE -
FQDN 25 £ LU A& & - o JHFEER Internet |
A LAEEEYE] > 40 vpn.server.com e it 1P {iz ik DU 48844 8 0 /R Bl
Uiy VPN 27 28 E AU E AR DUIERE=#RE -

FHEEZE TR | IP + Domain Name(FQDM) §0:E v|
IPficht: ez |88 [¢ |10
|| |

(3) IP + E-mail (USER FQDN) 7:%:

ISR P LN BB TSRS 0 A EEE AL IP firhk 2L
T HLE AT DUFRUL S - 241% VPN B5KGHEHY WAN IP izl -

==

e HBEABLHH 28 AR EAEEITEIINEOE -

FREFZETHER: | P + E-mail(User FODN) 5% v|
P 192 188 4 Jioe
E-mail: | |@|

A9

(4) EhEE IP + Domain Name(FQDN) 3734

EE T EHIERR P ALak#Rz VPN [KGEHG > ] DS A A i

VPN > EiEHY VPN FEE0REL VPN KA (E Ry VPN HIERIE -

VPN BKiiEis & haiagsa il ot VPN RS, s sa
HPE VPN > 5T AT -

FHEHREER. |EJ'J§E IP + Domain Mame(FQOMN) 5558 V|
|| |

(5) @k IP + E-mail (USER FQDN) 7:%:

E(H

SRR 1P fhbEsE VPN FKGEEF - ] DUSER A
P2 VPN ERIE A0 A IP izt & 38R VPN B SRS VPN [
K TE Ry VPN HIERIES > VPN KRS R BraniRasll oLt VPN B2
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MR, RIS VPN S5 AR TR EEREE] E-Mail iz
BZEEM AL Rl E] -
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IR EEE T AR RS 2 B ATy ARP 4 FIF &R -

—RE T TIEE B Unknown 858 5 static -

IP/MAC/ %78 : BURYIE FHF PCHY IP firhk ~ MAC firhl ~ EBHSHE (FBISAfmas
SERRNTRI Ry Z2 (A PTIELA) - B2 1P i B J7MMr o] DUEEST IP B9BEP &
3
MEER

L RIS RS 1P 5t MAC EHRIVE R AL B FHG B R - &%
RNEEHTZEE R P REA T - IR E A I A BB
BEGE -

RIRE - Auto:%or/E DHCP HEHUES IP YA = 1L I A1 AE] IP & MAC
Binding Hy/FELE S -
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Static : ZTECIIALE IP & MAC Binding JEE R FHE - B
ATRE 2 DHCP HEjHE IP 02 AR E & E IP -

Unknown : #7- R 7 DHCP & iiE > 4 » th R4 IP & MAC
Binding W4T .Y > A ATRE 2 P B{TL I EE IP» sl
FEEREN IP / MAC & -

BSER TR o] DT [E R RE A HE T A g
IR - fERTIEE EEZ M EIURE Ky " Static, B2 "Unknown | AYERHEST
MRS > T SRR UAE By T Static | (U2 SEERING > FNZEERIA
RERFAER IP & MAC Binding 4 A B o - ATl 24 & A2
EHEZIMIER - R R MIEREHE &k IP & MAC Binding (U2 & s,

— R -
HRE - BEARAL e E R ST FARIRE R T Unknown | AYERRE - BAEFREIMET

ARP 4 » A5 DHCP F/=81 IP & MAC Binding Y&kl e &
BEEE T EE TR T Yes o i Unknown B4R s SR B A
BRI Ba k0 IP B MAC > Rl g R T 40E | el - 79
B\ BRI T EI T E - W6 B ENF SRz E B RHIIA
F| IP & MAC Binding Hy4iE 51132 -

EHHR : AT LA A IP (2 MAC friFEsiiEta ey i = PC &kt -
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+0 - TEEATIRESE
B A AT R S LI B M B A T -

FRZEHNNZER - EREUEN - BN SR eI A hasR R E DS SRR 5.2 §iE& 4 - it
AN

WA EEENEET -

14.1 BI2E — & L EGHE

B7 Kot #8 FR 2 BRAERS S0 43 EORIEER - D7 ERY B4R ES S E ST - b2 DNS & LUK Ping —f& -

&gt eEEamaky O PinoEEEE ARk

B\ A A | G
A Ry e
aa A B HIE R Bl A SR B4 I TR B4 - 40 www.abc.com ZR1% BLEERALAHVTEHTBRIAMIE o Ml
SRR ILRE L o

© s 1 ElIR BRI, O Ping-sta s gl

EABEEREATHEEIE google. com. tw
=38 google.com.tw
itk 64.233.167.104

Ping- & G0 /KA

O Bt 5 1R EAR 2B, ® Ping-HHEEEREIE,

B AGHE IR (185.95.1.1
e {BIELAETh
Ha 4i4 ik 414 Bl 0 % Bk
B+H =104 ms
e El— iR BAE =205ms
FHIE =198 ms

BEHZE Ry EH e LB H H IR AR SN GRATE ST - o] DL BT RERR AR AR LR RS R S AE |
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14.2 ZEIREF K

BETORE AT LD KSR FREs 7 Web S e o ELREEEIRGTT48 - SR IR THRAT SR AR A & E - Bl
BRI o BRI AR R WA R ARG (R - REEEIT B SRR R 4R -

TR
TR AR > AR A T ARSI
IEAEEIEET R T - S Z70BRPHIE TR e T > A AT IE R K SRS FHas T 4R R -

O FEFH

P |
|

s | EIEEER— AR BE MTEHIRE AN EE RIS

A EE— AR RN AR B R T ResthiH]
IETEfERR T ERRT S5/ L 22 Eah vh B R
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14.3 2 ES BT

O BEORENHEERA

| e
O HEEOREHERE
s
O ZBEORENHERTET
™ IP & MAC Binding [T oos I Protacol Binding

| & |

REXMHFEEA

BETH RE R 2 7l BT 1 (55 2 BR RS Y 1 0 5% 8 2 N B RIAF BB K A B b & o | BRI EE " 2 M 1) 2 BUE
“config.exp FIERIK - BEIEZIE - B HE A H HECEREEA -

B ESBIERR

BEThRE R EEAEE A BLER KIS ES FRas HIROE 2B (0 2 BERE T 18 st SSAAT 45T > A i
BRI KHEES FHas s EAE P DDRE A REFE BRI T | BESR A% sl - BRI (5 (0 S B "config.exp LA R
i E - BHEFEERNA -

RSB E X R

[tIZhEE S5 IP & MAC Binding ~ QoS ~ Protocol Binding ={EZhaEAV#R AIIELE B T - 7 LR RS e E
FARIDE H AU ARSHES (EJ7ME ASLERETNAE) -
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14.4 SNMP 48RS HHEL 2

SNMP % Simple Network Management Protocol 194555 » 48 E MmN E o M A4S LA
—(EEH T H - @it SNMP @RiE - o DEECA B A AR EHEVIES (21 SNMP tools-HP Open View)
E?ZEJEE_U&Eﬂﬂt%fEZLuﬂ@ﬁﬁ VPN [ Kl S 24 SNMP v1iv2e » m]DUETCEEAE SNMP 4dis i i s
RAFEIE AT VPN B7K S RS es I EIE - DUERERT RS & -

© SNMPiEZEER

SNMP{ERE IR HR V

,ﬁﬁgﬁ Itest
B |
it ||

Get Community Name |pub1ic

Set Community Name |private

Trap Community Name | |

Send SNMP Trap to |[192. 168. 1. 200

RNEE - SREMREAR  BFSEMEE

B - 5 SNMP SEERIRCERRIR - 2T AR A

R S R4S -

AT S SR R A B T -

AL - S B ATFHERLE -

Get Community Name - S5 — 4R ST DU MR H R 0 2T “Public -

Set Community Name - S ST DA T SIE H N 2T “Private” -
Trap Community Name = o s opm em g o) A 3% Trap HZEEA -

Send SNMP Trap to_: S5 4L 1P (i SR A TR FRA BRI Trap ASREHE -

ek - SRR IR T B BRI A PR B (BB e A S, -

A R S O AR A PR B S B IS8 e

ISR FENE Z RIA ER L -
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14.5 Z&EHIE

TEE] DU I T B RS K S S R 25 S ST B HTBHARINRE - SRRE B A E TR @ (Reset) iy 17 BT BT B Eh)”
PR e] B R

O E=ii#E

O miEFLRTER R

RREHRE

QO > A0SR BLEE S TRLEY AV LB R ) - e R R T IR N e S B R BN RS - SRS ARt
TR BIERAE -

O EIHREEH
rWimluws Internet Explorer -\
7 ) EmEEuIENR A
O gl &/ %

A |

PRAR R HH R PR (L

EIE R R T EE R > GEHIEEE TR R NI HIRE - TSRS SR AR R
{E#RIE -
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Windows Internet Explorer
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:':/ ICREE IR R Ar | Bl i AT fEER

RLif

HATEHRAE BIRAT 4R ATEE Fof s th s B AR VECE ([EAF AR SIS - S AT IR I% - (E R LThRE R 2R 50
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Qno FREE ARSI KIE / RS ER &8 —SIgeny "B ) 208 " IExUAR  GEAIRR) - SRR a5 sis

H License Key (FEMLINEES8) A BeSErTEEH - #1240 QnoSniff (zE1#E) ~ Inbound Load Balance (¥f

WNeEETH) & -
© License Key

AnaxE

License Key Number :

HEsE

Router Trial
QnoSoftkKey

2010-10-08 AR EIRSE (MTP ikt

=

SRR EFH tfieEE ARG

EX ST frig ATESURR License Key (FEMIIAE®RSR) I gk BRI ES
TERE - M H 882 S ATE A SR P > B DASR S T s R B A
TEFCHR BRI Sohed UG 5% 2 H Ao B IERERIISE > DURR AR Th
RERFEAE R -

License Key g AP R B E AV IEZUhR License Key EmmE&igNE - — 28T

Number : {ESE S B IAH S - T A2 1&3% T T Submit |, (3£) » R FIREZ
HELSWES &AM R EA R nT G IR IEUR
N INREAY E A R T4 -

IhREATE ¢ BURIMEMINEEYZR » 5 HRTE B R A Tal A | s - &
LR ROAHE TR - BUE R HIIEE R B AU QnoSoftKey i
EhxEEE -

AR / ERR - AU DIRETE B E R TEE E RS - S e AR (i R 8 T el
F o HEs - T R Rk o] DA R4 DO RE— B R -
TERRBR (A R R 5 1 H R s A\ <28 ~ SR8 % > ez T A%
T2 IRe T B T ROR IEZUAR - AR 2 25 A RO B FR il -

FEMEAE #UR License Key & mIAE ST A EE HHHIHEE -

AREREERE BURH s RRERAVE RS - 502 QnoSoftKey 55 H R R4 AT 1%
RRE R -

B BT H I AR RE AR AR BAF ] -
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0 HHEHFE
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FenblstRIE | F ikl Pt
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[ Syn Flooding e Spoofing ™ Win Nuke
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I IRpEIEATE B I e e Hil i 5l V' Smem
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BB R HEE: o AL EETAINGE - 248 H SETHRE R FRRL -
%4 H st RS Fikiises ebes Feft 7 INER 24 H SEE R as U R &= IRE - R Het R —

TH SRR AN AE RS _EBIREHEHUA B S0 R - DK AR s /Y
ZHEHES et T eEEfFhAvERACRA B H L B - IR ERSTELURGIR
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D Syn Flooding |:| IP Spoofing |:| Win Muke
] Ping Of Death EHE
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[ R sE R L] e siRa FhrmLET
| I | |
PikofseseHes $eft TR THEENSEN - CHE TR EN R E S Het & -
Syn Flooding : BIFEAE RS AR 20 syn B - IER A4 e SR AR ITEC IR AE 5 -
IP Spoofing : HAE A R PR AR AR AT E AR WA EEUR R R B R %
Uik - AR B 2SN FEEE R
Win Nuke : IR NS FEHA T AR AR =k A T (El R es e -
Ping of Death : IR E R P R FTRE A ME I R R ISR E
Tond PE AR ¢ BRI R S SRS HEs Y A& - e &M E 24 Het
EF!

— ARG HEER

Piokiises fas feft el UM — R A EER - BT AR ] » ZGRsiaR o AR E IR
B - seEtEBEFIRE - RS - AMECEEE -

FRAEEHIRB : A P EE TR R R PRI » B AR R4 HEE
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SEFE RG] : B P ETFEURAIAT R AR > B E AR S A HEE

song SLaT * (SaaiiB @RI Ex s NSO Leieiin =gt Soiw o S ERS R ET

LU A THEA R A Hssav st - o3 Bladian T
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W T PR

AHRB
EIATEERAI:  Tue Aug 19 17:46:32 2008 [ EF

FEf A HEEMEE A
Jan 1 08:00:08 2000 System Log SMB : System iz up
Jan 1 08:00:23 2000 System Log terminating on signal 15
Jan 1 08:00:23 2000 System Log WAN connection is down
Jan 1 08:00:28 2000 System Log dhcpConfig: openfwrite/close: No such file or directory
Jan 1 08:00:28 2000 System Log dhcpConfig: fopen: Mo guch file or directory
Jan 1 08:00:28 2000 System Log WAN connection iz up : 192.168.3.113/255.255.255.0 gw 192.168.3.1 on eth3

.
VEY .

EENE PC HAKY HASER S HEEE SRS kL - B #Is ik DU A ARy R s e

e~ BUIEEGR -
EF | |HE
SMENEE =
B a "l

BARIEE -

A
:ﬂ°
[

Aug 19 17.49.42 2008

Aug 19 17:48:51 2008

Connection Accepted

Connection Accepted

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40
TOS=0x00 PREC=0x00 TTL=127 ID=62883 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64512 RES=0x00 ACK URGP=0

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40

TOS=0x00 PREC=0x00 TTL=1Z7 ID=6285% DF PROTO=TCP SPT=2004
OPT=1863 WINDOW=54471 RES=0x00 ACK URGP=0

RIS K G 20T 29 B 6 HEE It HaSWe s MR ARAERE A ik - H Az bk B Rk &

EAHEAE

e ]

Aug 19 17:49:41 2008

Aug 19 17:49:51 2008

/\é\ E\ E% a
e R A BRAT A H RN KRS ES Hh 25 69 H SEMHRBI &R -

Connection Accepted

Connection Accepted

B’

IN=eth3 OUT=eth0 SRC=207 45.108.69 DST=192.1628.1.101 LEN=80
TOS=0x00 PREC=0x80 TTL=114 ID=33845 DF PROTO=TCP 5PT=1863
DPT=2004 WINDOW=54843 RES=0x00 ACK PSH URGP=0

IN=eth3 OUT=eth0 SRC=207.45.106.69 DST=192.168.1.101 LEN=81
TOS=0x00 PREC=0x80 TTL=114 ID=16353 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=584843 RES=0x00 ACK PSH URGP=0
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15.2 ZEARRERIRF B2

WK S 25 Y 2 e iR R B B2 B ER DI RE o] LR (A8 H ARV &R - B e s siR 4408 - HAT
SERHIGHIRAE - IP {irhl - RS E RS E(MAC fiLih) > THERRIEEE - THERHIE » AT (A ke (DNS) - 48k
M WWEIVEEBE - (R ESE - £NrENEEHESGT - WEIREE Byte RESE!  MEVEE
Byte JiiE4iat - &EPELAVEE Byte JiEStEt - IEIRVSEAEI EIARET DURIR ERAVEMRARET - HARE > Hrid
SE - FESEREAR > TEHTEEARERN -

177

O R
S fEEtatiER 1 ;: o & B
HEEH: eth eth2 ethl
RIE ’A Pt ) —
2 pfch 0.0.0.0 192.168.4.112 192 168.1.1
MAC itk : 00-17-16-01-84-B5 00-17-16-01-8A-B& 00-17-16-01-84-B4
FHERKE 0.0.0.0 255 255 254 0 255 2585 2550
THRRMIE 0.0.0.0 192 168.4.1 =
HEE EWERZ(ONS): 0.0.0.0 192.168.5.121 —
Fr-AER [ FRR I R BIE R Th —
£ k= g ok 1033 4775900 410159
eSSt 138 462150 3079040
e = ) 1171 5238059 3489199
Hafd: Byte WH 95492 974815097 177682915
HEfx Byte MH 5796 193463684 542888265
FHEEM Byte MR 104288 1168278781 720571180
HaiEdrsR Bytes/Sec: 0 1084 439
HeifFikimi Bytes/Sec: 0 115 1070
#EptEEst 0 a a
EERHEES 0 9 a
HEP®E (session): ] ] =
BN 0 0 =
ST RRE 0 0 _
TREEFRHE: 0 0 —



‘(\‘)
Ws®

your future life

MR Z RS

15.3 fE4s
K B AR TR BT A VAT, - AR B B e B T PR e -

O EEHat

maREeAS [Hrrngat

W grZimEa i This
FEiPhht | bytesisec o,
6122281094 | 494 100

BRI P it -

FELE R PR TIESME A NSER BRI ARG 1P ik - G A% /D byte BiFT SRYEILE -

O WELG
HERBESRE ;| HARERETITYE [v]
[ g AR st
FFpiit _ bytesisec | %
192 168.1.101 [ 106 | 100

HSNREAISE P stk -

TE LB PR TN LR E AR P #ulk - SRE %) byte BIRTSIVESYEL -

0 WESH
EEREVARE | | HARERERTE [v]
R et
P bytes/sec t
192.168.1.101 B17 100
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MR 2FR 2R
HARE P IRFBEIR
TG F ER T DAAERS Y AR B IR 2 o U A R4 AR E 45T (1)) byte R 3EL -
0 KEEsE
HEREENRE gﬁﬁiﬁiﬂIPﬂEﬁﬁ "i
V] g mEanst
EELEE _ Hibie _ bytes/sec %
TCP 443 22 %5
TCP 1863 7 24

BN R IP BRESIESE

FEFLEZR T EUR T DA RS IR B A e N BV AU B ST (F1) byte B 0tE -

O HEZE
FARRBERE : [HAREREEE  [v]
M mRm RSt
BRI H i bytes/sec %
UDP 514 77 100

HARE IP EHRE

TR R R T B rS 5K (Dest. IP)izuk AR HYE AR HY IP(Source IP)fir B AR5
1% (Dest.Port) A R AE(# F7 & (bytes/sec) B 5 43 b -
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HEpE 2P HER
0 WEHE
FHREETRE :ﬂmiﬁﬂll’ sessiondl 'vi
V] gRmEsst
#Rpict | EEREE | e i |  H@Pirh =) bytesisec | %
192.168.1.101 | TCP | 2880 | 5912418050 443 276 | Lilli]
192.168.1.1071 | TCR | 2879 | 59.124.180.50 443 1941 | 39
192.168.1.101 TCP 2649 219.133.51.93 20 15 3
192 168.1.101 TCP 2866 59124 18050 443 4 i

HINAR 1P ERE

TESLREIFR PR T EIRAERE Y IP(Source IP)firhk- oM EaRi H nyshfir & (Dest. IP)IP K fir{d FH IR 15
(Dest.Port) A AE {1 Hji 2 (bytes/sec) 1 5 73 bE

0 HEHG
FRERTTE ;| [HIRETP sessiond] v
] g st
F|IPhRChE BELEE s B P Biis bytesisec L
192.168.1.101 | TCE | 2858 | 59.124.180.50 443 8 66
192.168.1.101 TCP | 2004 207 .46.106.69 1863 4 33

15.4 553E P FIRiRAR

Bk RS FHEs TR AL A\ BT AT E— 1P st —RrE iR A ALt 1P A55R00 B vtk - o2 ATkt A
(o A (B R 535 - A AT DA (S H L e AR B0 a Y A 276 20 WAN SR 08 8 B — (i8] WAN #2> 4878 A
B DA L H 093 1P st e A I B kR - 5540 > B AR S ASEfEF BT = P2P #1AS > ]
HE4E Port i & & -
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O PR EFREESEE

(T |

T [EE =] sEshie D =

TR ladlE )

FEP b | BEREE | FEESESUE | BEORE W Amie i | BEESE Bytes/Sec Bytes/Sec

RFE IPARRE -
ELPEAE P (i iE S A SRR AR P ik - gt n] DUBUR L 1P SOMEEREIFTA H AVt RO -

wegrsi [P AOE =] P [92 | 68 | T [0 [ &S |

3 2 5 T#REH HEEu
FEP uH | EFAESE | kESIE | EDNE || AP i | HEGESUE Bytes/Sec Bytes/Sec

192.168.1.100 TCP 4004 WA T 207.46.109.114 1863 0 0
192.168.1.100 TCP 1065 YAN1 192168310 443 0 0
192.168.1.100 TCP 1066 AN 1892.168.3.10 443 1] 1]
192.168.1.100 TGP 1081 AN 1892.168.3.10 443 1] 1]
192.168.1.100 TCP 1082 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 17599 YAN1 168.95.83.189 21 0 0
192.168.1.100 UDP 55101 AN 1892.168.3.10 53 1] 1]
192.168.1.100 UDP 58732 AN 1892.168.3.10 53 1] 1]

RrEBRARRR
ER R EE AR ERHRST - pA] DTN PRI 1P IEAEGEA -

ey [BE | sEsns [143 =y |

REP G | ERRE  kEEE BORE  HEmPan | Besagug | T RER | HESEH

Bytes/Sec Bytes/Sec

192.168.1.100 TCF 1065 WA 192.168.3.10 443 0 0
192.168.1.100 TCR 1066 WUAN1 192.168.3.10 443 0 0
192.168.1.100 TCF 1021 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 10582 WARN1 192.168.3.10 443 0 0
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15.5 QRTG (Qno Router Traffic Grapher)

QRTG [ZF| FENRRAVIEIT /1 FEL R B 4na T 8UE - BUr B AT Qno B KRS/ES FH 88 2480 TIERRE » ufE CPU
{FR% ~ ERSELIERS (Memory) [ - H4REE (Session) LUK AHE WAN f7 & (WAN Traffic) -

B QRTG @ QRTG fERSRHIMTHR ER A RENHY - &R E) QRTG ThAER » R4 GBI &SR SRR
BETHRERVRLA > ATRE &2 BEER a3 Y (E FHRRE © B 2 1% - (AT DUZE M T B BRI DU I B Y H ATHYIRAR
B E - BP - 5T TR S S B st R B N A E R YR -

— CPU IR | BREESET WTHE)

(1) CPU -~ ity NiF(E FHRET [ “PH9ME | BKE -

(2) CPU - iR G—R-PH(EFRE | 9E | &AE -
(3) CPU - it fg— - (E FRE | V9E | &AE -

W ErFORTG |cPUEmE -

0 LAEEEETEEE  upsnne o FREEREEE 20%
£ =
A P &
%EE 2 ¥ go77 iR
& £
{100 450
B B
100 F 21376 iR
| | (M. "
- 11177981011 LR ALy obbbbf e TTT T PPOOPRTS L T
14:25  14:30  14:35  14:40 1445 1450 1455 1500 1505 1510 1515 1520 3 ran
B 100
{57:% 8 a0 %
{&:
50 8
W’ 7 58 o
i &
g‘.-’-:EE 14:30 1435 1440 1445 1450 1455 1500 1505 1510 1515 1520 By
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0 HhhEMSEE X FHiERER
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R
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50

a L L L

16:00 18:00 20:00 2200 000 2:00 4:00 800 8:00 10:00 12:00 14:00

B o0
fu:%

—

a

18:00 18:00 20:00 22:00 0:00 2:00 4:00 8:00 8:00 10:00 12:00 14:00

0 HhENSEE—REFIERE

B
%"E 150
100y
100
: Il |
Mov 5 Mowv 8 Mow 7 Mov 8 Nov 9 Mow 10 Mov 11
B o0
fi:%
50
]
Mov 5 MNov 8 Movw 7 Mov 8 Nov 9 Mov 10 Mov 11
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* B WAN T/ | RESEHEREP9E (BEREHE TERE) (T HE)

W EiFm QRTG

0 BEHRET#HERE

By

Kbps

B

Kbps

8000

4000

2000

[WAN sREBgE () B) >

M wan1 M wan2 ¥ wan3 W wan4 M wan5

M wan
M wan2
Il wan3
M wand

B FEseE

1000

500

18:35

16:40

M wan1 ¥ wan2 M wan3 ¥ wan4 ¥ wans

17.05

0

1715

I wan
W wanZ
‘- wan3
W wand

ERREE - ERE

]
[=]8)

18:55

17:00

17:05

AR - B EBEMER

1710

17:15

FEE:

W 3096
W 2280
N 4384
W 3120
W 2552

Bl 4

A

W72
W 848
W 864
W 200
W 688

Bia %

Kbps
Kbps
Kbps
Kbps
Kbps

Kbps
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= &E WAN "H—X , RESHEPEFIE (EEREHRE TERE) (0 TE)

¥ BIFEQRTG [ wan mBws —%) v

0O BEETEAEE F wan1¥ wan2 ¥ wan3 ¥ wan4 ¥ wans

Bl

Kbps 4000

2000
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